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Introducing Temporal Accountability to the Merchant in the NetBill Transaction Protocol
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(School of Computer Science, Guilin University of Electronic Technology, Guilin, 541004)

Absiract NetBill is a micropayment system for information goods and services on the Internet. This paper points out
a merchant fraud in the NetBill protocol from the temporal accountability view, and fixs the problem by introducing a
timestamp server into the NetBill system. By using a temporal logic, this paper also proves that the modified NetBill

system has the ability to hold the merchant’s temporal accountability.
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2YM=-C Price quote
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1C=M Price request

2)M=C Price quote

3)C=M Goods request

HM=C Goods, encrypted with a key K

5)C=T {Signed Electronic Payment Order, M} Kr
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A CanProve (TTP IsTrustedOn ¢);

=A CanProve (z Freshbefore ¢)

K8 HFFR A

A Receives (z TimestampedWith ¢ SignedWith K=1);
(z in y)Signed With K;';

A CanProve (x Freshbefore £);

A CanProve (K, Authenticates B);

A CanProve (K Authenticates TTP);

A CanProve (TTP IsTrustedOn T);

=>A CanProve (B Says y At ¢)
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B)

Ky'

K7!

5)T Receives (M5 SignedWith K¢')
6) M Receives M6 TimestampedWith T, SignedWith

7)T Receives (M7 SignedWith Ki')
8) N Receives M8 TimestampedWith T, SignedWith

9)M Receives (Receipt SignedWith K5!)
4.2.3 s mg HINHMALBERNT:

(A ERBE M NetBill RH2E N)

Al: C,M,N CanProve (T IsTrustedOn T, T;)
A2. K¢ Authenticates C
A3: Ky Authenticates M
A4. Ky Authenticates N
A5, Kt Authenticates T
A6: N CanProve (M Recives M6 At T))
N CanProve (N Receives M8 At T;)
=N CanProve (M Submit during T,)
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A7. A Receives r TimestampedWith ¢ SignedWith Kr
K7 Authenticates T
A CanProve (T IsTrustedOn t)
= A CanProve (A Receives x At ¢)
A8: M CanProve (M Receives x At ¢)
xinm
N CanProve (N Receives m SignedWith Ky')
K Authenticates M
=N CanProve (M Receives x At ¢}

4.2.4 thL B iey e8] H M Receives M6 Times-
tampedWith 7', SignedWith K7'

A5, Al {A7)=M CanProve (M Receives M6 At T))

B N Receives M8 TimestampedWith T, SignedWith
Kz!

A5, Al (AT}
=N CanProve (N Receives M8 At T';)
(M7 SignedWith Kj')in M8
M6 in M7
M CanProve (M Receives M6 At T))
A3 (A8}
=N CanProve (M Receives M6 At T))
=N CanProve (M Submit during T'p)
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