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Abstract This paper proposes an efficient recoverable electronic cash system. Compared with previous RSA based E-
cash and Discrete Logarithm based E-cash systems, ECC possess fewer bits achieving the same security level as other
public key cryptosystems, so our system requires much shorter security parameter size and it also scales better. That
is to say, our new system improves the storage, computation and communication efficiency while keeping all the secu-
rity features at the same time. With the help of Trusted Third Party(TTP), each consumer can recover the lost mon-

ey even if the computer has crashed and all the files are removed accidentally, or his e-cash wallet has been lost. Fur-

thermore, our system can prevent from double spending, fraud and perfect crime effectively.
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A7. A Receives r TimestampedWith ¢ SignedWith Kr
K7 Authenticates T
A CanProve (T IsTrustedOn t)
= A CanProve (A Receives x At ¢)
A8: M CanProve (M Receives x At ¢)
xinm
N CanProve (N Receives m SignedWith Ky')
K Authenticates M
=N CanProve (M Receives x At ¢}

4.2.4 thL B iey e8] H M Receives M6 Times-
tampedWith 7', SignedWith K7'

A5, Al {A7)=M CanProve (M Receives M6 At T))

B N Receives M8 TimestampedWith T, SignedWith
Kz!

A5, Al (AT}
=N CanProve (N Receives M8 At T';)
(M7 SignedWith Kj')in M8
M6 in M7
M CanProve (M Receives M6 At T))
A3 (A8}
=N CanProve (M Receives M6 At T))
=N CanProve (M Submit during T'p)
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