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Abstract In the field of access control.delegation is important to improve the flexibility and scalability of authoriza-
tion management activities in distributed systems. How to provide delegation mechanism in middleware is a hot but
difficult problem. This paper introduces the idea of trust management into the framework of middleware,proposing a
generic architecture of trust management middleware. According to this architecture,we develop a trust management
middleware named as Star-TMM based on StarBus,a distributed computing environment. Compared with other clas-

sic middleware ,Star-TMM can provide two important delegation mechanisms, which are called delegation of authority

and delegation of capability.
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Security Management Level
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ST Request Level
SE: Server Entity MAEs: Management Agency Entities

UE: User Entity RAEs: Request Agency Entities

LTCB: Local Trust Computing Base
GTCB: Global Trust Computing Base
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REAHHED: (DL AT BETFEMRERERR;
DOLE AEFLLE BEHA CHAUR BB E) Tk
) B 3 5 #F & T 4% % 23815 th i (4 TIOP,HT TP, SOAP
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LBl A5 Star-TMM f1i TIERER A LR B R NTE
FERRITSXTHAEY.

4.1 s

1£3F (Credentials ) £ Star-TMM ¥ O I % M . 17E
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MBURZILH BT E.SC A3t L GmE3IF &9 /-3
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