T b.corm]

HEHLAEE 2005Vol. 32Ma. 11

IKE2 ihil B2 £ %54

Rl
(FPERFRAAETHNAFER 48 230026)!

g
CPRRSMFEEEAEAREALRE K3 100080)?
CPRBEH BT ETRF RIS

AR

4k % 100083)2

H B AXTASRTETAGBARR, REERART RERHH KE2 i eh S &4 A FRPAER, B
HoH, 2R T IKE2 il EAXRFPREZ LM, LARLARERREL DL EHX TRPARE S, 0K
MBET —ABAERL, FIKE2 WP HEATRELABRELRBRON FHLARBT A EHEH,

XA Z2iLFAETE, 2H,IKE2

Security Analysis of IKE2

SHENG Hai-Feng!
(Dept. of Computer Science , USTC, Hefei 230026)!

XUE Rui?
(The State Key Laboratory of Information Security, ISCAS, Beijing 100080)2

HUANG He-Yan'®

(Engineering Research Center of Computer Language Information, CAS, Beijing 100083)3

Abstract In this paper, we first extend the ideal theory of Strand Spaces, and then apply this extended theory to ana-

lyzing a complex Internet key exchange protocol, IKE2. We focus on this protocol’s core security: keys’ secrecy and

authentication correctness. Through our analysis we prove that IKE2 can achieve its security goals in keys” secrecy and
entity authentication. But IKE2 can’t protect initiator’s identity against active attack. We propose a modified main ex-
change of IKE2 for this bug. This analysis also gives a practical base for further application of extended Strand Spaces

in analyzing complicated protocols which include plenty cryptographic primitives.
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