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Abstract The proactive secret sharing (PSS) scheme divides the lifetime of a service into a series of interval, where the
shares are periodically refreshed. This paper proposes a quantitative approach to evaluate the security of the proactive
secret sharing system against the mobile attacks. Due to the difficulty in estimating quantitatively the attack ability,
there have been few efforts to analyze the system security. Using the stochastic modeling techniques, we describe the
relationship between the attacker behaviors and the security attributes of system. By probabilistic analysis, we estimate
the availability of the proactive secret sharing system. As a result, it shows that the availability is significant dependent
on the intrusion rate, the threshold and the time period. According to these results, we can maintain the availability by
setting theoretically both threshold and time period based on quantitative approach rather than on the empirical knowl-

edge.
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