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Abstract Formal method is useful and important for researching complicated management systems. A state-based
model for sec-group management is presented in this paper. Using Z Notation language, group is defined as an associa-
tion of group members and group keys. Group security and soundness are described as properties of group state at a
time. The management system is modeled as a state transition system triggered by management events. The purpose of
sec-group management is to maintain the group in a secure state at any stable time, but completely security is hardly
possible. Given a group policy framework, we describe a suit of action rules and state that group is secure restricted in

the framework under the rules.
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