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A Survey of Secure Routing for Mobile Ad Hoc Networks
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Abstract A mobile ad hoc network is a collection of mobile nodes that are dynamically and arbitrarily. It has several
salient characteristics: dynamic topologies, bandwidth-constrained, variably capacity links,energy-constrained opera-
tion,limited physical security. Due to these properties,mobile ad hoc networks present great challenges for research
in security. The paper surveys the state of the art in secure routing protocol for mobile ad hoc networks. Firstly,we
provide security threats applicable and attacks to mobile ad hoc networks. Secondly,we cover some representative so-
lutions. We also provide a comparison and discussion of their respective merits and drawbacks,and propose some im-

provements for these drawbacks. Finally,we outline future research directions.
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