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Modeling for Three Kinds of Network Attacks Based on Temporal Logic
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Abstract Compared with other detection methods, the intrusion detection methods based on temporal logic can detect
many complex network attacks effectively. There is no network attack temporal logic formula, so common back, Pro-
cessTable and Saint attacks can not be detected using the above method. Thus, this paper employed propositional inter-
val temporal logic (ITL) and real-time attack signature logic (RASL) to model the temporal logic formula for the three
attacks,respectively. In general, based on attack basic principle of the three attacks,the key attack steps are decomposed
into atomic actions. Next, this paper defined atomic propositions. Lastly,according to the relationship between the atomic
propositions, this paper constructed the network attack temporal logic formula which is an input of the model checker.
In addition, the automaton was used to model the log library as another input of the model checker. The output of the

model checker is the result of intrusion detection in the three network attacks. Besides, the intrusion detection method

for three attacks was given.
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Fon Bps EHLCE] T M0l # KX ACK, FIN. RST. SYN.
URG,PSH v/ & 48 & 1 ) TCP ¥ s €5 ; attack. receive. target-
hosts. RSTFR RV #F IR T HAR EHLR Y RST $dfE 4 .
®SYN/ACK Scanning
fs =Gl targethosts. receive. attack. SYNACK N\ G
(—attack. receive. targethosts. RST) |
targethosts. receive. attack. SYNACK 7~ HAn EHLKE] T
i K EW SYN/ACK B8 65 5 attack. receive. targethosts.
RST Fn By HWLR) 1 H AR EHLR 01 RST #di .
H R TT LA 2 g 11430 1 P B 4R A =R
o=V LVENANVEV AV YV fs
=Gl targethosts. receive. attack. SYN N\ F (attack. receive.
targethosts. SYNACK N Ftargethosts. receive. attack.
ACK) 1V Gl targethosts. receive. attack. special. SYN N\
Fattack. receive. targethosts. SYNACK N\ G(—targethosts.

receive. attack. ACK)) 1V Gl targethosts. receive. at-
tack. FIN \ G(—attack. receive. targethosts. RST)]V
Gl targethosts. receive. attack. UDP N\ G (—attack.
receive. targethosts. ICMP portunreachable)] N G
(targethosts. receive. attack. ACK N\ F attack. receive.
targethosts. RST) V' G [ targethosts. receive. attack.
TCP (ack —o0.FiN=0.r5T=0.5yN—0.UrG—0.psH—0) N G(—attack.
receive. targethosts. RST) 1V G[ targethosts. receive.
attack. TCP ack=1,pn=1,rs7=1, 575 =1.0r6=1,ps1-1, N G
(—attack. receive. targethosts. RST)1V G/ target
hosts. receive. attack. SYNACK N\ G(—attack. receive.
targethosts. RST) ]
3)IB AT M 55 25 T K WA Aot
11T 55 248 1 R RSUAS AT I B B P 322 A A AT A 3 Dy
¢; = G [Cattack. send. TCPIP protocol;. totargethosts-
port; s true) " W Cattack. receive. targethostsport;.
reply;)]
Hr , TCPIP protocol; F7 TCP/IP M 2% IR 45 Wh il 4 4% & —
Fh () i IX93) s targethosts port; 37~ Hdx £ HLIF 0 B 04
BE—H j X4 sattack. send. TCPIP protocol;. totargetho-
stsport; T Wy F 10 H bR ML FF s B 5 &% TCP/1P
P 4 i 55 IR 3L @ 1% B AL s atzack. receive. targethosts port;.
reply; R BCEF R T HAR EHLAY I s 5 5 1E 8 bRy B
Wi AL,
D PN R Ge 2T B A At
1B AT 55 248 1Y R RSUAS AT I B B 322 A RT3 Dy
¢. =G [Cattack. collect. targethosts. TCPIP; true) © —
F((CATTL. IP. targethosts = TTL. IP. Signature-
Database) N ( A DF. IP. targethosts= DF. IP. Signa-
tureDatabase)) N (( AWindow. TCP. targethosts =
Window. TCP. SignatureDatabase) N ( 3 TOS. TCP.
targethosts=TOS. TCP. SignatureDatabase))) ]
Hir, artack. collect. targethosts. TCPIP 378 Y 7 # W 4E 3k
M4 A% E LA TCP/IP 3442 ; TTL. IP. targethosts 3
A EAREN IPE A TTL A ; DF. IP. targethosts 378
H AR EHL IP 8 ¥ h 9 DF i ; Window. TCP. targethosts
& A EHL TCP 1 By Window £ ; TOS. TCP. targethosts
FR BAEEM TCP @iy TOS fii; TTL. IP. SignatureDa-
tabase 7~ TCP/IP #FHELHE FEh TP AL E #8rh 19 TTL fir 5
DF. IP. SignatureDatabase 377 TCP/IP # ¥4 348 B2 of 1P
A W H B DF L ;s Window. TCP. SignatureDatabase 3% 75
TCP/IP #% 5 #F %% 4% FE of TCP 40 #h iy Window {3 ; TOS.
TCP. SignatureDatabase 37 TCP/IP ¥ ¥ 1E ¥ 38 B b TCP
fA ) TOS i,
5) Z G I 1) A6 )
Z 40 U IR A 00 £ BsF e 32 8 ST R R
¢; = G (targethosts. receive. attack. special. TCP N\ Fat-
tack. receive. targethosts. reply)
Mo targethosts. receive. attack. special. TCP 3 Hbr EHL
BT R A By RS O A 1 AR Bk E TR TCP s 4
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g5 i Saint Bl BB 2 A
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FFR DMK (3, 44 W 3L F 8 X ] B 7 38 5 (ITL)
ST RGN B ARG I 7 e K back M0y Al Saint Mok, Hr
K5 v B BN R 1 TR .
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(HERRA))
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[ Saint Z(F )

1 T ITL ARSI 7 2K back Z A Saint M ) Ji 2
Fig.1 Model checking method for detecting back attack and

Saint attack based on ITL
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ProcessTable # &
B 2 T RASL MBI J7 4500 ProcessTable Ji i (14 i 34

Fig. 2 Model checking method for detecting ProcessTable
attack based on RASL
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