000 http://www.cqvip.com|

HEHLELZE 2006Vol. 33No. 8

ABART RS SR T )

SBEHK & % T 8
(FEA%FHENMELEERR AL 100084)

H OE AGHIHACZAARLEELREEANESAETS, 22 BFTH L, LA ZARHARZER
A2 (IDS)FRARAE, A P SR LA R 2 IDS fodf 690 ok 69 A A A P, kX 4 R H 6 X4 £ T2 IDS
HAF L EMER, AR F IR E T 3 #H K F 4 IDS 3% 5 %, 4 MIT Lincoln Lab 3% i # 4 3& £ 3% #| fo Neohapsis
2 11 4§ OSEC(Open Security Evaluation Criteria) %, it sf iR 2 R0, R L AAARKH KRR, MM A IDS H
REBHH AR F, AKX MIT LL R H 9B B LR FEH T T H w5, Bk THBE RN FE P L4
FiAL,FAEMITLLA A AL B hTHEAREFE AT AR,

XA AZER, KaEL, IDSHER, IDS X

Research of Intrusion Detection System Dataset Evaluation
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Abstract Intrusion detection technology has been an indispensable part of information security metrics, but till now no
standard is widely accepted to evaluate the effectiveness and accuracy of intrusion detection systems (IDS). Thus, both
the end users and researchers have doubt on the effectiveness of IDS and algorithms. The key point of the solution is to
construct a precise and comprehensive methodology for IDS evaluation. Researchers have proposed several IDS evalua-
tion methods, such as dataset evaluation proposed by MIT Lincoln Lab and Open Security Evaluation Criteria proposed
by Neohapsis, etc. According to the evaluation results researchers may look through the weak point of current intru-
sion detection technologies and thus improve on them. In this paper we present a detail analysis of dataset evaluation

methodology proposed by MIT Lincoln Lab and point out the key problems of dataset evaluation methodology. We also

propose an improving research plan as our furthering work in order to update the evaluation dataset.
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Start Date Start Src Dest Src Dest Attack
# Time Duration | Service Port Port IP Address IP Address Score/Name
1 07/03/1998 | 08:00:01 | 00:00:01 | eco/i - - 192.168.1.5 192.168.1.1 0-
4 07/03/1998 | 08:00:02 | 00:00:01 | domain/u | 53 53 172.16.112.20 192.168.1.10 | O -
8 07/03/1998 | 08:01:03 | 00:00:01 | smtp 1026 [ 25 172.16.113.84 194.7.248.153 | O -
9 07/03/1998 | 08:01:06 | 00:00:02 | smtp 1027 | 25 172.16.113.84 135.13.216.191 | 0 -
42 07/03/1998 | 08:01:50 | 00:00:29 | ftp 1106 | 21 172.16.112.49 | 97.218.177.69 | 0-
43 07/03/1998 | 08:01:51 | 00:00:01 | http 1107 | 80 172.16.116.44 167.8.29.15 0-
44 07/03/1998 | 08:01:51 | 00:00:01 | http 1104 | 80 172.16.116.44 167.8.29.15 0-
53 07/03/1998 | 08:01:52 | 00:00:01 | hup 1297 | 80 172.16.116.44 167.8.29.15 0-
73 07/03/1998 | 08:01:52 | 00:00:02 | fip-data | 20 1685 | 197.218.177.69 | 172.16.112.149 | 0-
76 07/03/1998 | 08:01:53 | 00:00:01 | snmp/u 161 1523 | 192.168.1.1 194.27.25121 | O-
8383 | 07/03/1998 | 11:12:16 | 00:00:26 | telnet 20504 | 23 197.218.177.69 | 172.16.113.50 | 1 Loadmodule
9966 | 07/03/1998 | 11:46:39 | 00:00:01 | tcpmux 1234 |1 205.160.208.190 | 172.16.113.50 | 1 Portsweep
10096 | 07/03/1998 | 11:49:39 | 00:00:01 | 2 1234 |2 205.160.208.190 | 172.16.113.50 | 1 Portsweep
100 I B RS B TAE.
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3.2 MIT’1999 M4 B A0 RS R I X e ik . 7 1999 4F, Windows

1998 WP BUR T HBSTFHIEE, RIS 2A MR
HBUiAR ., MIT LL7E 1998 £ TAEMEREZ |, Rt S5 T
SIEENREEN, BT 1999 E RN TERIBIEE, 1999 &£
BT YEFN 1998 E M THE+ 484 . B th A — L8 L BB M3
M. ST LECLHANET 1998 ERW T, FERENE

| pc | [vorksTATSION |

| pc | [ worEsTaTSION | cisco " ::I'“ SERVER
VICTIM HOSTS ___ROUTER

NT Linux

OlE |

Sun0S Solaris

INSIDE
SNIFFER
DATA

NT RSB ARG 28 Sl 4 erdE
WSk L., & EE S ER & A 6% #FH Windows NT
FHL.B EFE@# IDS, Bt Windows NT WEHLBEHRRIT
1999 £ XM FTEH—TF5 .

INSIDE OUTSIDE INTERNET
...... GENERATOR GENERATOR cer  eee SEWEBE cse  ene
[pc’] [vonxstatston ]| (Hobbes) (Calvin) eop)
(lazes

OUTSIDE
SNIFFER
DATA

4 MIT’1999 M5 g R ER

T AUDIT FILE SYSTEM BSM AUDIT
DATA DUMP & SCAN DATA
3.2.2 #EA¥E

5 1998 EAH I, 1999 F T i R Fh KT R PR
AR, B R ER S NEGEE AN FE .

B%, BT Windows NT ¥R 528 IER SR MA,
MIT LL X —F B FHHIMAT 4% Windows NT SE &
oo, WK% 1998 E M IFIIES R, 4 K42 vE R 8

AW R GEXT T B2t R B B B9 B0 R ISR AR AR
%, R 1999 F I WA, MIT LL 30 73X KBk
BRI, 5 1998 £ BT R R MR AR BT A el 3R 5t
HERFHIER Y 2V FRES T B, P —8aBeE
REFRBEET I, IETUERA S KARKR R
SEx T RAE T HRNAE S .



http://www.cqvip.com

3.2.3 SRR

B R R EEA LA 1998 SEAHILIRIFATE, HE
ERNMERI Windows NT FEHWZEEZNT—&HTIC
FAMFERE TV, WA 4 FrR,

.24 #RH5 A%

1999 FRFR RE T — P HBRKNREESHREDN
4k, 1998 SR M PTRLEEE TCP &4, (H &R A TCP
SEERSFRET B HROEMRMRRBLREIEH.
i, F— B EHAT AR AR ES S TCP&EF. R4 A
XX AP E AN & T W, (BRI A TR
HAEHERLS AL BRHERSESEFELER UL EH
T-REHREHEERMA T TEREENAMNER. Fa
RER 1998 FWF ARG, R G A 28R L E 5 B BT
WEER(HX 5EBRER AR . Hik, 7 1999 FERiFl b, S
HnPER 4 IDS ] RUYE R I 45 5 R 4 1B A N O BRHADE B, e dn
Yo 2 PR fh— 640 55, 3X e 1] DUV BRSNS i
.

A—FE, FESMTHOAGRI AL A HHNERE
HMHRBERLERWEE, A — A SR BTH R
G TRHZ BRI RNOERLERTHRMEG S 55, £
BERSHMER. X FLARERAREN RZRLET S, R
KA TCP &iAEME AT I AR , 37 Sh Rl | 45 th il
2R, &P RENRME, Hik#E MIT’99 Hk kA
FRMZERNOEEERSIOEARE., Ry HEE
H— RN EERTIRE . A HEXHNER, LR,
Yo HiR KR E  SRATRISE . RAXENSITRES
O THEEMTHEE. SN TEHERFREELES
=GR R, RA TCP &8 1E N TR E Al BE K44
W e,

3.3 MIT’2000

MIT’ 2000 ) TAEE LRI HF REE B ALK i
£ 1998 40 1999 &) TAEFRRKKARF. 2000 F1
TFIRIE A A SR o S AT W, MR TR e — 2%
i DDoS 7B iR %t 8 . 48 RE 1 , WA 5 38 4 AR th AR 48
BN NEFNBIEE BN REISRT 4 /M ER KNS
B, XA BT MIT LL 3ER B AR L. 1998 4E/0
1999 £ PRI H BB R AR B HLH], O LA E—FT
FEMI 5 2000 4F B 3R X 7 28, W LA B — R IR B
W FERRER DR R ARENRESERMNES
B, th Bk 2 S S HE BRI HH 25/ Fh i 5 T SR BE 0 R 0 = 1L 4
o 3 WA R R R 4 5 T 5 — Fh 8 R IR, ST
BB M AL E T LIS TFRA NS . MRERHEE2EH
IR 2 G5 B9 I0R 3R 23X B RR B R AR R b AN AT 2

A TR R dh Wi, Bt Tkt
R REERTNER, §— 1M EEBEETPHEsT TR
1. 528K DDoS B, BiFRE . A TEBERF . ES
DDoS &M%, XN EH R, ERFEM A
2R RS G E TR TS S SR, BRI B
HERLFEE—£3) DDoS B,

MIT LL £ 2000 4E /4 T7E 3+ B A ¥ 40 A S SO fnig
THATN R FFUBSHATRNESREER. BREE
1998--1999-—2000 4E B ZTH2E 3 447 » 2000 4EHHE £ 95X
AL R R ESRA RN, IFETENRAMRES B
BHRAGRN RSN T/, 5 m 5k A E 4 5K

« 6 o

000 http://www.cqvip.com|

FE, AT fE AR R AR,

3.4 MIT’2000 ISAY T4

2000 4ELUJR » MIT LL BBFST TAE A JF 5% 0 BURF &R
TR, RRABEAITUEES WA BB XE AR
ERFRMATH THE, RN kU B R — T
b B R, B R BB A HITHASRE, 2000 FL/E,
MIT LL # T4E & s & LARIAT (Lincoln Adaptable Real-
time Intrusion Assurance Testbed), LARIAT BT ARK
WIFR % PR M % , 3 R 4h R A FF. LARIAT BT S
SR BEFT 1998 AT 1999 LB AY testbed, MIT LL Xt H i
TTYVR.ENTHTRESLZK MR GUI i Lsk i, 4
185CAT Y IDS PEHI AT LUAR % 58 A B e & T1E.

3.5 /hg

TRRIXT FEAR KRB 5 T 10 A F B #Es R, 5
Wd DARPA SRR 4F — BE 6915 35 10 91 43 8 A4 37 300 2
REMEERRBELEBN—IHEH. FHERENFTEETAR
Bl R #TESNITRHEARRUEAZBHBE. BiE
EIEAFROHRE—-MEH OB TR, HF M=
R X FR R ERA AL Bl o KRR B R EMiLK, X
LRSS LENNE. B BEERANNAATAR
RSP, 72 R0 00 B 57 U A ot o i AOAR Z5 B . dn
EITHTF AR BB IZ 98 K BiEE KDD’1999(Knowledge
Discovery in Databases), KDD’ 1999 ¥(iE4& K 1E T 1998 4
B MIT LL B384, A4 MBI ENFERT T EIIH
e ka3 EHik, EEHAM FARRME ARG KR
KRIRAFRERNEN.

MIT WEEETFRPR THERE T E0IA . RSB
FEHEER A MIT LL B¥CE £ 6 LR K EE-, B
B —AHE,MIT LL NBHEE NI ERE, BRENEER
BEENEC LB HNBEIH, —F i, MIT LL 3£/ M %
R AR P 10M LUK, % F H 51 0 WI4E & J8 032 fk by
FEA, 100M LK RIS MBI E A B S BRI N AT
., B, JEEPNEEHE AT BEERBBEET,
LEEM BN B A, FR, MIT LL ERIEETR
o R — S A R, 2 iR A R ST IR R F E S
BRI T — TR B AR TR IR 5T P K S R ) R
47 MIT LL BFR AR AT PRI BEEEME® B
g, '

4 BIRSKIERRE X E M5 i

BOREEREEUTILD LB  FRRE N AR
WU BGRFRBH TSR 4%. B— DR ELEKLHEN
At B3 B 4% M AE X 1 B EAGR , B4R A
LN e i S

4.1 ¥RARERFR

Hit RSN S0 EH R MERARNERRA
el HEHTHRANEEAR, FiRENESERR.
X T EE LT PHATN , i B3E S N Bk EE R
SRGRRPIIER % . AR RHF AR B4 BRWE ST/ 1T
HEERNABRFE AT AN T RGNEME. Hit, /KN
HATHEMAYRKEERPEEN . FERBUEE/K
B 4% F1 P P AT S S AE B 7 S R, [R] e B AR T 4T B B0 E T 8
MIT LL S RKEBRERTERLKEERLR ML R,
B HEREZR, MR ARRUNALENEITAEERY


http://www.cqvip.com

000 http://www.cqvip.com|

RIS, anf & aet R0 F MU AL RBP4 BT MIT’99 iR WEB BB AT KRS WEB #i
MRS, REAREARR AT RS T, BRI SEMGIHE  BOFMEEEMS WEB RESHTixstt. ME S el
B, EREERARERME, MIT LLFTRAKAPAT Y BEWMKPURBRE, EERPE 10 E 100 2H, XL£LHT
BRI AT L E BT AR = RIEME, MR IEMEL  MIT LL e8RS R T RS, RN A R B T
BRF-ABEENZASNOMAMINE. U WEBRER  KHEBKGIHRE. 7 2 /T 10 8, B 5(a) P Rl R 1E
BRI MIT LL R f K WEB REBEB A EFENARR WK IR 10<<o<<100 X [&] P %45 5 8 43 19 3 B A B

e B, XTHTE B 5Cb) P R BUSAR 5 BT RS,
(WAPEERE. ERNEBRHTEERE (UUEREH  RAZRAKT B R EH.

AR VIR URL ik 86, 84 X R E R P 847 5 4E 540, MIT B A X LGS Rt AT B AE A AL, X R

HITX S AR RE RGN T . B 5(c) BRERATHE A M4 AL

OWEEL., ERBEMLBR P FFAEAPRLER -  WEBREBMRESHT. XFHE 5(b)# (o) ATLAF i MHLR
R®FI&R, I AR SRR IF I, SN PHER BRE TERMENRE, AR EMIFRBV S BER
AR 1~15 ZIRIFEHLAER . . BERS SERRBVSBRME. —HH, XMRER

RESEIHMEFRMFPTARIRSH. XTE AENEERASGRER; 5 —7 . BRESS 6 wEX LR
FTREJEMAPTRAFINFERURRE, SERRRE  ERRTUEZKN., BAXREREH, BTHEEIN
BONTRBOTRE 2 ROME. £H3 MIT LL BERE R DS WRBE X RERE K0 22 6 3 OB X3 5 3 E 89 R
WRM BT AR G, RITHRE T —RETH, EASR RRBEARRMESETRE, BT R LR
RENRBEAT R, R T RERNWBERTUERSE B,

HWERHPTANERRE FRARFNY B, As 4

100000 10000 1B000

10000

000

' 10 1100 10000 ' "0 100 100 10000 ' 10 100 1200 19000

FEEAHR SEROHR T SERasE
(a) ®) ©

B 5 (aYMIT’99 BiE4&E WEB FiR T, (b ATHEIESE WEB BT, (O LERM 4K WEB i & 447

4.2 WEH R FHRE. KM WEHRBELANRAENBH IR, RE

BEF RGO EBERGHEAEMBGE SRR, hE RENIGHERE, RO R IR.O R MES , XRE
MASARRAFRREN R AR, EETERLRE  RETHELFNBGEE A RS EFEE. REKREFH
BEARFEFTIRIRRIS iR, HETHBRA S ERANSEEF M TARKBGEXREERRR—HK. gkl a3 T3
#, EARE F NG AR, BEE AT ERS BARIER XL, BRFER W A5 KRR DDoS; fi#
Wi AL, B B LR AW T AHBE BB AEKT FFEREERITAXMBE R, M EEERROE
EHaEEkEK. HilFRXSAR SANSAHK AR B, Bk, BHRIFAMERRARRRR, MIT KEE
HEVHREARBI R SR K CVERI R Bugtrad™? 3% LRITPHBAZERIXTHIEER.
PRUEFRRE LUK (4 W TR A 0 2 26 Him, HA R 2R AR FHH—MEBERNFER, BE R ERNER, K
BB FHESEEGER, BT RENSETELHR BHARRErE SRR —ERR B . ELERPR
BEBEEEMERE. MIT LLRAT ATEXNIEE 285888 0EHE S FBREVREZML, THRRBIA
L UBGEENAEHTH R, BRITAAATURM -2 5774, XR— AR ELFIBRIEE, Hinsfi X4k
WBE KR, ANBCGEE M AE MR ENAERNEE REud, hEERBS RS RARN—HKBE, &AW
W53, X # CVE FINE— AT LB B "0 XEHE SR, AREEEGIER K, EHRITAK, T 285K

KE—MERBITTP. BB B B 24 FF R, B AR U TR B B AR A TR,
RIS E,MIT?98 fl MIT?99 BB EBMETMHRE 37 MIT? 2000 B 24 Bk,

ERIW T, XEREH PR RERREREKIA T , L& 4.3 WHRS

BRRHBEAN RS, UEEAERS EFMARGDE AR 5 B X B Tk R B0A A BRIN L

MIT LL ¥4 8 KK RBETZE . HHE, ETUAKRBLXXERGFEEHRBARKRAIEE.

BHGFEOHHER AR BRI AR AGHREATL REARKRBRFELEL S PERQN K ET RS, 4 Hih
KBGO LU ARG SR BABRELR 2EREERNEGER. SAXMuMEX DS 4 h E L
RFERER., —MABESNRAEE EAARRUASL  OREMTRETREXR. eTE8¥RAL2 T RMAT,
MBIRE EXRBERUENAERRARRNAEREN. XLRWATALHRERLERNER, BFEHTHASS
RBBIEROEE L REEBEATHBRIERERENEE WSS AMERERBRNER. HEBRRBEH DS

.70


http://www.cqvip.com

LR MR E TR, XN RESBRBE R . B,
FEBAT ARG TP R B, I % B RS RBR AT L, A ok
SEHERIR I T B AR A T 7R 0 64 40 AN R R 0 B AR e » T
RHA AR, B, R BIR R X S R G
MiE, BEHETE ALEREH K, XAHEIRA. MIT’
I BUEER ZA M T ETARARBERETY S K H EMSIT
REMA, BR YR AE REA AR SR AR TR
FRBEOTH P ER. MIT 99 BRENFREETH
KRBT H A RM R — s RS M EEE D, RATA
JyR A XML ol AA AR T REEEWAIE
HITPM G R, B SR R A T R EE R LR A& —
A hEE.

I HEATERE B B 1 SRS M — AN R SRR, B
Bt ARE A LR v TR I 4, [R) AR P U R SR A
FHERBEEM—BE 25, I Honeypot™ fl DEFCON
ALRMBEZE D RABIRE X HARE LA REFHBT
FME, 7T AR T RET MBS AP HRA RN
WEEEFEA, B ERALLBEH RS, 848 MIT B3R
I AR T X AN R (B R B T 37 B BB 7R AT
FREHWURHBHERSE  EEELR P RITRHR, BE
HRMBHSBHSREFEATHRM KRR, XBHAK
HARCHR T RAEEAMF R . B, EHFHBEERE
R BUIE R 4 1P VPR EE ST M M E B ARIE

BS5H—SHIE SHAMMEARR, DS 8N
HME—E AR, PRSI RNTTEE. IDSBAR
ERFEETHMEIRE DT EREA, BIFNS LR
PR R T BB L SE B TAESR R . IR IFRIATHRA
UL R — S PRI HAR A AT G i B RAE T B3k &
KEVFREIE K.

E BT IDS IFRBFS AT LS A EARF M T AL FPIRIR. ¥
ARFH DS PR EEH X FRE RGN A YRR, FE
FRMAGHEREE TN, IR M RIRN. Tk #69 IDS
TFREE R DS & BT AR ZI R EES Atk %
PRSI ARBREIER . RATMEBE R L™ PRI
BUEFFBURN . BRT 22ARF 25k, Neohapsis 22 Al H T %
27 Fh PP IARHE B A THAL » 3748 i ARE B9 TF i B 2 RIAR o
BRAT T &, 20 B AT UM 85 IR %5 R R SCRF R ARG F1
1, T AR ASRAE A B AW o N B A F B, AR T
BARKIERE.

PIEACY L, BR#MBA 2 EmABHT MIT LL 048
EHRENEL. AXHENRT IDSFHFWBR, FELMT
T MIT LL %R S FRIRT 7T 148, 2 68 0 B 9 R Bt
REBHEA—HEHENEGSFER . BEETFUFTNFTARK
WHEARERA R EABREROE L. MIT B THERE TH
KEMKERNT, BB EEHRA MIT LL BREEN
LRWEKE. BRS—HE, MIT BEEEMEFIEZR,
FEEW M AL LA EESSER T . SUPRIET
BOHE SE TFI P i LA R BRI R A A RS R i T o PR T RE
HALE 5o S0 B R — P B T AR R AN SCREAEYS .

2 % x &

1 Floyd S,Paxson V. Difficulties in simulating the Internet. IEEE/
ACM Transactions on Networking,2001,9(4) :392~403

2 Spyros A, Kostas G A, Evangelos P M. Generating Realistic
Workloads for Network Intrusion Detection System. In: Proc. of
the 4th International Workshop on Software and Performance
(WOSP), 2004

3 Nicholas P,Mandy C,Ronald A O,et al. A Software Platform for
Testing Intrusion Detection Systems. IEEE Software, 1997, 14
(5):43~51

080

WO~

10

11

12
13
14

15

16

17

18

19

20

21
22

23

24

25

26

27

28

29

30

31

32

33
34

000 http://www.cqvip.com|

Debar H, Dacier M, Wespi A, et al. An Experimentation Work-
bench for Intrusion Detection Systems: [ Tech-Report]. RZ1998.
IBM Zurich Research Lab, 1998

Lippmann R P, Fried D J,Graf I, et al. Evaluating Intrusion Detec-
tion Systems: The 1998 DARPA Off-Line Intrusion Detection E-
valuation. In:Proc. of the 2000 DARPA Information Survivability
Conference and Exposition (DISCEX), Los Alamitos, CA, 2000,
2:12~26

http: //packetstorm. widexs. nl/UNIX/IDS/nidsbench/

http: //osec. neohapsis. com/about. html

http: //www. nss. co. uk/default. htm

McHugh J. Testing intrusion detection systems: A critique of the
1998 and 1999DARPA intrusion detection system evaluations as
performed by Lincoln Laboratory. ACM Transactions on Infor-
mation and System Security, 2000,3(4):262~294

Kristopher K. A Database of Computer Attacks for the Evalua-
tion of Intrusion Detection System; [ Master thesis]. Massachu-
setts Institute of Technology, 1999

Kumar J D. Attack Development for Intrusion Detection Evalua-
tion: [ Master thesis]. Massachusetts Institute of Technology,
1999

John A S. The Relative Operating Characteristic in Psychology.
Sceince, 1973,182:990~1000

James P E. Siganal detection theory and ROC-analysis. Academic
Press, 1975

Martin A,Doddington G,Kamm T,et al. The DET Curve in As-
sessment of Detection Task Performance. In: Proc. of Eu-
roSpeech,1998,4. 1895~1898

Lippmann R P,David M S. Coronary Artery Bypass Risk Predic-
tion Using Neural Networkds. Annals of Thoracic Surgery, 1997,
63:1635~1643

Joshua W H, Lippmann R P,David | F,et al. 1999 DARPA Intru-
sion Detection Systemn Evaluation: Design and Procedures:[ Tech-
Report]. TR1062. MIT Lincoln Laoratory, 2000

Lippmann R P, Haines J] W, Fried D J,et al. The 1999 DARPA
Offline Intrusion Detection Evaluation, Computer Networks,
2000,34(2):579~595

Haines J A, Rossey L M, Lippmann R P, et al. Extending the
DARPA Off-Line Intrusion Detection Evaluations. In: Darpa In-
formation Survivability Conference and Exposition (DISCEX)II,
2001,1,77~88

Nicholas A,Randal A, John L,et al. Intrusion Detection Testing
and Benchmarking Methodologies. In: Proc. of the 1st IEEE In-
ternational Workshop on Information Assurance (IWIA’03),
Washington DC, USA,2003. 63~73

Cole R A, Mariani J, Uszkoreit H, et al. Survey of the State of the
Art in Human Language Technology. Center for Spoken Lan-
guage Understanding CSLU, Carnegie Mellon University, Pitts-
burgh, PA, 1995

http, //kdd. ics. ucl. edu/databases/kddcup99/kddcup99. html
Ning P,Cui Y. An intrusion alert correlator based on prerequi-
sites of intrusions: [ Tech-Report]. TR2002-01. Department of
Computer Science, North Carolina State University, 2002
Matthew V M, Philip K C. Learning nonstationary models of normal
network traffic for detecting novel attacks. In: Proc. of the eighth
ACM SIGKDD international conference on Knowledge discovery and
data mining. Edmonton, Alberta, Canada,2002. 23~26

Sekar R, Gupta A, Frullo J, et al. Specification Based Anomaly
Detection: A New Approach for Detecting Network Intrusions.
In:Proc. of the 9th ACM conference on Computer and communi-
cations security, Washington DC, USA,2002. 265~274

Lee W, Stolfo S. A Framework for Constructing Features and
Models for Intrusion Detection Systems. ACM Transactions on
Information and System Security,2000,3(4):227~261

Ke W, Salvatore ] S. Anomalous Payload-based Network Intru-
sion Detection. In: Proc. of the 7th International Symposium on
Recent Advanced in Intrusion Detection (RAID),2004. 201~222
BN, ZRTEN CHERLXNNBEARRNE L. HHELH
2,2005,32(1):86~91

Kamath P,Lan K, Heidemann J, et al. Generation of High Band-
width Network Traffic Traces. In:Proc. of the 10th IEEE Inter-
national Symposium on Modeling, Analysis, and Simulation of
Computer and Telecommunications Systems, 2002. 401~412

Lan K, Heidemann J. A Tool for RApid Model Parameterization
and its Applications. In;Proc. of the ACM SIGCOMM Workshop
on Models, Methods and Tools for Reproducible Network Re-
search, Karlsruhe, Germany, 2003. 76~86

The Experts Consensus: The Twenty Most Critical Internet Se-
curity Vulnerabilities. SANS Institute: [ Version 5. 0], 2004, ht-
tp://www. sans. org/top20/

Mell P,Grance T. ICAT Metabase CVE Vulnerability Search En-
gine. National Institute of Standards and Technology, 2002. ht-
tp://icat. nist. gov/

Security Focus Bugtrag Vulnerability Database. http://security-
focus. com

Spitzner L. Honeypots: Tracking Hackers. Addison-Wesley, 2003
Cowan C, Arnold S, Beattie S M, et al. Defcon Capture the Flag:
Defending Vulnerable Code from Intense Attack. DARPA Infor-
mation Survivability Conference and Expo (DISCEX III), Wash-
ington DC, 2003



http://www.cqvip.com

