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Research on File Integrity Check in Intrusion Detection System
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Abstract

File Integrity Check is not only an important intrusion detection methods, but also play an important role

in helping detecting when using other methods. This paper introduces a method of designing File Integrity Check Sys-

tem, which will strengthen the intrusion detection system.
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# known database

known = /root/databases/usr—_known. cdb

# current database

current=/root /databases/usr—current. cdb

# Here are all the things we can check - these are the default rules
# p:permissions

i, inode no.

#n. number of links
Hu. user

Heg. group

s, size

Hm, mtime

Ha, atime

e, ctime

#l. links

#md5; md5 checksum

#shal. shal checksum

U#S. check for growing size

#R: p+it+n+tutg+s+m+c+mds

#*L. p+i+n+tu+tg

HE. Empty group

H>, Growing logfile p+u+g+i+n+S

=

# You can also create custom rules from above definitions- some-
thing goes

# like this:

#MyRule: p+i+n+utg+s+b+m+c+mdS+shal
i

# Next decide what directories or files you want to put into the
database

i

/etc p+i+u+g Hcheck only permissions, inode, user and group for
/etc.

/bin MyRule # apply the customed rule to the files in /bin

/sbin MyRule # apply the same custom rule to the files in /sbin
/var MyRule

t/var/log/. * # ignore spool dirs because they change too often
t/var/adm/utmp $ # ignore the log dir because it changes too often
t/var/spool/. * # ignore the file /var/adm/utmp
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