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Abstract

The emergence of automated and complex attacks imposes great threat on the network. The automated

intrusion response system is able to take timely countermeasures to stop the attacks and decrease the loss of systems.

This paper analyzes the several requirements of an ideal automated intrusion response system, introduces the general

architecture of automated intrusion response systems, summarizes the possible countermeasures that make the basis

of the research, and focuses on the introduction of three important techniques, including cost-sensitive model, plan

recognition, and the self-adaptive technique. The combination of these techniques helps to construct a reasonable,

timely, and self-adaptive automated intrusion response system. In the end of this paper, we make a brief introduction

of the cooperation techniques that is used in large scale networks.
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