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Abstract

Revoking operation is a very important component of access control. The lack of effective revoking

operation impinges on supporting dynamic security policies in secure operation system. Analyzing authorization
system,this paper presents a revoke policy which supports cascade and noncascade revocation- The policy adopts Hash
authorization list and critical-based callback function to implement revocation of point to point and point to plane. Qur
experiments in security kernel show the mechanism is feasible , which provides the basis of further researching dynamic

security policies in secure operation system.
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typedef struct Auth—Node
{
sec—id g—subject—id;
perm—t g—perm;
sec_id g—object;
sec—id grantor;
sec—id owner;
time—t g—time;
int gnum;
}Auth—Node_—t

suruct Auth_List_Node

{
Auth_Node_t* Au_node;
struct Auth_List_Node ® next;
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Sys—revoke(auth—node—t* an,
(int* )callback () , revoke_opt---)

{

callback O ; / Wi T THE

base revoke () ; / IX¥# B —R IS4

if(revoke_opt==RECURSIVE_OPT) / & B4

{ while(an—>>next! =NULL){ /&[5 25k
cascade—revoke(); /4N IFELRAN

an=an— >>next;
}
else // 75 MR 0L 414
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{ takeover_node() // &5 2

while(an->next! =NULL){ /& 7 2t &
cascade—_revoke () ; /#0452 8E4AN

an=an-_>next;
'
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