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Abstract We simulated two Windows security mechanisms, adress space layout randomization (ASLR) and user ac-
count control (UAC) Virtualization, based on open source software Wine, The two mechanisms make the Wine’s envi-
ronment closer to the real operating system and safer. Based on the two security mechanisms, we further presented a
relatively real sandbox system, which employs the wineserver mechanism and utilizes the .wine directory of Wine as the
running environment for samples to detect the dynamic behavior. The experimental results show that the proposed sand-
box system presents the basic characteristics of ASLR and UAC Virtualization. Compared with other sandboxes, our
proposed sandbox system can not only effectively detect behaviors of unknown samples, but also has features like low

resource utilization, good isolation and fast status rollback, which make it meet the requirements of batch deployment

4k 3 100029)2

and operation.
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2 Wine KRS

Wine /& Windows i 345 Linux N # 2 [8] ) 1E fic
2R —A wineserver R4 HE R T — 4 sh A EE B R 4B
AU, Wine iy F P R S mHK BT XD1, tgh A g8 R
x11drv #1 X11 fR& HE BB, X#E, X FH/AB17H Win-
dows R T REHEEDFA 3 MR 5 Z MK M A
HARA L Wine server R X11 IR #HE .

Wine (MBI AFIB S B+ 8 2. Lk b, Win-
dowsh Fi3F3E 1 Linux i) Shell 328 30, T 28 11k — 525
F“wine I FHFEIT 2”14, B shell J§ 3 Wine F)Z AT H
wine-preloader, F-Fi wine [A] 3335 A 35 sh B4R B R .
A B EK KA H wine, wine-preloader, 4 5 7 YK 7] £
wine 32 11 A BEE . TEEE A 112, wine-preloader, wine
K BB e F — 2R g Bl

B 14T Wine FIRREH

82 SUlN=Y

| Windows EXE I
| Windows DLL | | Windows DLL '
| opmapiL | [ users2DLL | wineserver

Subsystem Posix, 0S/2

| Kemel32 DLL (Win32 Subsystem) |

NT-like
NTDLL I Kernel
Wine executable |
Wine drivers
other libs

|
|
|
| libe | | 1ibX11 | |
| Unix device drivers

Unix kernel (Linux, BSD, Solaris,0S/X) l

B 1 Wine B REH

JITAT Xof sh A% B2 PR 4 R P X I FR R AR B 1 | R SCrp
HAT. HTE wineserver PRI IR 58 BT Wine [8] 3242
PR oAb IR 5Bt o7 FH 2 72 28t Wine B 32 45 0 45 Fh sh A5 5%
BEREZ R TV . 7€ Wine i Py EB, 84N M FH 3 72 % 7T 3
1t socket #1 pipe 5 wineserver FFFRHFATEAR , AEEZ RS F
REEH SR, WA 2 h 55— sh A EEHE x11dry 5t 51
) socket 55 X11 45 #EREEAE , 10 H &% B RAEE R H#
WA RAR B3 A . Wineserver #EFE A EE/E TS 12
Ht Windows 72 8] 138 {5 5 R F B . Windows 2 52872
HOEER EM R RS %, B7E Linux W Z AR T T
Linux 5 Windows P4 8] ) 22 5 , {15 5 FI 2 77 7T LA F) H
BATE Wine b, X11 R4 2 £ 2 67 3¢ BB 1 R DA S
& RAR A S,

3 ASLR #l#I 895 4 B AR

3.1 ASLR #l# % E45E

Hu bk 23 ) A5 JR BEALAL CASLR) J2— R Xt 28 1 X 3 H4 1)
BRI EOR , HOE 1 0 o BRSPS R M X A R ) B
PLAL R34 0 ety 35 T B i ik B X BE , LABS (R Boh % B
SERL T AR i A A B BH AR 82 v X i ) B

BRI ASLR AL AT LAFE Rt R I % b IX 345 HE Tt 9
., 414 Linux, FreeBSD, Windows 2 £ I ERGH R T

T30 ASLR HLHIHEAT & BRER , B T 1 B B 25
Kernel32. dll F1 MSVCR120. dll ) it % #ib 4t . LoadLibrary()
F1 systemO BN BREHI A O ik DL K R P72 2 B 19 bR 3
funcOB A O k. 757 #E Visual Studio 1 FFJ§ ASLR #l,
il AT LB I B 8 PR BB M >~ #E R AR > R 2Ok R B
PLALEE L I B ORI,

ZA3CAE Visual Studio 2013 355, f# fj Win32 iy 4474
ORI R BRET . HEREFARIFS ASLR T gAY
1£ Windows 7 T 1247, 8 RECATE W% 45 R A 2 Fiow

Hernel32 loaded at 753BAPAR
Address of LoadLibrary is 753C48FB
IMSUCR126.d11 loaded at 78548888
Address of system func is 785CB8C2
fiddress of func is BB481808

iKernel32 loaded at 75078088
Address of LoadLibrary iz 75D848FB
MSUCR128.d11 loaded at 724000008
Address of system func is 725288C2
Address of func is DB401060

B2 RITE ASLR B EBFTRCR

FHANBRF S T ASLR HigE, W7E Windows 7 T &
17, B8 REeRJE M B &5 R A 3 iR

Kernel3d2 loaded at 753BROOA
Address of LoadLibrary is 753C48FB
IMSUCR120.d11 loaded at 70546000
Nddress of system func is 705CO8C2
Nddress of func is AAAF1ABA

[Kerne132 loaded at 75D70000
ddress  of LoadLibrary is 75DB848FB
IMSUCR1208.d11 loaded at 763BABOA
Nddress of system func is 784368C2
Nddress of func is AATF1600
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HEREF BT8R T, RA A ASLR %424l
il funcO BREL A B sl 74 & R A5 k. 1B Kernel32. dll
1 MSVCR120. dIl X ¥4 3h 2565 £ P R BRIATT )5 ASLR %
531K TR 01 o S e S
3.2 ASLR HLHIBRES T

A3 LoadLibrary iR$IF 4% ASLR %4 HL #1747 45
Br s BRER dIL iRt 200, 24k e B H I AR b 11
Fik., A3 f# A Windbg Fil IDA pro 3 X LoadLibrary
PRI T ER B, 75 2 19 8 F P 514K K A : LoadLibrary, Load-
Library Ex, LdrLoad DIl, LdrpLoadDIl, LdrpFindOrMapDIll,
NtCreate Section, MmCreateSection, MiRelLocateImageAg ain
LA X MiSelectImageBase, /518 ) MiSelect ImageBase i
R SLBE ASLR & A HL i i 5 5 bR 8, 3R ME R GEAET IR LA
WiE T —MBEVIAE & GEAE ImageBias) , H-# FIIZ S 2 76 B 1)
HuhikZS 18] (5 4 ImageBias * 64kB R/ XBE, 2R H
BT, BB TE TR A% 174 DX S8R v i FRABE R I BB ¥ 78 b ik IR
TR ST I i 23 PR 2 1], DAt e e sk 1) i s ik
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.text:0047FC89

-text:00847FC8Y rdtsc
.text:0047FC8B push 1]
.text:0047FC8D shrd eax, edx, 4
Jtext:0047FCo1 push OFEh
.text:0047FC96 shr edx, 4
-text:0847FC99 push edx
-text:B847FCIA push eax
.text:0047FCIB call __aullrem

; HiSelectImageBase(x,x)+59Tj

B4 ASLR ML R4S

ImageBias fJ{H B rdtsc 8425 , %84 W1 ER AL
FRER A B R AR BT AR B M BT N B edx: eax AR,
A TRI AR ZE T AL & 7E 64 132 MSR H1, MSR B9 32 i
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P b3 1 B R BR A T HAR MSR, I B A B K MSR ik
EH 0, ImageBias {EL[ B ML L BB S0 R0T 09 A i 2
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3.3 ASLR #l#I7E Wine fi 45

1€ Windows [¥) 4G FE bk 2= [8] v, X F R R P i 5
UK 2G HbhkS2 7T A, 7€ Windows NT Hhal4 19 2G shhk
FHERAE 2R 48 0 P9 B 3 (AR 0x80000000 FF 4D, Ti 4 Win-
dows 9x W, BF5E FAVEEAY 1G kb2 8] (AR 0xc0000000 FF
DB, 2G 3 3G MytthhkZs 8] B — NI E X, % X
bk SRR R 4t DLL IS SC4:, sk, Windows NT Fl
Windows 9x FMIK 2G HbotikZs 18] #5271 LLgk i R A2 7 R ) .
Windows Fl Wine bk 25 18] 75 R g oL an 2 1 Brsil.

# 1 Windows 1 Wine (4 1l %= 8] 75 J& 5 1L

Address Windows 9x Windows NT Wine
00000000-7 fff{fff User User User
80000000~ bffffff Shared User User
c0000000-ff{ffff Kernel Kernel Kernel

E 1) Windows #4E RGE LR YE PE Z5#4 (A ARk
IR B F ASLR HLi . 7 PE 4544 Optionnal Header
HimB L 70 178 )X R EUE 2 0x0040, W AR R A8 He e i
BT ER E L. ASCHRE T —A python AL 7k
X BRI ) Windows B FAFE P #EATR I, — B R iR FE 7
H1 i) OPTIONAL_HEADER. DllCharacteristics ¥5 7 L) 40
2R, B E — AN % AE & ASLR, #ulik BEALIL 3/ R 78
B EZIFRER G A ST, X 5 ELHRERZWIT N E
A—F,

FTF Wine JLASEH ASLR HLHI ARSI
begin

FA4iE 1 python JHIZAK IUAEAHE EAR AL
if FRAEAILL 0x0040 45 then
BB H IR B i
A R B
if wine B2¥IAILIFE R SFD dll B B REABBEESCEE then
TERE N — B nedll ZFTSEAT 5 1R — E Huhk 23 15
end if
if FELRFEHIERALTR 53 BKE 43 BC & 1> PEB Fl TEB then
58 & 5 — i Mokl s 1B

end if
if TERTEWIEALER S B4y BE process_heap then
SEAT i 15— Mk 2 A I I 0x400000 i &
end if
else
2 ASLR SEILERAY IR A AT
end if
end
Jo WX ASLR HL BB UIE O, A XCRE T — A
PR S IR T, AR T T LAR R B AR Y B & Ker-
nel32. dll PL & ntdll. dll gy hn#sbak, A %R, 7£ Wine
PR ASLR HL Z BTSSR I B AL F BL AN 5 Fs .

kernelaz.all e ht A TrsI 0000, ntdl 111 Ak c7hel 0000 main g Bk 401070
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B 5 JRih Wine H BHNZR sk

#& Wine HT S8 ASLR ML 2 J5 B S in 2 4k 1%
LA 6 B

liernel 300d11 )6 Rk % TEES000, A1 ] LAl DL 3 £ 7STA0000, main S 4 37461070
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6 SCHEL ASLR 5 Wine HERHIN 2 bk

MR P BB AT 45 R T A0, b R e A B DA R A 32
B ASEEEPEE R IR Wine 5 in #otb ik B € A28, B
Bl ASLR Z 5 Homaitht & £ 1 B384k, R W] ASLR 7£
Wine Hf9REHUR ELBOR IR o
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4.1 UAC Virtualization 1§ & E4F{F

1E R Windows #4E R4t rb, fil 4 XP, NT, 95 %, A
G B Oy 2B N R)T S X SR FHAR TP AT AR AT R IR e
B RGOSR R AR SR , AR AL P B B 1T A
) B o7 A2 3 I FT BB R BUS 17 A 45 1R, e R B R R 78 F M0 A
B A B AZRPRGE S B RBREMRNOIT R, X LE1TH
TERPUEBAGHETSEZAPRMEEHA, B
SR W TP T P R I 38 B BT LE I 4R B R iE AT AR T
HAE—MFRIfFD I

1 T 20 I AR 7 T B X 4R PE AR G v ) S B SO i A T 4
YEEH AP AGEFT e, I Vista FFif , Windows #:4E &
SR T —MARIM T Rk B EZEE, UAC ¥ N HREF
IR A HRAE LA, AT (345 F P BB A% LAARHEF P B IE %
BITEATEEAPPRMN AT . SKHREMEMERD
RERMEIFAE R R B 1, TR — A PR X ik, X 2
XX FIHRERFEEXTHE, 3Z UAC BHILILE R0 i X
B4 1) /Program Files H#MEF H#; 20 F 64 1 R
45 1y /Program Files(x86) H3%;3)/Windows H#FMEF H
.40%5 system32 H F;4)/User/ % AllUsersProfile%s /Pro-
gramData H 3%;5)/Documents and Settings H 3% ;6) HKLM\
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Software FEH R .
4.2 UAC Virtualization #L %l # R 3 5 #7

Windows 7 il 106 F P X SC sk TR M B /e &
JE 1) B FoAth B A2, SR S LA 8 F P B 3 S AT W AR T 1
A, B, RSB BT T N R %R
FiREE C:/Program Files/National Instruments/Settings.
ini 3, 1T UAC R4k 19 TR R, 43 AR 2 B E 1) 2
C:/User/Username/AppData/Local/Virtual Store/Program-
Files/National Instruments/Settings. ini #7, 155 FIFE)F R
K53 M#EEFE HKEY _LOCAL_MACHINE\ Software\ Na-
tional Instruments\ , ZE/E B A ¥4 B € 1] HKEY_CUR-
RENT _USER\ Software\ Classes\ VirtualStore\ MACHINE\
Software\National Instruments 8, HKEY_ USERS\ UserSID _
Classes\ VirtualStore\ Machine\ Software\ National Instruments
BT

B 7 458 7 UAC K 04k 5 I A2 LB 43 (SO i 04k
N R B B,

Y%ProgramFiles% Virtual File Store
>< Ylocalappdata%\Virtualstore\
A K
FileSystem
1
Application l
T
v
Registry ,
>< Virtual Registry Store
HKLM\Software HKCU\Software\Classes\VirtualStore

Bl 7 UAC @#Me R

4.3 UAC Virtualization | # 7£ Wine F #94E$1
AL UAC BHEMLIFEHAEREN T RAMBEETH
SCHFRERME L B HKLM\ Software B4 T i) TR HE U1K
i F7E Windows #2)7 IE3NZ1T Z A , wine t 27— 6304
KTENWR AR BRAE , MBS HEA T € 1) H B B iR, R T 8
6] i) TAERZAEN AP EXR sh Z F AT . A0 Seti il
TERAE A B A 0x400000 2 b FIANTEAL o 252 W < B
R SRR Windows R R T , 58— UAC 355
k. UAC BRI EAE UAC 33538 B4 Ue A FF 1R
A7,
UAC Virtualization HLH| i) SCEER4AE Wine HPALHLT1h
RIS
begin
if .wine BRETHEEEHT then
& DU INE R G H SR AR P H 373, wine
end if
do while HEABTHINELIA
if BIH N 7R 0x400000 BL_E BIARITAL then
BERT A R
break
end if
end while
if S RIERAZRLL C 3k and $5 @B RAFFE then
¥ B2 SRR Linux B2 T HSGE—KR

if 42 LA C://Windows JF3k then
R BRARRR C.// LSRR PR e B HIML B R 2 S5
end if
if 842 C://Program Files J3k then
W BB C:// ISR PR AE e ML B R 2 S5
end if
if AR C://FF 3k HABA AR then
W BRARER C:// LSRR PR EAE B RML B R 2 JB
end if
if ZHRFTHCEAEF then
S M F SO BB R TR
end if
WA HR 5 B A2 ol Windows T 9IE SIFIRE 4 R 12
else
TERA R T EH AT
end if
end
Horp, SOk UL B 424 C:/User/Username/ AppData/Lo-
cal/ VirtualStore/,
UAC Virtualization L B9 M/ 1E Wine LK)
PO
begin
if .wine FEFEEEH then
PUT regedit BREUAL & SCMA LABSINE MR 4B A2
end if
do while HEABTHINELIF T
if BIHNERHLAE7E 0x400000 PA_EAYARITAL then
BE IR AR
break
end if
end while
if Y 4R 4E B 42 LU HKLM\ Software ¥ 3k and #3545 R ETE
then

Kb HKLM\ ISP B e bR e UL R 2 J5

else
LAURA B ARGk ST
end if
end

Heh, @t £ Bk %4y HKEY _CURRENT _USER \
Software\ Classes\ VirtualStore\MACHINE\ ,

A SCE X ATRBEARII IR T T X I g I3 R ], T SR
R FTA X RGBS AR 1 VE AR B T R 16) A L A R 400 3%
BF. Fit, METH Wine B4 B4 UAC BHEILHLEH 0 £
FHE.

5 WHERGELN

AICVFR YNGR python #1 CIBEH RS . LW T 3
BT SHSAT A S PE S50 . 745 B AT
SRS RS LRFAE AR L 7 HEE dump DA SO 355 | 19
AE LB AR A bootstrap HE4R, AN T — 1 5e /Y
UHRGE. TICHN R ER R SEI T k.
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5.1 wineserver HlH B N B R HFITHIERHTHEES I

wineserver J& Wine P& Z 2444, B 7E Linux N
ZHMEBRT Linux A1 Windows P (8] ) 22 57, 45 Wine b
) Windows R FAR 7 R AT BB A HeiZ 47 . & P E 72 10 AR %5
AL AE B 2 T Wine N E8H) wine_server_add_data Fl
get_req_data BRECRLILE . Wine HHE—MRBEEIE A
O I request Z5HK , iZ WA S wineserver TLEE, Y —4 2R
BT L a5 FUA AR B  JUSAE request U AL
BfE B, R )5 M 3t socket EEF L% — K m S INH,
wineserver B AbBRC R ) -4, 4b 2 Y [R] B 75 P2 4k 72 BH 28
S5FF reply ZEHARIZIR .

LEHFhE X AR wineserver & 1E N Windows [
P RALE RS EE A RPO), B HEM RS M. W
T AR 8 B R GREHR ST U4 req_handlers[ ] AT LLF H
wineserver FJ/EF .
static const req_handler
req_handlersf REQ_NB_REQUESTS]=
{

(req_handler)req_new_process,

(req_handler)req new_thread,

(req_handler)req_terminate_process,

wineserver R4 R X F 2 12 LR [A] B 3 15 S 0 B 2R
5% 5EA Linux AR HERE BIEA 2, X I fE 2
X R IE . wineserver FA7E ) B SUEE FZE Linux %12
LAY THAE A LAY E 2 57 XF Windows XF R H & B, A SCH|H
wineserver IR % #EFE 1 request/reply HL#I K &S Ml req_hand
lers 4bHH R HR , ATE SRAE A 32 170 9/ FH I 2 AP 5 B2
FH i EHEE R T, Brit 5 APTERINE 2 Brail,

F 2 ITFM APIH| XAH

%5 API AN %4 APT A
OLE 5 System 12
Filesystem 31 Misc 5
Resource 5 Texplore 8
Mutex 2 Network 17
Registry 11 Process 16
Services 12 Time 5
Systeminfo 7 Thread 11
Crypto 8 VirtualMemory 7
Window 6 Socket 24
Cert 9 Hooks 2

1£ Wine FEIEEHT Y request/reply Bt BT HE1T T 54
A « 7 B I R ST S AR R IR 4 T >R AR 45 Ab B pR S A
FERHT request/reply B INTE K AR 55 B 9 A0 3 pR BUE X
Hr, 5B AT A Wine Py 1) T A make_request H 3l
AR, P R BN INE SR IR 45 B i A B R B0 CRITT . 1k
Ah LR A A2 B request/reply 254 44 19 75 B 5 & SCAT,
TN wine AR TS A EAT USRS , 75 2 B BURA K
WAk 48, ST Wine & 11E17.

ASCHI T 4 4~ DECL_HANDLER, HAZ R BAERGT

Dreport_init: ZEREAR TE R I2 4T AT BB AR AOT0 3% 304 5

2)write_config: ZEFEA TERIZ TR QI AL & U HE
AHRFERE;

3)hook_reg_call. ZEFEAR B FTRHC FHVEMRITH;

4>hook_api_call: ZEREAIZE AT B 1L SR EL SO | W9 4% A 2
LRRRFHAATA .

5.2 FHFATHBRNRDERZEIHMINEESSH

MABRFEDETET —EREE, SEREERTA
AT AT AR, A SO FZ RS T APLE B350 51
R T AT A R AR PR AT O B T SO REAT R L, AT
BEARNEBIT IR FEGTH,

A SO R RRAIE PR T LA 280 RO E S AT 4
mEXTIEFTE RIMER B ST 8  FRAE B E R B A, H OG0
“DeleteFileW”#1“MoveFileWithProgressW” ¥ 45 API i) 3 FH
5B . ZVHH“MoveFileWithProgressW”, source ZHUHHEA
H BRI H dest ZHCHZ, WILRCHA BT EMER B &
FRFAE 5 7 98 F “DeleteFileW” H. path ZHCHRE A B 5 1) %
2 B VC R RARAE . 38 3 B T 4FAE FE AT LA i 38 40 %
BT

F# 3 FHEET LURGIREEITHN

i BEAALK
1 B & E HthEF
2 ETEMGE &
3 MIETR B X E] R4 H K system32 T
4 SR FE IR AT DA #E ZE AR
5 IR HHR
6
7
8

ZRABEARERE
CEEY b
ERFHERS AL LRARBREH B

B _EIRINBESL , A VDA 2R G AE (3 #0515 Bh A RFIE A 45
8977 2R S BLEEA () S I SR LR AR U D B8 45
Virustotal ™ A3t APTSCHL T KOs s | DI fE.

6 Ak

FTF I FE M Wine, 2 SCH B T ASLR F1 UAC
Virtualization B # Windows 242 ¥ , 54X J5 F F§ wineserver
LIS T 3847 AR I R8s A B) Wine § B ). wine
H#E R R HRRIF BT 08, e T — MESNYH R
4t WSandbox, WSandbox ) #1401 8 fin. T 3CK4A H
WSandbox 5 HALYPFE RS 19 XF Ll iRgs R o

WSandbox
L ] RELEEE ETEESEHTRE
gy
BRBNR e
BRETARATRRNRY
L2
Emmsimn &

K 8 WSandbox Y048 A1

6.1 bFEMIFEITIIR
A4 %t WSandbox 54+ % Windows & 45 1 i BIE £ Vb
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ARE %5 FET Wine iy Windows Z2HLHBAUKL A R G L 251

%8 Z 4t JOESandbox, VirusTotal \ 4 111 K BRHEFT T X LUK,
ZE Ubuntu 14. 04 LTS i RS EE T WSandbox, Xf kb
MRS A BIERA : DB A 2P R 2h 5E i W% 2 A
A, DIIHEAR R VD48 R GEXT A A A U A0 3500 5 2) B B —
ERRIEBRBEER, M INERARYHE RGBT, XX
BOREABAT I AR W SCHAT S IR AT R R R AR AT
S EMEERAT R L K AT Rt AT R 5 08T, RS R v
FH R G RTIRL B S ROR .

TR B XL I 2L . AR SCER
HIREAAT S BB B RGBSR T W B B0 i 518
B RBEEE L RATH A 5%, EREARANERLEE —B
BFE B S mE AR, FZ a5 0x400000 A [F] K A
TiEgfT AT EERE, B FHA PE 254 IMAGE DLL_
CHARACTERISTICS DYNAMIC B ASEfR & 278, N H
#EE U Windows #4E RGE I NEAL EA B E . EHEALE
WSandbox 54 111 K HR H iR 25 SR an 8 9 B o

BERH: wes.exe
SNIE: Sat Doc 17 16:13:49 2016

BAEMOY

SRR AR B Ry stend2
A AR AT
HIRES

HEERITH

R 3 H HTREN

Sl EGR
BEAMEEROE
s

B9 I ASLR HLEIREAKIBITER

M 9 7T LAF H, WSandbox 4 B T REA ) T Bi47
o BLES KR LBty RS , FF AR AL AT 8 .

R 255 1) A A 0 4 1 L1 K BR B 22 AE Windows XP j
P2 T BB, 4/ ERREREREE N
Windows 7, $tZREEA B AT 3R 85 SCHF ASLR 45 0 2 224l
iR B s T e TR AR A AT B B R 4
REAIE , SR ) i FL R 75 78 VDA 45 E OSSR B A T R R 4
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GRIE A SCUTFIREAM: Wine 4 BeAL, 840 T ASLR
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