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Abstract Mobile ad hoc networks are highly vulnerable to attacks due to the open medium, dynamically changing net-
work topology, cooperative algorithms, lack of centralized monitoring and management point, The traditional way of pro-
tecting networks with firewalls and encryption software is no longer sufficient and effective for those features. We pro-
posed a distributed intrusion detection approach based on finish state machine(FSM). A cluster-based detection scheme
was presented, where periodically a node is elected as the monitor node for a cluster, These monitor nodes can not only
make local intrusion detection decisions, but also cooperatively take part in global intrusion detection, And then we con-
structed the finite state machine(FSM) by the way of manually abstracting the correct behaviours of the node according
to the routing protocol of Dynamic Source Routing(DSR). The monitor nodes can verify every node’s behaviour by the
FSM, and validly detect real-time attacks without signatures of intrusion or trained data. Compared with the architecture

- where each node is its own IDS agent, our approach is much more efficient while maintaining the same level of effective-

ness. Finally, we evaluated the intrusion detection method through simulation experiments,

Keywords Mobile ad hoc networks, Routing protocol, Network security, Intrusion detection, Finite state machine

1 58

# 3l ad hoc MEVER—FMH KBS BB TARME, 5
FRMELMBEFEARNR S EAMRBTEMEE R
ER A E O TR E S A B R R A E M ER A
RALORAGRFr P45 09 B 4, Rt ST BB R 23, #83h ad
hoc RIZMAFINZEM = T — B 81 - (D BB MR H. ¥
R TE P2 A AL RS B0, BRI A RLER th 4% T2 BB R 22 4L
BMIRGRIMNGE I, (DR R. WARXERBEEFRA
FRLBETRMEERGBAR. (OHOEBAER. TR ARE
R NFBAIR 1 ZIA OB B X ST sl i, TR B

RS H5.2009-11-30 iRfE H#9.2010-02-01

Y ERPHER BITESHHEEBIXBEHRTA.

%3 ad hoc MABAHTEEME, K L H 72 H
AP MR A MEAS BRH THEM R RE B
BN E WERAREERE . cEFE AT R MRA
B, MENEELR . EA R R XS T E
et 2 A LR R

S5EEHE&MEML,#5) ad hoc NEBEELEHNESE
B, BTREREE ad hoc MM E S, Z4E LR TIF
LB/ EY, EXBELHTEFEETTHHWIE
HUGER B ABEEATESY . BN E S5IAE
FIRE 2B X FA ] IR A RBLIE B, Brig A 2B

ATZEXREARREES T AR E (60932003), BEREEARBR ERITRIM B 863 1D

(2007AA01Z452) , - ¥5TT HARFI 2 &Y BITH B (09ZR1414900) , MR K24 QIF 530 TR B (09102481 2) %80,

F FA971), 4L, B, P, FEHFE H R &% &, E-mail; yiping0l @163, com; 5

F(1969—), B, Bl TEFRE I FATLN

HERES;R ®A968—), B BIHE, TEFR N RRME FREE; E2H1989—), B, TEFRT AR R .

+ 118 -



IEBERF RN AIE B )RS BRIk R AE RSN
B, XEHHEATH35) ad hoc MK ZH, BB R IE—EN
LB, BR, B FH3) ad hoc MEHH IATEES
B, MR g A TR IR, 1 R 0] sk T M R
B VRAREARRGE T RAMAMS#ITIEG. A,
H A HEE AR A RNESH  MEMAERARIBE 2K, R
HEIABRWA BRI ERARE . Wb, MEZ 2
R EIRRAT AL AR L 7 SRR T BB 52 PSR
W, BA X REEAR AR BRI . U AR B RE L K B
AR 1E77 R G #5E —HB K.

YEZRTIABT R B85 ad hoc MEE WM F R, &
XRBTHABF I AIAkER 15 1 T 3 ad hoc W4 3% B el MY
B 55 R AT X B ey DI — 2Tk 7 KL R — AT R T &
MBE g E—E TARRSIAFRGERHAREI R
5. BOARRWERG P EHR, H— BB EER
ABBMZEH . B3 ad hoc MERF AHREEEPTLH
#55, RILBUR 143 A0 AR B T7 v » BIARAR T A 53
HTEANARE, BRHTHERERE, UREREHRA T S
HARERHAT S BRIV H —RE TR AKX EE
AR, BB — 1 KA H - ML T RIEAAR
W 07 B9 WEAR TS s, S ST R DI R AT M B AR R 281 M
R R XHESER BN PR A RRTT SR T
HBEAMEMARKEE . HZ2ETHRRSIKARKR
Bk, AR B vl U LT A FRARSHL, 19 R4
HE A RRSILHEIT 0, WRAFEARRSIEKATHN
WAR BB N . BRUEEARTEEEMEART N
FHIE, AR R et T R IgR, sl Al EHTRI.

2 fAXIE

Y BREBS) ad hoc B R L FHEHMHR EESH 3
MHE BN ESAE BHEZL2ER ASRUER,
PTEAHRME S TEHEHAENS  AREENFARK
W75 T BT R

EHMERSIANEPFREES) ad hoc KL H .0 B4
LMBRT, LAFHAN SR EE HEAE. FERBHE
MR ETIIRESNEETF RO MET PGP B ALK
WIESF RS, 7ER RSB L @, 8 i %F B B il P B 1
XREFEBHERE S HAESE LR, L BEERHE
. HhRARFRENBEESA SRPY, Ariadnd', ARAN? ,
SEAD™  SRP™ g 2 BT A 1818 DU e B4 AR B th
EEHEEI XN A, BFILFEXFAEHFE L. Ar-
adnel" 3E 13 FLlH) HASH sl ORI 3C 5 5175 52 B0 5% B 35 19 B
B BINE. 78 ARANUO Bk 3R 0HA N S0 — 50
AFEGRES, B B R BELA T RS LA R R, B
W RE SRR RSB B A REAL B, 3 i i S it Ok Bl 1R
HHEMAR L, SEAD" | F 285 HASH # T ERIA
UE B B SE BT SC iR 315 Fu Bk, B 1B B S B
BRI

TEAFR N E B 5 H, Yongguang Zhang il Weeke Lee
BT —AETF agent HAHRIMEARRIW TR, X
J & IDS agent BT F M H R4 S L, ATa 3R
BEMARGR, — B ZAREITIUMEZNREHA
BREMAEN ., ZHEHESERE THARERBERY

S AR RA YRR AR R B HESE , KR B2 AL BB H #
REALRE BT LEIFAE. Yongguang Zhang 7£J5 4%
SRR 1519t B3R K47 T IHMAMIRR, B T —4 IDS
BRI PR L 28 k1T TEEHIL . Oleg Kachirski Fl
Ratan Guha $£ i1 T # F# 3 agent B ARRWH RV . fib
fiTiA R Yongguan Zhang I F EH BT K HA agent, J T
HAMERE AT HARE REE R R AR R H
W 4E 8 agent, 3 H. agent BBE 7R B RFFTH W .
R. S. Puttini & A3+ T — MR ARRBEH", %
BHRERETREMABENHEAR. Yian Huang fl Wenke
Lee 18 A /ERII A R 400, 1% 2 G038 1 — L0 187 58 A9 8 0 >
AR ARE ., B Sun,K. Wu 1 U. W. Pooch it T —fp A2
F M agent™'® , 3% agent Fi| F T JR AT K45 3R 4T A B1T IR
5. P. Albers $# H— ) F f8 5 I 44 5 2 L (SNMIP) i fif
RS (S BB (MIB) 1R 5 A 241 5 304 R, S,

Bhargava #1 D. P. Agrawal 2 tf — A 435 30 F0 05 57 5 B
R Weichao Wang ## i —Ff % 5] AODV il h /53] 5
P i 7 212, Subhadrabandhu, D, 8 # — FiR F K 1 42
W, EAEHAE OB, HEH B RRE TR HIEIL
N

3 HRARA

3.1 DSR#i#

DSR(Dynamic Source Routing) B B thil 1?4 B8 R &
I3 ad hoc MEEE ML, BER—METHEH DI, HE
VHSTBELBETAD RRARERL HENBEETED
A NI S Bk BAR D MG, A5 88 S RS e
ATHEEZEFEX, B B AET RREEREEN
#3C(ROUTE REQUEST) , &M i E W GRS FF 5
TR EORME— iR, B RS SRR EEHRE, R
BRI B A R AR B AE R4, R
B B AR 30, I AR B S sk 5 0 B B B R IR
XH L R, I m B S . B AR
B S R S AF R B RS, BT SRS
FBIC A HHE RN L E O MHbE B4 A4 B h [E
& C(ROUTE REPLY) $13% & 3% B & S, EW S H
B g B S, FEAE B 5 B TRIEMOU R

B e 2 10 T W 9 4% o I 76 5 P B ol OB TR O, O
B} 8 YR A S B B AR IR AL . MNP
— W R RRSCT BB BT &, AR R
XHEFHEB T —WEMNER FEEIERBEBRIHNE.E
B A — B 1453 3 (ROUTE RRER) @ MEY A B
A AR B B 2R3 B ARSI T S A 5 B, B
P B b R A IR SO AT AR I AR RE B 1A 9 F — BRI Y s
. B EAMEEHT S—BRBIMh LERRSRE
B BHZF PG HMBREE NSRS, BN BEYSS
NAEAHEWBHEFUIR—KERBHER, ERA
BIEARE, WEFREAREFHRBRXIFIRAMTA.

3.2 DSRHISAMEARN

DSR #githil P RA L EDLLENE  EEUZHMHE
2Xd. 7 DSR Bl i, — XM RIS F B, EY
Sbhl . BARibhl bhk B, BAEE EEMN ML E
KR FBEHMALYE. —MAREITRATIH RS

« 119 -



K
ARHEBE F I —A S HE & R A RO
ARE R RIRICHS  XHRSCP B 7Y RBFTIEA B

HEHA.

AREBE B IR g B i BB RS0, R IR .

L ERBHR S 7 B b 2R 3 B e (R SOR B4 R

fh it Bt P £ SR SO TRAKIE W B e 2 H T

ERBERSFECFIER:

PRI W AR RAEMTIRIC.

Tk B B RADETE B— IR BR BEA BRI — E
ST AR RER B B iR .

RIZs 5 &) B B AR RILE B8 BB v E A
AHEER LT, SBOFESW A Z AARER.

EHIRS TR B RGO R 5 A, AR R W
P ‘

4 NBRNEZE

4.7 BERTRERERL

FER 3 ad hoc M4, 7 A BT R A BRIK, KA
RAMEANABREM T S, RIEFRANE W AHER. AT
ARG TN 148 2 Tk S M UK, BB R 4 42l
Gr R — A DK A B ) — RSk AR B S T
BEMXHHARET . R RN KA R TN
BRI IEBR MR HAT T B EARATH .

AR AR R, SRR B B R B B, TR
BrBe, BEVLISE S M g th T IR . REAE, BRI
— AW R TE— BT A A R A AR B R
E—H R AT — AR CER B C R ERT AL M
WY L5 AR IR SR SRR A BT &, AR R SRR
3. ERMSCABE —BEE IR, AR . HohiE
fER ] FAT5 S BB B R RO AP A BT & H B X
WRBH MR sUCE], BT LA B R BB A S R RO E 3%
BRI GITH . MR PyE2 ) — Y wUE , Bt
AT SR B B ML R R T 1 R 4R 00, DAERF R
WS mh, R SRENAETE, REH A —1
FEBERE AR, O T HRIEAFABEYLY: , b A g
RESMT —EER T RG2S RER I RFE—1
TRATE. B LRl 3 MR R R B XN 27

BB
Ou#si

Bl MR R R R
WL SRR R T LRI . BTIE A1, Bl g
AV REREB A A VNS M ER T A RSN A
FER AR 5 i ). PR R E A RIRELYE . B
RAH R R R 45 i (SR A B s R 2 BB Y . B
AL 0 ] 30 44 ot B 8 s L9 o, RAIE T AR T IRy R
= 120 -

MREANTRBARE , e 5 2L AR N
MRS B3 R AT LA B AR TR SR B, B A B R A K
BARE—ARRN A, BENERRSHBSERE, X&
BB BT A R RAARE .

B3h ad hoc M4 35 WL BB B, BT S AP
T R T 8BRS 3 T B I RO £ DX, AR — A R AR BEa
R A B 7R 3RS0, ERLAT DUS 3h— i3 8, RN 4R
WEFRBCRERT S, WRANMEEY AFEEME
BB T RIS BB E T8 ID, ID B/M 5 s gk SR i
HEETT L AT A R R .
4.2 FHRREN

WL A3 F R BRAR S AR 20 1 M X S P 1
HAT ARG B AE. EXAERME N RERI AR
AREHHEAT 4. 72 DSR Bl ¥l 4, 9 AT SRl B b 3
4 PP BYIIR SC . B ey 25012 SO B el [0 4R ey 4R
SCRBHER SC. FATH Soxd it i 2R S0H% DSR B i ALTE
FERA BRI 2 Bk,

REHEBXEL
AE A
¥RAKE

BE W
R R

B2 F OB B e W SR A B R A AR AL

BRARSR 1, WA SURFRE 2, mRKE
B SCR B S BEARES 3. MBI AT B
P BT 5 30, U ACIRZS: 4, B8 TF S X % ey [ %5 4 SC#% DSR
BB HATI AL, AR R IE R B, W BPRE 7, 7 RRE
PLEHER ., RSO S B ek ey T, WA H Ik
BECEE. 7205 3, MRKE R LA R BB h &
RS MEEMFRXHEALIERE 7. MR EZBHE
TR SC, M AR 5,8 T R34 & BB B & 4R SC% DSR
B e MUVE AT R 2L, ARAB B T — SR BB AL 7 B M A
FEBRER, FUHEAL RS 7. MARERE 3@ —
S A A B XA AT BE R T B BB T T B X, Y
BT R A BEICEN Y A BT 28 B Bt o 4R 30 BT LA ) JR R T
KRR RE BB S 5 R IR SCH R , 40 R AR FE LTS
FRE), MPR AR 1) 8, 4 R Bt RS0 WP R LR B R
BRI S, B BLRTS 5 BEAT OB, R B IR R 30, UK
WIEBRBIEIT SL, HBURTS 4 #ATHE. WRSBET
BARBRIRSC WIET SAS SRR, MR B R
=,

£ DSR 8 b BV » X T e oy [ 254 30 B i 1 5 B0
3C 3 Feh S iy Ak B AR TR R Y, T LR AR R B AT BRAR
BHLBATAATAL ., W0 3 FT7R, BARER 1, Rl EH
SCREEPRAS 2. 05RO A SO B ey B B o L 6 K
I 3 AR —, MBEARTS 3, UF ATREZ S A 3 A



RE, MRAET AE LM AR MBAL RS, W
SEE R IC, MBEARTS 4,76 DSR Bl XX 3 Fh#i S0
HERERR &, AT TR RX - TR ARG
W0 MRAAR RN & H kB Bes %, mRAERNFEAL E
RE. 7ERT 3 B, IRABEEA BB KRS0, W 487 B
W AEIZRE L FHENART 5, RS SE B D)
FE B EIRSC MK F B R, #EACRT 4, MRBEERA K
2, W& H I F R SCEE .

BERHX RBHEL. B
e X

: : . BERX
2 I

B3 15 o2 B o BB 4 00 B o 4 BRI R OC T AL B i R Y
AHRREH

B 2 A1 3 ARALE — N A ERIR SR AL B R,
A 4 BRI R REARSURHARRSYAE TR, Hi
P RN TR A RO R H 18] 2, T AT g
2T 3MIFRZ — H—, L AW R R E S, B A
TREH TR REH 2 BRIEPRE., HZ, A AR
AT A, B RERERSGHARS 3, B AT A A SRR
SCH s AL RS AR B OB, 5 RN T B Bt AT R
MEEN, TUREBRTN R A RS THRIC M ERY S%
TR MR A2, AR AR B WSS S A0, KRS
BERBIGEERT L ARRENHEALERS, WREH
PR AW, RARA TR RE TR R A A
i T LIRS ARRSHLR s &% . 9 3 F e, 1
RAARERCHAES RSP R E T S A SIRXEHEMR
R HEXRHZRG BT AABRBRETARETXG
WA RREYE HBE EE.

BERX

A WA KEH,
HRXBEERESE
e, RANE NN
AERZHXER

FRIATE
Hht 7 F A

B4 R RRROUG BT R AR BRI

5 WL

51 XWigE

SLEGSF 6 4 Pentium4 1. 8GHz,512MB RAM, {8 F i #
YER G2 Red Hat Linux 7. 12, {f EF & 2 NS-2, {FE+,¥
HBEEE R 50 4,45 KB shFEREN 1500m X 300m, 3Z 303
BEA 0~20m/s, RIZ&oh 15 s 38 3h R FIBEALIE S &Y, Bl 48
IMPREXXBAN—RE S — K23, E2sh#EFELO,
20m/s A 51570, Blik B4R SUG 458 — Bt ], SRG e #%
— AT B A [F B BB -, e B iR s
B RKEE, AEHREEHR. MAC BEA 802. 11, & #p

2% 250m, BEREH 55 2Mbps, BELIETE] 2y 900 £,
5.2 SRBRLR

FAVR LR B R ARSI NS-2 it T T HIEE
B, ATEEARBIZBR % 3. 2 THHH, AT T 4
Fixt DSR B Il K. kR 1 RERBEHRK
o7, BRAREF RO, e EE4E A BRI SR SCh 8 s
B TEnK 2 BRMFRE, WARE RIS AR ER
WX, BHHETRIRBERERE WARERERETARE
BRI, Bk E WIS BRI 0% . By 4 BRRE
Yt AR E it — e B R IR0, HEFR BT RIFR
AR,

R LI THHBCRSHLI 4 #r B r XA R R
WRIRE, W3R 1ATAE SR E Bk i R e s, FEF
ER ST A RFER R IR T S it 53R SCh # ik 51
FX T R BARRBE S BN R MR
TR B AR, BRI WAL A BE LA K, BRI R
TREEAABRLER. RENHUERESELRY S
EWA BTN, R U R AR, (R SRk BE, Rl Ry 7
8026 LA b, AR E LT R T4 A B

£1 AMEEITARARBTHE

xEHEFA  REE  RHE
#EkkE  9.3% 2.9%
#WHELF 83.7% 5.7%
BEkE  97.4% 1.3%
Sk dd  88.5% 7.2%

BRIE FCRERH TETHELIHXEEHA RGN
B, BRI S i — 1 K3, 451 X350 P 4 s MR 45 AR B
BT A A BRAL I A R T AP 48795 5, B AL RE AL e 26
SRR SR L S I M B R 2 K, BT A P4 B
BXRE T AR RGEM L M. TEARKNEM
B B T RET RS AR IE %, BE T DSR B d Y
BT T s AL B AR A A FROR S AL 215 s i B RSO
AL IR A BRSBTS 0T, LR BARITH . &
JRE B SE AR T AT B A R

2 % x W

[1] Corson S, Macker J. Mobile Ad hoc Networking (MANET)
Routing Protocol Performance Issues and Evaluation Considera-
tions[ S]. RFC 2501. January 1999

[2] BF.FENBFE, %. %3 ad hoc MK LRI BT
#,2005,33(5)

[3] Ramkumar M, Memon N. An Efficient Key Predistribution
Scheme for Ad Hoc Network Security[]J]. IEEE Journal on Se-
lected Areas of Communication, 2005,23(3):611-621

(4] Zhu Sencun, Xu Shouhuai, Setia S, et al. LHAP: A lightweight
network access control protocol for ad hoc networks[ J]. Ad Hoc
Networks, 2006,4(5) ;567-585

(5] 5F. %8N L4057, %. B3 ad hoc 4% B i B Z L BF5
[J]. & PR, 2005, 32(6)

[6] Argyroudis P G,0’Mahony D. Secure routing for mobile ad hoc
networks [ J ]. IEEE Communications Surveys & Tutorials,
2005,7(3):2-21

[7] Yi Ping, Zhong Yiping, Zhang Shiyong, et al. Flooding Attack
and Defence in Ad Hoc Networks[J]Journal of Systems Engi-
neering and Electronics, 2006,17(2) :410-416

[8] Zhou Lidong, Haas Z J. Securing ad hoc networks[]]. IEEE

+ 121 »



Networks Special Issue on Network Security, November/De-
cember 1999

[9] Capkun S, Nuttyan L, Hubaux J-P. Self-organized publickey
Management for mobile ad hoc networks[ ] . IEEE Transactions
on mobile computing, 2003,2(1)

[10] Papadimitratos P, Haas Z. Secure routing for mobile ad hoc net-
works{ C] // Proceedings of the SCS communication Networks
and Distributed Systems Modeling and Simulation Conference.
San Antonio, TX, January 2002

{11] Hu Y-C, Perrig A, Johnson D B, Ariadne; A secure On-Demand
Routing Protocol for Ad hoc Networks[ C] // Proceedings of the
MobiCom 2002. Atlanta,Georgia, USA, September 2002

{12] Sanzgiri K,Dahill B, Levine B N, et al. A Secure Routing Proto-
col for Ad Hoc Networks[ C] // Proceedings of 2002 IEEE Inter-
national Conference on Network Protocols(ICNP). November 2002

{13] Hu Y-C, Johnson D B, Perrig A. SEAD. Secure Efficient Dis-
tance Vector Routing for Mobile Wireless Ad Hoc Networks{ C]//
Proceedings of the 4th IEEE Workshop on Mobile Computing
Systems & Applications(WMCSA 2002). IEEE, Calicoon, NY,
June 2002.3-13

[147] Zhang Yongguang, Lee W, Intrusion Detection in Wireless Ad-
Hoc Networks [ C] // Proceedings of The Sixth International
Conference on Mobile Computing and Networking ( MobiCom
2000). Boston, MA, August 2000

{157 Zhang Yongguang, Lee W, Intrusion Detection Techniques for
Mobile Wireless Networks[ J . Mobile Networks and Applica-
tions, 2003

[16] Kachirski O,Guha R. Intrusion Detection Using Mobile Agents
in Wireless Ad Hoc Networks[ C] //IEEE Workshop on Know-
fedge Media Networking(KMN’02)

[17] Puttini R S, Percher J-M, Mé L, et al. A Modular Architecture

for Distributed IDS in MANET[C] // Proceedings of the 2003
International Conference on Computational Science and Its Ap-
plications(ICCSA 2003). LNCS 2668. San Diego, USA, Springer
Verlag,2003

[18] Huang Yi-an,Lee W. A Cooperative Intrusion Detection System
for Ad Hoc Networks{C]// 2003 ACM Workshop on Security of
Ad Hoc and Sensor Networks(SASN ’03). Fairfax, VA, USA,
October 2003

[19] Sun B, Wu K, Pooch U W. Routing Anomaly Detection in Mo-
bile Ad Hoc Networks{ C] // Proceedings of 12th International
Conference on Computer Communications and Networks (IC-
CCN 03). Dallas, Texas, October 2003 25-31

[20] Albers P,Camp O,Percher J-M, et al. Security in Ad Hoc Net-
works: a General Intrusion Detection Architecture Enhancing
Trust Based Approaches[ C]//Proceedings of the First Interna-
tional Workshop on Wireless Information Systems(WIS-2002).
Apr. 2002

[21] Bhargava S, Agrawal D P. Security Enhancements in AODV
Protocol for Wireless Ad Hoc Networks[ C] // Vehicular Tech-
nology Conference. vol. 4,2001,2143-2147

[22] Wang Weichao, Lu Yi,Bhargava B K. On Vulnerability and Pro-
tection of Ad Hoc On-demand Distance Vector Protocol[C] /
Proceedings of 10th IEEE International Conference on Telecom-
munication(ICT). 2003

[23] Subhadrabandhu D, Sarkar S, Anjum F. A Framework for Mi-
suse Detection in Ad Hoc Networks—Part I[J]. IEEE Journal
on Selected Areas in Communications, 2006,24(2) ; 274-289

[247 Johnson D B,Maltz D A, Hu Y-C. The Dynamic Source Routing
Protocol for Mobile Ad Hoc Networks (DSR) , Internet-Draft,
draft-ietf-manet-dsr-09. txt, 15 April 2003[ OL]. http: //www.
ietf, org/internet-drafts/draft-ietf-manet-dsr-09. txt

(L% 104 B
BH O METCAMBHRERRS, 5SZHTXHHRKRER
Bl LT, 7258 30 kad, RS (ERE B3 1. BE, EFEEN
KB BRI EE R X A3 R B, AX VAR
BH T,

(F KERTHEMEE, XA H R S5 w05 9 AR 4535 &k
AT RS PR , 4 RUBG (8 B AR Y 1 R AT S TR, IR R
6 A B RS PR 5 BT 1% R BT RS 1 & Good peers, T KL
VR R AT s ) 2, ISR 2 KU PEAL B PEAL J5 Brik e A 47
BRI Worst peers, M XB PEAG R K, W R M 7E 3 #4~
B BB I AT, £ T5E 8 P2P R S5 B8 a9 KRB
TS RIRINE 5 iR, SLBREREAR W MM BEREKX
HEAEMTES NS EANERE. EEREHNE W R
BHATF 0.5 BFA], iR W MBI HST 1 8E
FHARIE W S B RN MG R . SRISIIMEE
FH 78 P2P W 35 S {5 B BE AR TEENREITE
i 75 B R AL LT PR T 0, AT BRIE T AR AL AT AT HE

R T4 3 (%)
2ZrIR8eReRE R

100 200 300 400 500 600 700 800 900 1000
3 28 ¢

5 3 FBEERT KR TR IR
e 122 o

BRIE BT P2P MR R, T REER
3T e B TE BV 1 LIS RN RE B9 3 {8 B BBt 17 LB 1
fEMREZEFBHABRE. RGN P2P FEKNF
EEMETF, M AGEMREZ A AERRRNS&ER
BB R R B - . Bl XER
WETEHENERERNA T, £ —2TER Bit—2F
BTG ST 510 P2P M4 XU PPAGRERY

2 % x W

[1] Wang Y, Vassileva J. Trust and reputation model in peer-to-peer
networks[ C] // Proceedings of the Third International Confe-
rence on Peer-to-Peer Computing(P2P?03). IEEE, 2003 150-157

[2] Wang Y,Lin F. Trust and Risk Evaluation of Transactions with
Different Amounts in Peer-to-Peer E-commerce Environments
[C]// Proceedings of IEEE International Conference on e-Busi-
ness Engineering(ICEBE’06). IEEE, 2006 . 102-109

{3] AsnarY, Zannone N. Perceived risk assessment _ C ] // Procee-
dings of the 4th ACM workshop on Quality of protection(QoP’
08). ACM, 2008:59-63

{47 Josang A,Presti S. Analysing the relationship between risk and
trust[ C] // Proceedings of Second International Conference on
Trust Management (iTrust 2004 ). Oxford, UK, March 2004,
120-134

[5] Singh A,Lilja D. Improving risk assessment methodology:a sta-
tistical design of experiments approach{ C]// Proceedings of the
2nd International Conference on Security of Information and
Networks(SIN’09). ACM, 2009.21-29



