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SNMP-based Information Management Platform for IPv6 Wireless Sensor Networks
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Abstract Wireless Sensor Networks(WSNs) are composed of a large number of sensor nodes distributed randomly by
self-organization distributed protocols. The network management of WSN is an important requisite to guarantee the sta-
bility, reliability and high efficiency in WSN, In this paper, the existing technology of network management of WSN was
discussed and researched. Combined with the characteristics and practical requirements of the wireless sensor networks,
based on the existing basic protocols of IPv6-WSN and SNMP, a wireless sensor network information management plat-

form was designed and realized with the characteristics of wireless sensor networks, to achieve remote and effective
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management.

Keywords Wireless sensor networks, IPv6 , SNMP, Management platform

1 5|8

Tkt mhas P48 2 th TR E 78 M SR AR B i iy K
RN B RS R B AL RN TR
RSP 2% A IR RBEFE R IF VR T RS, AT X
JZ R R T B B S PR M 0 R TR AR s o R
BERE BT TAESRET, [Pv6 BT —REBEMAE L
PG B MR IR ekt B ShECE SRS & K
MR BT W IPv6 SRR MBS AN
HH) IPv6 AL RRES P4, 7T LA B B AU oS A% i M 48 12
Huht 224 B R SA MERESE T ENTR.

LA BRI S BER B FRE N AR A YT I 3E
AR AR M A AT CBEEX AT R SIS NR,
ERBMA NG EER R T TN SRR T EEHE
RO PR R JF B MBI £ B0 B A B R AR K4

FIF5 A #3:2009-11-10 &8 H#.2010-01-21
01Z241)%EHl,

RIVFIBACAH IPv6 BRAZBRBMNERZ BN L
SNMP #2455 T AL RAR MG R A LT R, )
WL MILATHF & LRAEBRRFERE ST G
BEEEG, LI P X RLAE R Mg nRA R, 3
R IPv6 LR M & F R EREF & P10 &AM mK
TR 45 54 BRI SC BT 85

A 2 WA TR B M B A D REAT B AT R
AR MR A B ST R 55 3 T HER 1Pve ARG RAR M
HEBNWREERRIE:F 4 T BREENTFRENR
TRBRRI Sy 58 5 AR T RBIESWRALER: B 8442
3C, IR i TPv6 il B A MR M R R KRRl BE.

2 EEEBENEERERE

2.1 REEBENEEEEE
RSN NE R B — R GRS M, 15

A ZEHF H BB S (60802016,60972010), B K 863 H B AL L BT % (2007AA

F ORQ985—), & B4, REFR T N N TG R ML, E-mail: 08120193@bjtu. edu. cn; BH#ZE (1973—), B, BI ¥, CCF BH <R,
FEBR S A LAERBNE LE RSN B TN NS, RERA8 ), B. 4, TERR T M XRERBNES;
HBFE1945), B . 8B .CCF RALR . FEHEFT AT —REKMN S LR ERBNEHRHE.

098-



TEARBEMNAEE MR E. RIEFTREE
BHASZWRES . X — I BEFEERIERE SR L, A
JERAHERE AT REREP. EATREE 2 IT 5
R TR, SR LA SRR SR MER R
BRSPS MR R, R EHIIRE R AT,

(1) #k B (Fault Management)

AT AR R S A N 4 M IE B 1R 1E R AR M4 5
EEEERN BEFBIENENSITHRE, YEREME
HBLE B f, A B B R RE A T E M R A
BIOEE , Sl s A B SR B 5 3 B SR BN X S

(2) BRE &R (Configuration Management)

EEEHEAREEMEEENNENEERS, XBES
M2 IR IR AL RN E A TAEAH 6, h 54D N EFT M 4%
BT A PR S U R R4 R Z R X R AX,

(3) HREE M (Performance Management)

W4 5L T M 4 I BE e TR A AR AR SR 113
BHEMAEPERENGE, HREEMNXEFERBA TR H
FET RN BH A NEREITERE, R B RE
R,

(4) 2% ¥ (Energy Management)

EREHEAREH T AR MERMERE. ATE
K LA A, S B A SOt R FHEE IR . R VW
BEENEFEETERN I E TR EMEETRE. SHEY
AE BB HE T4 X T O TE A RE BRI HIA MR B
BER T E.

(5) #H#MEH (Topo Management)

MR A B R E T N SR E, ERE—
ERMEHEEREMBESZIBNERT, LEKMEW A
B EEHAR AR G IR R AT o
VRS HAMERE, B — MU RSN

TEEHNR FRSMNENERRE SR LI
AFEEEU LA T ESARILN, S EMEERE
45 BRI SR 5 AN 45 BB B, LA AL R AR 45 1Y
W nr T g R KAk .

2.2 ERIMARIER

o F & B R4 KRB E UMY B BrsR e R 588 |
K S AP K B I IO TR AR , £ X B AL RAF W
HWETHEMNSFANE L. BBECN L, EA WA T4 R
MK EHAZE ., — 2 L. B Ruiz %# 489 MANNA T2
5 R 2% I 90 45 B FRAE TS 5 5B — /N Wang Feng S H Y
ET RN M T RS, ERE
ZEILEERBNENF S BHETERBMNEHTHEE
A, 45 R4 B MR R4S R RS HAR R - BIHE
TSGR T SRR S IR R, AR —
EREAUER L RBARST s TEEERITe, REEs
EEREABEMIER I RENETFERRBLHE
7,7 Bt F ARG RSN BN AR MRS, &
BRIERA S NSRS, AN ANERUS N E
B, LHEREER K, WX FRESHBH»#H—EHEES
hEERBAE MR,

EERREREMBEATAGEEHRLE 5. 58T
SNMP B £ 8 % H B Internet 8 FI &S 12 49 I 48 B B ML,
i B 1Pv6 T2k % A8 W48 4E 4 Internet (Y J& , BT 4R 2R 1Y
W& (M%) 5 Internet LR E K, N EER B TLE
REE MK IR % 28 e B BT & B MY, XHE Internet
AR LGEA AL E R 2 R EL B WA RS S HER.

Z5]:4

c AR ENEFEEERLTAMNBURIERS
SNMP #3 3¢ 5 A [B] 9 T B 8% 88 5T (protocol data unit, PDU)
HATE B H s

» IPv6 TCLRAEBAR PG IH B &5 E il UDP, i
WX (FaBE TRAP R 3CER S 65 A 161 3% 0 #4738 {5, TRAP
WK 162 B LESE .

3 IPv6 T ERSNEEERAENIZIT

B1#RTHEETHEFSRANMESH R AL,
—MEREHARMER LR O EEHA A, IPv6 X
KAERBMERFEBEEVERAENEREWEERM AR
#AFEEBEFEAREMGEEEEFEEEY. FREHEY
BT THEES T S Z L B E RS MR {5 B A E 2,
A AT LAE R IE AT S BB A0 B I s B
TEMR S5 foom , (EAE M RT 8 . BT, BRIV EEY- 550
HMTWAFRE-HFERTRENTAABTRE. T
EFH X BT R

- ~

ST ,/_/ﬂ \
\%@M\\E’y&)

B fme A RERE A~ )
TTNoemT (E%) S PeEAREERS
YEARETES

N~

HEERTRYE

e 8 Ed| [RARE

B4 i R HhiX

H 1 IPvé TEAGRBMEFEEETEYERASH

3.1 HEREFRS

BB MRS TAE ITHNEE S TR MEE
Bk, BT REEF, WAk B EEERIER., XFMNE
BRI E—M SR, AR, RERMEYE
R R P B AAREHERES ST, BEEEETUE
LRPERER), I EHL . B 2% BF R 0R AR 55 8%, 78 TR AE %
MRS RERBTA. REARKEETHRENERHF
AN B ZRWEAGS . EUESERESEERYE
it =L B (Trap) , LIS A £ HEE,

EREMENTEER NV E . B MR AEETE
—MUET R4, NAERITS ARG S EERIMER .
RGN EE BB EPT RRERN EEINRES .

o W RIAFA : WA AR S EIR A B AR B 44, IR [
POITAIE % O

» BRI SUE T SRR EER.

c HRERREMHRE N E—WMEREO. WRS%
BN, REEN N SAEE AR HEBERY S
HTERESER.

CENEEEREMB), £ HE N ENE RSN,
3.2 BPEBRTES

TRERBMEATHEEEREENRE, BHXE
EREMEEERAETERTHNREN T LHETRNE
H, APEEELEREIAN LRERBEMNER BT,
AIEERB MRS N RE. T R EEE B FREE B MK
B ESHRONESIEE. SRR, TR ERRM% KA

« 00 o



FE RN SR AT I8
D5 M GRHHTER S U R R R M B E A S 10T
fit.
DBIEENOF BRTIEE. HHRERBHNTLRE RS
RIZBAZ R R A REE REE B AT R ERE B HIER
R ERRER,

4 FREEGITRERS

TRABETRG S EETRENERI S WE 2 B
. TEHEHUIAR RS,

RPAEEIRA HERETEEA
REET 3
o Bl 3
SNMP W Rk %R
K——D{ (72 te iﬁf
Yok
1Pv6 | %1 1Pv6l 4 X
XTIVl LM%

B2 IPv6 RLMEBBMEGBEHT & TR EERL 7T

4.1 FTRREFRSEIT

IPv6 ERIEBRBNEEBBEHTFETARBFREN
R THEERER AT LI 2 4 4> W0 ip b5 i B HE B
B SRS L RS R R,

(D WKL 5 BB, FE 5B A E R e s
HETBRNEETHE, A UGS BB MIE R TAEMES.
VIR AR S 75 MIB W T #EH 1 Socket FHIHR, SL B MIB
WEB R LT Socket M iHth, MIB ¥R T E R &L
MIB 5t % R LH ST R X R, EBR RSB 5
MIB 3142 1 OID {5 B. . X B B9 5 AL R B 5 15 B LAY U 25
MBATAE, B MIBX g &R, @34 —F A/ MIB
YGRS, O 4 R AR S 2R F 45— Bk X MIB X 4 itk
TFHBGAAL, Socket AT AR SEMBEN L HIERE,
XY S5RBERE, BN HER S AR BRI —1 Socket, 2R
J& RGBS T X4 Socket, SNMP $4 Bl 35 B, 3 15X
4~ Socket FA L5 5 FAEALBE,

QO EBRFEEER. BHVERGFRLERANE
SNMP Pl , HER{E B E A — MR B SW I HIEE. &
i EEE MIB s 42 A8 , (45 B 3 Se k] DL R %
W, MR E S BB B EH AL P HER. ST At
megal28(4k SRAMD ix 2 MCU R, 2 % B R B8 2
MIB # B9 SL BT ik

3) MBRPEER  AERERMEEEHETERE A-
gent FAFHIBLERSY , H 7E BRE B IS 2 I SO M AR AT LA
T N O A R . WA AU S TR B
SIS TR A PR, R ASN. 1 ARG
) (Basic Encoding Rules, BER) 7ZE{UEE A NMS 2 [alf& it &
KRR EBE X .

(4) HELHESR SRR ERIE KD trap BZHRE, (05
trap A E RIS R BIE NG SHRE. TN ERERET
B BEEmB TER A S UiE FER, AREXNTE
SBREARK wap REAARRIMNER T E - M TIEFRELN
trap, & 3% trap [FHR BESFE HE NHIA . IR B BIFIA N
BRE.XHEEGEE vrap REMWTREE, N FT—EH
trap, FIES trap ML) & 3% ; WX FAHN AR B2/ trap, IBE
A ap EH KRS DT BERE T SERMBEE.

4.2 RBPEHEFRIEIT
IPv6 EEMERBMEFEEEFE &R EHERNKMS

+ 100 -

TOREREIRTT LIS 3 A B SE BRSO B DL R B
R,

(D EHER . AR RE T, METREHTFRAFF
KRET Linux F&,SNMP hil SEHMHK F &k THR net-
snmp, R B RLARZ 5. 4. 2, net-snmp I{ B F i HAGE K
£ SNMP 2442 CMU snmp2. 1. 2. 1, ¥ #4 #r %% K ucd-
snmp, 2000 4E 11 B ucd-snmp i B 5% 3] & Source Forge &
H,HEZ N nersnmp, netsnmp FRBRE T JILEFEHE
SNMP RERFEEEMNER, EY & Agent HHRBIE
28 SNMP APL #24t MIBEH LR AEETH,

(2) BB  BUE R B AP BRI, KX
BIERBMET R EERRERERE S MR . AERERRE
TS s name TR T AE B AR type BART REBHNE
PR, rw R TEEENEE R, ol ERFAEFEEMAKN
AR, FRICRRFECRFMNETEEMEL K
IeERE, BERAGHREER T RPBEEAIER G INF
Bt i, 5> 3 & id, name, type, rw, time, value, ttl, node ML }
active,

BAR RN BIEWE 3 Fi,

Pesald selece = from somp_tofe_non;

Ttypa trw 1 valus 1 oode | t21 | time

! %! secheMaiteration st IR IS0 1123 3 H ) 20823 i5i52:Y
i 21 Servicetsme Paet 1R 123 34519 156 1 2009-86-13 tesdes]
oty
i 31 eatine
bty
(4 1 nachutaMoeuest T 1 112 14819 118 (2004520 (Riazag

tae 1N LSE 12019 130 | 2009-85-20 1B:42:0

Rie ]

1 5 | MemaininaPousrteoel fint LR 135 4 303 113 1 2009-96-23 19:4203
1

6 ) Battersbreistlora 1 st DR 177 113 119 1 2OWP-S6-13 19:42:)

1y 1

B3 BRI

(3 P FEBER . FP R EBERT RIS MACF R
RERLER R %55 B S REE R RIMEBRR EFF BBk
B 4 MR, TE VAP RUEARAER T AEENH
KA, ES AR, A A AR ST AL E R
BEEFATMUERHP AU EFEEMNE. A 4 HRERR,
A DAE WL A ) R AE A R4 T AR R BB E B (Re-

maining Power Level) ,

[ RenaiaingParerieral

|
[ [m] — oohdaress [ | Time Tacar | vade |
Gint IR | ocuoocoomsossesis | 13 | zom-t5-zisasao | 1 | 85 |

B4 EREERBRNEFREEFERECGHARR

5 ARBIESWR

AXMALFTERE T - REENERZEERTE
IR B F T & FE ] A 4 B Hh 8% MISR6680 A7 1
HE, MSR6680 17 fi R Al ATmegal28 YN ALIEER, UL A
KA CC2420 & A RERPLIAE B E FHE W OV B Rt H
RS 3V T, BIFRLKME 5 Fia, P A
1,2,3 AT S RBEEF ML EY S, WA 429 Sink W51,
AN, ERH CEERPNERFE L RESS. BT
Sink 355 ZRL LB A, TR EEE Y AHNEE, KR
TEER.,




\ N ’ s

S~o -l TR

A5 E&ERSEMEFSEETERIERE
PUR %5 15 B B AR B A Gl TR, BEREN A
1 SRR RBAR WIRIFR , 78 PCHLIH P & 85 R AT R
1 # TPv6 bt IR AR I B R G2 B[R] (8s) , MRS R LA
6 FiRIIE AR ESRIF .

Acqtime
Type ]Rw] NodeAddress [m. I Tize ] Active [ Value
int [ R | ox0000004792631046 | 10 | 20000326 1azemo | v [ 8

B 6 Acqtime 2] g B 3 F m
AT LATE ST 1) AR 45 8% R 36 L B IE e BB B b R 3
G REFEINEE, WA RERMRE 1s 44 8s, K 7
i,

e | i 215848 | 2009-
24912 | t 213884 [ 2009-
P i 25848 | 2009
256914 | [ 213048 | 2008
0 | 1 2150 | 2009,
56926 | I 217548 | 2009
097 | 1 21,6208 | 2009,
286918 | i 216348 | 2000-
256019 | | 215540 | 2008

1 I 216540 | 2008

B 7 S XRENEETE, W ARERBYE
BRIE AUNGT R M E )5 E A E A

W EH RSB R BB R, MR T IPve B L RSN
BKEHREVENEHSUE. NETREENTRENE
Bl oy Bifit. AR T OB R R L AE B AR R 4% ) 2R ik S
B R R TR S E T M AR LR , i
FBEHA PO RALR. RRITLAEEAS PR E R A
SAREHE I MNENREA R EVSIECE IR T
[ipria iR i 4

& £ X &k

(1] BRE.ZEF, 0% EREBRSMEIM]. L7 FERE
Hi Rt , 20053 '

[2] Davies J. Bf IPv6 [M]. Beft, B E R, & ik, % 4637 4
HEREH R, 2004:13

[3] #F.WE%,HH, % CREESMEFITERI]. HE LB
K5 R R,2005,42(1):163-174

[4] Ruiz L B, Nogueira J M, Loureiro A A F. MANNA; Manage-
ment Architecture for Wireless Sensor Networks{ J]. IEEE
Communications Magazine, 2003,41(2):116-125

5] Ruiz L B,Silva F A,Braga T R M, et al. On Impact of Manage-
ment in Wireless Sensor Networks [J]. IEEE/FIP Network Ope-
rations and Management Symposium,2004,1(4):657-670

[6] Wang Feng, Tian Qie-huan, Gao Quan-xue, et al. A Study of
Sensor Management Based on Sensor Networks[C]J // Procee-
dings of the 2003 IEEE International Conference on Robots, In-
telligent Systems and Signal Processing. Chang sha, China, Oc-
tober 2003,2:8-13

(7] Harneny S. R MEBFEPBINGEE 2 BOIM]. #AH, KR
HEIR, &R, LR BT Tkt AfRAL , 20007

[8] ZEmest REE,AFF EREBRBMEHEARIM], Jbat:dtx
HT RS RRAL, 2007358

(EBZE 77T

[2] Elson J, Estrin D. Sensor networks: A bridge to the physical
world[ M. Norwell: Kluwer Academic Publishers, 2004 3-20

(3] ##,.BER.45.% LRERBNEHRHERT]. IHEHH
REERE,2005,42(1).163-174

[4] HFIR,Z8D, B, % BREERSBMEM]. LR EEKE
HRR4t,2005:1-20

[5] Chang ] H, Tassiulas L. Routing for maximum system lifetime
in wireless ad-hoc networks [ A] // Proc. of 37th Annual Aller-
ton Conference on Communication, Control, and Computing
[C]. Monticello, 11,1999

[6] Iyengar R, Kar K, Banerjee S. Low-coordination topologies for
redundancy in sensor networks [ A] // Proc. of MobiHoc’ 05
['C]. San Francisco; ACM press, 2005 ; 332-342

(7] #WE. BERHEEREEMRE M. LR # 5 R, 2007

(8] EEEN. MEFRBEBFRIMI. Jb5T. BH AR, 2004

{9] Khan A,Jenkins L. Undersea wireless sensor network for ocean
pollution prevention [ A] // Proc. of Communication Systems
Software and Middleware and Workshops (COMSWARE 2008)
[C]. Bangalore: IEEE Press, 2008, 2-8

[10] Gangadharpalli S, Golwelkar U, Varadarajan S. A topology
based localization in ad hoc mobile sensor networks{ J]. LNCS,
2004,2928(1).223-232

{11] Akyildiz L F,Su W, Sankarasubramaniam Y. A survey on sensor
networks [ J]. IEEE Communications Magazines, IEEE Press,
2002.:102-114 '

[12] Haenselmann T. Sensornetworks [EB/OLJ. http://www. in-
formatik. uni-mannheim. de/~haensel/sn_book/,2006:15-70

[13] Nets-noss;Creating an architecture for wireless sensor networks

[EB/OL]. http://snap. cs. berkeley. edu/,2007

[14] Ramesh S. A Protocol Architecture for Wireless Sensor Net -
works [ EB/OL]. www. cs. utah., edu/~ sramesh/attachments/
sensornet_archi. pdf, 2008

[15] Kumar R, PalChaudhuri S, Ramachandran U. System support
for cross-layering in sensor network stack[ A7 // Proc. of Inter-
national Conference on Mobile Ad Hoc and Sensor Networks
(MSN)[C]. 2006

[167] Chang J H, Tassiulas L. Routing for maximum system lifetime
in wireless ad-hoc networks [AJ//Proc. of 37th Annual Aller-ton
Conference on Communication, Control, and Computing [ C].
Monticello, IL., 1999

[17] Estrin D. Tutorial “Wireless sensor networks” , part IV sensor
network protocols [EB/OL]. http;//nestl. ee. ucla. edu/tutori-
als/mobicom02/,2002

(18] #Ms. mm RS HF—RMEERENELENULBENTHR
[DJ. ZEK*¥,2006

[19] Pompili D, Melodia T. An architecture for ocean bottom under-
water acoustic sensor networks[ A]//Proc. of Mediterranean Ad
Hoc Networking Workshop[ C]. Bodrum, Turkey, 2004

[20] REV. % KFEEEEAFBSNAIMIL b5 .8 F TR
tt,2009

[21] #aWs. BUEEE. F—RARBIRRLEH . TR B4R RITRU LS %
BRI, HE B2, 2007,34(4) : 1-6

[227] Edgar H C. Wireless Sensor Networks: Architectures and Proto-
cols[ M]. Florida; CRC Press, 2003

[23] Ilyas M, Mahgoub 1. Handbook of sensor networks; compact
wireless and wired sensing systems{ M]. Washington,D. C:CRC
Press, 2005

+ 101 -



