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Abstract This paper extended the definition of key-compromise-impersonate attack according to a new kind of identity-
based key exchange protocol presented by Wang in 2007, then showed that this protocol can’t resist the extending key-

compromise-impersonate attack. This paper also conducted a detailed analysis on the flaw. To avoid this shortcoming,an

improvement of the identity-based protocol was proposed based on the original scheme.

Keywords Identity-based cryptography, Authenticate key agreement protocol, Bilinear pairing, Impersonate attack

o

1 5]

BT H7 K554 (Identity Based Cryptography, IBC)
B R A Shamid F 1984 AR H. 7EIZER T, K% A
PRERER— S HFRPERFCHAH, FFE—T
EHATE O (KGO, ERA - FERH. e =844
FFAP S &£ AP FA8. 2001 4, Boneh #1 Frank-
1in™ F1f B X028 4 % (Bilinear Pairing) 25 T8 — A IE & 4
B2 T B0 19 01 %% (Identity Based Encryption, IBE) 5%, 2
Ji » Smart™I g5 & SCER[ 210 N5 77 AN Joux™ Y2 F LR
M =T EA B E L B MERNR R R T T &
BREFE SR S, I AR S ET
S B R IUR I — B IR Y, (X P
ZEWEHARIEIRHEEE T IER M.

2006 4F, Gentry" 4R 11 T — N2 F W E T S 30 &
B HE-RAGEEMTIERT FENETel. 2R, £2%
FUEAET Gentry" Mk HlgE T — 8T &0 MINE
FEHAD T, Rt AR R TR T il B2 2, A
MRIED I R — S AN Z 2R, B ABHEe 9%
RO EREH KCD B A MEATLESE, XEBZEBH
R - ERREEE T ER 2N ET S H N EHDE

S5 H1.2009-11-13 &% H 8§.2010-02-04
06039), ILF S M R A E QI E S (211619 % 8.

W B R P R AURE T KGC B ERH, K
HiF B A — A REPLE AT BNAE KGC B =R . R
BHYBEA MR, AP RRBARA SR . ET 0, BT
AR R R T EH R — R CT ME SR K
7, B EH B KGC ER MR B Bt . B, A 303
BT ARG B 2 X, BISIAT RGO
IR, MG T SR 14 )3 BB R B BUA BE
WBULETGE, A T A EREMERERE . ZEX BT S
2, B fa i T e B R R

2 MEPMRRAW T REX

A5 [ S MR Ah B B B S, R R MR RE LA
FEHMBE G OE RN FHMREG RN RE
X, Bk AMB REASEE.

TE N 1050 (35 48 M TR 4 0 Br 37, Key Compromise Imper-
sonation, KC)  HF4IMIREEM B B — M EMEmHN B E,
B A MKBIRAIRZ G, & Lm A 8RB,

LRENEBTEE A NKBAHNBR, £ %0
PKIKH TRIWEFTE, HE BC P, RHEEAPR
M KGC WS, |ZERAT, BT 013,141, HEE A8
IBC fhsl P A KGCRIAR P M SIS

FFEF B ARREEEGTE (60473057,60973105) , B A MW & B & HHSHIS R (2007

B 4£(1980—) .4, B4, TEBFF N A & UL TTIE B % 4 3818, E-mail ; hguo. xyz@163. com; 3 MR(1981—), 4, {4, T BB
F I A FEBH G EREA63—), B, i+, 8B, CCF &R, TEMRF A AREELE BRB A7), L. 0+, B3, FEHTFNAFEL

Ee.
L] 78 L]



B ERE s R S TR A AP AR, B
XX R KCLBGER, B EBEREERB T -1
HREIFAE (I A RV da) . T A SRIFERE s iitlE . 7E3C
{14 P KGC A HF RANKR T HEA ERE s, 8
B ECH—REVIE. AT EME s i . HE KGC Wk
M (BB S 6 ID &G T EE W FEILE0 WA s, 3
R A SR, B, EXEDLFHRT EERLE
REAMMR , R E# B KGC ERGRIINER.

TEI LA FRAGH IR B0 AU R M A IR B
HHBEE.

TEX 2(E G M W B &5  Master-Key Compromise
Impersonation, MKCD)  # SR B FAEA AR 2 2K 81 T KGC
BIEREH W X KGC M =R Z /5 CRERGHA R
kAT AR — ek dn A £8 — stk B).

EX 3UERMFG MR T, Strengthen Key Com-
promise Impersonation, SKCI) LB RN 2 24K 8T
KGC By EFAH, W24 KGC M =R LR A HK IR
RZE - WHETLm ABRB.

5, — MO UGE AT 58 fRA S I R AR O B, ) —
FE BEHCHURL M I A O T i RS IR B

3 EFAHBL

EERFAEXRIPEE THAIETEHIEH D
It IBAK-1 B IBAK-2, Bt IBAK-1 A BEHLEER,
IBAK-2 £ T EHFLE MR, B4 14047 IBAK-2, #
JE & A REHRDT £ B AR M AR O Ak SR ) 2 4 i IR AR O T
7, MATEH AR RENEI . B BRI IBAK-2.

WG KRG HRERER p,H .G XG—~G B—1
AR R RS . TEE 3 B RGgY AP E
SRR R FHDR. RAF A f1 B #FEA AL IBAK-2
MR- M EHSIERH, RO T .

« RGBS B (Setup) . FABAAE B KGC H SEREHL
B3 MEMIC g,k t€GL R— M HENEB R o € Z,, RIG T
Ha=g€G. KCCH¥FELHAILSE params W EF H (g,
g1k t), ERHIEEN a.

« RO R B (Key-Gen), TEB B3R IDEZ, A
F A RK R Z 81, KGC B ARSI rp € Z, I8 HiX
HPRKBASE dp = Gphp ) » B hp = (ht7D )YV D
KGC #8{k o~ ID BX B MAEN S B DERFEEN mo.

SN ga=g1g Pa.gp=gig PB R gr=e(g,t). A
B MKBIRHD I A ra s ha) Blrp vhe) . BMUBATINT

A B
xERZ, YERZ,

Ta=T, IT,
Ta, =gt Ta, =gt ———>

Ti=T3 | Ty _
JIRD oy g Th g

Kap, =[e(Tp 1had + Kpa, =[e(Ty, hp) *

(Tg,)7a] - e(g,h)* ('I:{; )] - elg,h)?Y
KABZ =T1132 KBAZ ZTXZ
ska=H(A|B|Ta|Ts|Kap, |  skg=H(AIB|Ta|T5|Kga, |
Kas,) Km,)

B1 M IBAK-2

- BB YrBE(Key Agreement), A.B & 5645 HIFEHL
HEUERFAG 2, v€ Z,, HHHE MM KGR A9 Ta, =5
Ta, =gt B Ty, = gis Ty, = g¥. ZEMEZHBBEE Ta=
Ta, | Ta, M1 To="Tg | Ts, , IRE 1 IR,

WE T 5, A HTRIAERENT .

Kap, =e(Ts, sha) + (Tp,)a = e(g,h)*=e(g,R)*"
Kup, = Tg, =e(g, )™

[FI#EHy, B iH AL ERMHEMT

Kpa, =e(Ta, 1hg) « (T, )8 » e(g,h)> =e(g,h)=
Kps, =Tk, =e(g, )™

WATIBFT— KL, A #1 B I B IRAE T R ERE
Ki=Kap, =Kpa, & Ke =Kn, =Kus, s AT RS TEE
N sk=H(A|B|Ta|Ts | Ki | K2), H P H:{0,1}" —{0,1}
FE AR b R DEEANKE, B k=|sk|,

4 THHIY IBAK-2 Q354

SCHERC 14 TR FISCRR L 11 ] s U B 2R, T bR R &Y
THEBA T $hY IBAK-2 K& &1, AT RFE MEHE
SRR, TG KCI i AR MFRAREREH. TR
B I BCRBEHEDUSE 2 W@ XY RIVRA S M e i B it
4.1 ERSMREENEE

BT PR RESRIL E R M RO Tty

BRiF—PEEE CRBT ERHEFER P KR
R HIBANLECR IR , U C B e A 845 B 40T .

« ABBHLER— B R = € Z, FFTHEAE R I A
DNHATs =gt HTa,=gh. ZIGEHE Ta=Ta | Ta, % B.

« CEBHER Ta FHEVIER—IEM S 2 € 2,0 1HH
MR A To, —gi B Te, —gh. 2J5,CR% To=
Te, | Te, % A,

« WE Tc 5, A THE L2 A0 % (the shared secret) {1 F .

Kas, =e(Tc, vha) * (T, ) « e(g,h)* =elg,h)***

Kas, =T¢, =e(g,t)™

N EE:F Cfﬂiﬁa’[‘lﬂ TA1 :gll;:g(a—mB)'zz(gz)l_IDB C
HEHHE g°. C#t—SHREILERFENT .

Kea, =e(g™ h) e(g,h)*=e(g,h)*t*

Ka, =Th, =e(g, )=

—WBMUBTT G, C I B5 A lgss T
— 1Y sk=H(A|B|Ta | Tc [Kml |Kc42 )JZI]E Zﬁzﬁo

A C(B)
TERZ, CEB,.CEhECZ,

Ta=Ty I T,
Ta,=gg-Ta,=g¢ —

T=Ty T,
PR

Tc, =ghTc,=g%
Kap, =e(Tc, »ha) » (Tg,)"a + Kea, =e(g™sh) » e(@h)*
e(g,h)*
Kap, =T, Ker, =Th,
ska=H(A|B| Ta|Tc|Kas, | ske=H(A|B| Ta | Tc | Kea, |
Kas,) Kory)

B2 ERGIMREGRE

4.2 BEERMRAMEREARE
B RN BRI E RS R Tt BB A4 B
e 79 .



EX 3. BB AP RN AR . AT
45— PR Rl 2 R AL A T IR AR O B i

BiR—THEE CHRETHF A PR Ga b R
KGC #1 EFH « (B 7= 4 B P K 5L B 75 9 B L 30K it
.0 C B m A #F B, BEEAMT -

« A FEVLER— 15 B RAH = € Z, IR 3T BAR R I A
AP Ta —gh K Ta,=g7. ZJGK%E Ta=Ta |Ta, % B,

c CEBWHE Ta SFHEVLER— MG RER z € Z, 3T
BRNBER A T, =g8 R Tc,=gv. ZJE,CRE Te=
T 1T, % A,

« 3 T J5,A TS IL 5095 (the shared secret) IF .

KAB1 :e(Tc1 sha) * (T02 YA - e(g,sh)*
=e(gh ha) » (g5 « e(g,h)*

z* a—IDg)
=e(g,ht77a) “Pa

Kap, =T¢, =e(g, 0™

cHFCHE H

Th, =25 =g T = (g7 )« Dy
CEXItH . FIFABRRAG A, CH—PIHREHLE
WEWT

Kml =e(gh ha) » (TC2 YA . e(g”sh)

ce(g, )" A v e(g h)F

z+ (a—Dpg)
=e(g,ht™7a) « Dy

Ka, =T, =e(g,0)=
— KM BEEITE R, C RIHAEET B 5 A thEgskE T
— AN BRI RIEE sk, INE 3 FiR,
A C(B)
- T€RZ, CEB,.CHE2ERZ,

ce(g,t)® A » e(g, h)”

H Ta=Ty I Ty
TAi =gh TAZ =gr

Te=T; 1T

Tc, =gk Tc, =gt

KAB] =e(,Tc1 i’.h/‘) . (TCZ A e Km] :e(TC1 yha) (Tc2 )7A

(g,h)* ce(g™h)
K‘.‘wz:Téz“_ ; Kea, :Tf‘z
ska=HC(A|B|TalTc|Kas, | sks=H(A|B|TalTc|Kea, |

Kas,) Kea, )

B3 AR mE I

USRI IR L R SRR T E IR S B
KCI ot Rk B HERHERA L LR/, HTER
% NEPRE TIES T IBAK-2 22 , B i TBAK-2
R RE FRRARNE SR, B RS, RATR R
ISR B4 470 A 4 UL 037 i ok o 1 3 1 R T R AL T
Hr. B R R AR AT, RATA B AR B0 f

9 R SHE T2 2 W N AP L B R
BREEB SR 1P R ZEEER, MIE] corrupt #f(A]
B BRI B N 2 5 R ] 9 KB RL A ER RE R (]
KGC #8641, Bt ok [ e KGC ERGI MR AGI .
BREB, ZAEE R 2 R KGC MR, KRR A
(9. BNAE IBC 1, KGC 2 — A~ A {5 B AL 4 A A 38 & )
— A R NI BT P A A R A . BRI
HE AT RE N — AR TS A, RS AR
IURBLT KGC #9 EFAE], MR A1 8 £ 00 R R

o 80 o

W R SR . U WA B RE, CiR(14 138
H A48 B PR R BRI IR ) BB HAE . e PR A Y
BUWATLVE &, W2 58 Z BB E A SR AGE, BRI
HELEEEANANBRE TUEX BFABATFRRAA
MAE A g, 55BMAEHFATHN BREE L T2
M, TR E G LA A CEANARFE -2 M
FIMSERE, ANTTRZES A B —MEEMNSEEA.
4.3 HIMBUER SR

EFHB DU, HHWBER. S E5EREE
MEBRERRESR. BB ZEXNEEE, §EMHSH
TRIE., FRIEES, NHEREANSERE. Wt/E M
WA 4 iR .

PGB ITERE A TR RANSIERE R

Kap, =e(Tp yha) « (Tg,)'A » e(g. h)*=e(g,h)*™

Kas, =Th, =e(g )™

e, B HEBERANLSERE R

Ku, =e(Ta, she) « (Ta) V'8 » e(g, ) =e(g, W)™+

Kga :Hz =e(g, )™

A B
TERZ, YERZy
Ta, =gb-Ta, =gt T, =g4 Ts,=gr

T, =Siga, (&%)

2

Ta, =Sigua, (gg)

Ta=Ty | Ty | Ty
T=Ty Ty I T
RE T, FELUHE
KA)B1 =e(T31 Jha) (TB2 YA e

RilE T, £
KBA1 =e(TA1 yhe) o (TA2 )'B

(g.h)* ce(g,h)”
K, =T, Ke, =T,
ska=HCA|IB|Ta|Tp|Kag, |  sks=H(A|B|Ta|Ts|Kga, |
Kas,) Kas,)

B4 BatEaig

THEMT AR,

« BMEYE4 (Known Key Security), B THRA&™4E
HEEHLERFER S Y SEFROIEERH =z, y X, B
HEBMIUSEEZEXENETSERANREZE K
HELERECREBHSEFARLERESEESA.

« KGC §i M] %2 2 (Perfect Forward Security, KGC-FS),
B TS 5E K BARER UK T KGC i ERH,
Hlt KCCHimEZ LU A HABREEZMEELME, THRE
SHEER, HEEE KCGCRHmMELE., HXHHEKE KGC
B ERH, WA SHITE e(g ) Hel(g, b , ATTATHE &
FHENE R (g, D™, BRHEAEITEE -1
i g  BHNRYE g, g Mgt HHILERE o7 MG
E 8 & ¥ Diffie Hellman ( Computational Diffie Hellman,
CDHDXEIRRE, f AT H 3K18 A 1 B Z A A B &5 H
£,

« 5ZERIH %4 (Perfect Forward Security, PFS), %%
MHIBEHF KRR, dead B & 7 LIHE S
RENE— IR ARG ENEITERBE 1R &7,
HAREE gr.gr Mgt HEXEMER a7 BEH G, LW



CDH XA, fT LU TR P A fl B Z R E &35 E
#H.

~o 3R B 5 4 M U 45 40 B sk (Strengthen Key Compro-
mise Impersonation resilience), RiF W 7 FH KB T KGC H
FRHM A MR, WK EEREBCHRAME-THR
DNEBELHRRE AR, AT AARRENEREN B, B
WHRIA B Q505 BHATRUE, —H A RUERB,A L EIE
HAABRB 5 HCHRITH Bk A BURHML . A8
HECARBBERAB H5ABUHENTEME, HEX 1. EX
2 KB 33 A, R BRI SR A B IR A O B, U
— & REAEHL AN IR L Tk A =R I IR AR A T s .

#EE FXHBELFETREHNFHBEBNUES,
A EZEARBMET SHNEADE LB, R
BB, B R A R B AR AT TV 3,
BRS57 T E5 AR ZIEITHEMCR SEHEHT FFA4A
MR BE SR MIEEA S . ZE9W T FE
Do IR R XTI EAT T 8t . BT T Bk S Bl
MR,

2 % Xk

[1] Shamir A. Identity-based cryptosystems and signature schemes
[C] // Advances in Cryptology- Crypto’ 84. Springer, Heidel-
berg, 1984, LNCS 196:47-53

[2] Boneh D, Franklin M. Identity based encryption from the Weil
pairing[ C] // Advances in Cryptology-Crypto’ 2001. Springer,
Heidelberg, 2001, LNCS 2139,213-229

[3] Smart N P. An identity based authenticated key agreement pro-
tocol based on the Weil pairing[ J]. Electro, Lett. ,2002,38;630-
632

(4] Joux A. A one-round protocol for tripartite Diffie- Hellman[ C] //
Algorithmic Number Theory Symposium-ANTS-IV. Springer,

(5]

(6]

(7]

(8]

(9]

[10]

[11]

f1z]

[13]

(14]

{15]

Heidelberg, 2000, LNCS 1838:385-394

Shim K. Efficient ID-based authenticated key agreement proto-
col based on the Weil pairing[ J7. Electron Lett, 2003, 39: 653-
654

Chen L, Kudla C. Identity based authenticated key agreement
from pairings[ C] // IEEE Computer Security Foundations Work-
shop. 2003:219-233

Ryu E, Yoon E, Yoo K. An efficient ID-based authenticated key
agreement protocol from pairings[ C] // Networking 2004, Sprin-
ger, Heidelberg, 2004, LNCS 3042.1458-1463

McCullagh N, Barreto P S L M. A new two-party identitybased
authenticated key agreement[ C] // Topics in Cryptology-CT-
RSA 2005. Springer, Heidelberg, 2005, LNCS 3376 .262-274
Choie Y, Jeong E, Lee E. Efficient identity-based authenticated
key agreement protocol from pairings[ ]J]. Appl. Math. Comput,
2005,162.:179-188

ChowSSM, ChooK-KR. Strongly- secure identity - based key a-
greement and anonymous extention[ C] // ISC 2007. Springer,
Heidelberg, 2007, LNCS 4779 203-220

Chen L,Cheng Z,Smart N P. Identity-based key agreement po-
tocols from pairings[J]. International Journal Information Secu-
rity,2007,6:213-241

Zhu R W, Yang Guomin, Wong Duncan S. An efficient identity-
based key exchange protocol with KGS forward secrecy for low-
power devices Source[ J]. Theoretical Computer Science, 2007,
378(2):198-207

Gentry C. Practical identity based encryption without random
oracles[ C] // Proceedings of the EUROCRYPT’ 06. Springer
Verlag, Berlin, 2006 , LNCS 4004 ; 445-464
FEE. G285 . ERE. REEEA T HER 28 5 6 E e
SR (], SHEYLEIR, 2007,30(10) . 1842-1852

Boyd C,Mathuria A. Protocols for Authentication and a Key Es-

tablishment[ M. Berlin; Springer Verlag, 2003

(E#% 70 7O

[2] Guvenc I, Arslan H. On the Modulation Options for UWB Sys-
tems[ C]// Boston. IEEE Mil. Commun. Conf. 2003, 2:892-897

[3] Gong Yun-rui, He Di, He Chen, et al. Efficient Modulation on
the Performance of Coherent Receivers for Pseudo-chaotic TH-
UWB System{ C] //Macao. IEEE Asia Pacific Conf. on Circ. and
Syst. 2008:1094-1097

[4] Weisenhom M, Hirt W. Robust Noncoherent Receiver Exploi-
ting UWB Channel Properties[ C]// Kyoto. IEEE UWB Systems
Joint with Conf. on UWB Syst. and Technol. Joint UWBST &
IWUWRBS,. Intl. Workshop. 2004.156-160

[5] Yang Liu-qing, Giannakis G B, Swami A. Noncoherent Ultra-
Wideband(De) Modulation[ ] ]. IEEE Transactions on Communi-
cations, 2007,55(4) : 810-819

[6] Goeckel D L,Mehiman J,Burkhart J. A Class of Ultra Wideband
(UWB) Systems with Simple Receivers[ C] // Orlando. IEEE

[7]

(8]

[9]

{10]

[11]

Mil. Commun. Conf, 2007,10;1-7

Godara B, Blamon G, Fabre A. UWB: A New Efficient Pulse
Shape and its Corresponding Simple Transceiver[ C] // Siena.
IEEE 2nd Intl. Symposium on Wireless Commun, Syst. 2005,9;
365-369

Zaman A A, Islam N. Modulation Schemes and Pulse Shaping in
Ultra-wideband[ C] // Huntsville. IEEE Southeastcon. 2008, 4:
142-146

Win M, Scholtz R A. Impulse Radio; How It Works [J]. IEEE
Commun, Letters,1998,2:36-38

ZhangL, Wang S, Deng T P, etal. A Novel Demodulation Method
based on Zero-Crossing Detection for UWB Signal Reception[ C]
// Beijing. WiCom “09. 5th Intl. Conf. on Wireless Comm, Net-
works Sec, Networking and Mobile Computing. 2009,9:1-4
Foerster J. Channel modelling sub-commitee report final[R].

IEEE P802. 15-02/368r5-SG3a. 2002

0810



