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Abstract  On the basis of author’s previous research works, this paper integrates Immune Algorithm (IA) consisting of
vaccine operatorsmutation operator and other operators with Negative Selection Algorithm (NSA), called IA-NSA algo-
rithm, to perform evolution of detector population, whose purposes are to quicken the process of affinity maturation and
improve the efficiency of network intrusion detection, The algorithms of vaccine operator and adaptive extracting vac-
cines were given in detail. A novel network intrusion detection model and its algorithm based on IA-NSA were presented
to establish anomaly detection. The network intrusion detection experiments based on IA-NSA algorithm and Clonal Se-
lection Algorithm (CSA) were designed respectively, the experimental results show that the IA-NSA algorithm consis-
ting of vaccine operator quickens the affinity maturation process of detector population and stably increases the detection
rate along with increasing evolutionary generation, But in CSA-NSA algorithm, the affinity maturation process of detec-
tor population takes more time, the detection rate has a little degradation and maintains invariant for a long time.
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FRF KR EH P R A TG 28 (Pre-detectors) ; JFH £
BIREE NSA KA BA BRI REREE.

TERTF AT % &5 (Artificial Immune System, AIS) B3

R4 AR RIS, Kim B STER7E T4R 45 T R0 85 FhBE Y 3

B —— R R (CSAMT H7E Wk W 28 7
BERIHMENL SRS, A T = A TR LA . Bl
ﬁﬂﬂﬁ?ﬁﬁ?ﬁ%\ﬁﬁ(ﬁmﬂﬁ)%ﬂﬁF%ﬁﬁ@ﬂ$(T\rue
Positive, TP)EHARRT% . 5B—77 T , B SE PR A G &
A~ EAMN BT S WAL E BB, RN AR
R I BT, — Lo e 30 SR A BRI AR AR RS B F 8 R
YERL B X BT E R MR RN A RKEAB
e,

B SCERI 78 s T~ E BT AIS R % A 2K
BRI, ORI R T NSA,CSA S5 B F (Vaccine op-
erator) , RF 47 BHPFR BRI, AU RAEX
BI7TIMER EIRAERE T ERETRACEFHMN
SR B B (Immune Algorithm, IAY R T A T HEH R A
BRI R, SRR U R A 9 SR U BB R
(TP LI B (False Positive, FP) R W, 3558 11 236
H5HET CSA-NSA H 4 Kim B4 AR KM AGHT
.

1 BEETF

T B F R ol B PR R S B P B M SR VR R A
H A (vaccine) 48 X B R 4% (Bl B 17 ELAE 47 Jg AP R
BB RBEANFEER . EHWIER LRSS R BN
EAFTHEENE L,

AIGE XIEH 0= 1182008 FoH 21080500 80 BH
BEEHERE, m AHRFEEWERRKE., EH A LURHEL
ARG E RN AE R R, 2 A 2
.

L1 MG

WP EEE D=(D|i=1,2,,n, D =dy,dy, ",
dn b FotB n MBS FBERI KN, D IR BEANK, 4 ds s
o ydn HEBANEREER, m HHBEEN MR EEKE.

&k Di A% e AR ISR BER D M55 ¢ R 2E 1K,
P, AR as M EERER V(D , g ) RAEER g BK
Dy L% A,

EX VEMEE) HEE—EE P, B D, HELE
H AL (locus) ERIFEE, FEHER N MEURAWERELEE
EHRFEMS, XTHMasME D Bl w v MERIERT R R I
T
vaccination(D4 ,v) :

if Py==true {

j=random(m); D=V (Dj,g;);}

random(m)FARTZE 1, m ZAEINEE-PMNEBE,
HERTEMEHPME.

Xt kAR U A FPBE D BEATHERPAE H R IR L) B BEHL M
B no =nB A MEABREEH o E B IR D, Zad Bl
ﬁﬂ_——\.%:

Fori=1 tong {

Randomly select a detector Dj from Dy
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Di'=D;"+{Vaccination(D§ ) };}

L2 fEikiF

RELEBCERTSR:. - S RAERE. SRR
Bk R, BB RN R T R W N AT RN A,
SRR TR G MRS AR AR, A
SCARFHEE P ARRL A AR, B BEA G R . SRR AW
THRTRRMT
Immune inspection ( )
Dji’=vaccination(Dj,2) ;
// f is function of evaluating affinity
If FIDH<<FDL)s

Di’=Dj;

Dy'=D,"+{Di’};//enter into temporary population

B %% immune selection( ) ERIBREMEEE T, W
B KRR RN R, O PSR FR RS, L TR A
WG, NG BT F B o e B — MR AT —URhBE .

2 REMEM

HEABRMGUE A, B T LRI D AR BT, AR I
RARBEHRFIERERAR, X B EEETHROHERSE.
WAl AR B A, BER RS . |
B D={(Dili=1,,n} & k UG TR TR, n BFB KD
REHEEEH v RR, Dy R b AAFRE B 25T R
R m BRAREHNERKE, f REMAERRH.
WEH BN RBRAERATENIEER.
extracting-vaccine ( )
for i=1 to n //find the optimal individual

If F(Di) > f (Dgtimat) Dptimat = Dj 4
//decompose the optimal individual and get vaccine
for j=1 to m do v==v+ Dgrimal (j);

return v

3 MekRBUBHFHTEEAET

RREEASCPEE LW 2 W R E T AL AT ARE
Pl R AE

selection
with ration 8 vaccination
Dy ———5D, (i ————D," (n®) U Ds
immune
inspection

immune
selection

Dy
Mk ARMBRBITREETHOEETHE 1 PR
BERR,
Stepl v==extracting-vaccine() ;
Step2 randomly selection ng detectors from D with ratio 8, get tem-
porary population Dy (n8);
Step3 for j=1tonf {
select a detector D from D (nB);
Di’ = vaccination(Dj ,v) ;
immune inspection() ;
Dy’ (n® =Dy (n®+1{D¥’} 3}
Stept Dy'=Dy' @ U Di;
//perform selection operator

Step5 Di+1=selection(D;").
A1 3 e RSB OEEEFRIE



4 FWEWB[MBNRREE

MM ESHBPATHREEE(IDERERET VKW

BEFMEEEF ARl 2 iR,

Stepl create initial detector population D by gene expression or re-
combination*J ;

Step2 if satisfying termination criterion (e. g. requirement of detec-
tion rate) or maximum evolutionary generation, then algo-
rithm ends, otherwise continues;

Step3 v=extracting-vaccine( );

Stepd D’ =mutation(Dy);

Steps  D,”=vaccine_operator(D;’sv);

Step6  Dp+1 =Selection(Ds")

Step? perform next network intrusion detection;

Step8  go to step2.
B2 RIS BEITHEEERJA

EE 2 WEEESRD RAFREYEF XER A ESR
BREGLHFHARNEM DB FTERELBREF (hypermu-
tation) L HA .

5 RBREZINMAREREEINENLANERER
;|

R E B b R A RSB A TS 8 &)
BB (self profile) FHITHL , B LA B FH NSA X4 @) 2% - A i 47
R, MBRAR L 5 B B U AQ AR T 85 3R T DARE AR i B
(FP),

e TA F0 ATS i NSA S5, LB MG AR BB 15
WHE 3 B, XNE AR IA-NSA Bk, LR % NSA
e R AE S F AR 23 10 1 U8 2% , T VR 2 SR BE AL 42 BLAD
HRMESEA, XY Kim BT A TRENREAERR
BRI — .

Stepl create SELF Profile (it represents normal network traffics) ;

Step2 create initial detector population D;

Step3  if satisfying termination criterion (e. g. requirement of detec-
tion rate) or maximum evolutionary generation, then algo-
rithm ends,otherwise continues;

Stepd v=extracting-vaccine( );

Step5 Dy’ =mutation(D;) ;

Step6 D" =vaccine_operator(D';,v);

Step? Dy+1=_Selection(Dy");

Step8 perform negative selection algorithm for population Dy+1 un-

der a certain match rule r.

for =1 ton

for each s&€ SELF do

I match, (Di+15s5) =true remove Diyq from Dyt1s
Step9  perform next network intrusion detection;

Stepl0  go to step3.
3 REERSRERERKNERTA-NSA R

6 {FRXE

6.1 SCIGMIE
ST B £ [ KDDCUP1999 A {8 4 i #7442 081, i 4%
£ 10%FHE I 494021 MEAR, &7 4 KI(DoS, Probe,

U2R,R2L) 3t 22 PRI BB, B BE AR 396743 4~, IEH M
HEBIRREA 97278 4>, WA RWIREMEH KRS 10U F
£ ,3E 311029 A, WP EH 37 MBHRRE (A 15 Mtk
R R TEV G B 3 250436 M HEAR, BANES B IEE N
SBBAE 60593 MREAR,
6.2 SEIBR

AXHFHREEL A 5RERHEREL NSANEEHN
TA-NSA & ¥:, Kim # &80 thy) CSA 5 NSA pI & &8 H
CSA-NSAH®, ALRAIMEMRUSEHETH IA-
NSA BERAEET AT RENME AR HER, S5
B R ) R0 ) LB R R L R AR 0, A 5
%A R 5 CSA-NSA Biki#T L,
6.3 XWTRBEEE
6.3.1 An4b4bm) BAPELES £ R

BRI OORBRE R R WA R R A R A
SR ARG LA R A T i, R AR T Sk (4 1482 W 0 S8R R R
SREE h B AU SO MR AR B R B B R R, A A
BRl 2k A 5L ) B 4 A ) R ) RS FR R, PR /N 200,
6.3.2 AR BAEHD

KDDCUP1999 AR EEE S G MR SR 41 M
fiE (feature) , A LL4FAF (R E L 40T, B L BB BURE. it
AT, AR SO P g R D, TR T 7 B XA A K ) 28
BRI ESARE A TR HUL . B ELE 2R A Naive Scal-
er BEP BRI NEASHE 41 DRE K MESE
H B L=104bits,
6.3.3 EE&HH

R AR R 89 SRR L R R BE HEAT B
HRE FHPIUCAL PR %Y. 4= 3O3R FH B 8 r-contiguous bits FCHD
F I T10T  Shy DG Fi oR

match, (Ab,Ag) =

el
{ success, k1< k<ll—r+1, Ok Ab. gn.=Ag. gn

failure, otherwise
Hep Ab Rl (R , Ag BRI, g ‘RRFE m 15
B, 1 e H PR R ZE H NG - RICE R HEAREERR
T SEUC PR A HARRER, T 3R SR DU BT AR B (BB i R
BADK . AP RERRRE =12,
6.3.4 #HMBMRFRNHES &

AP R AWM THERBT MR OITE. HENRE
A R EEDLINE asize MHBEBURE A, R)5 3R 38 0
BPHENINED 5A PRI Ag #TIRAIF T
B /5 FVCER R RS R 5 BB IR BB i H BIE R iz T 2%
Mk DF BIZEFT.
for i=1 to asize {

Randomly select Ag; from abnormal;
A=A+{ Agi};}
for each ¥ in detector population D {
match_count=0;
For i=1 to asize {
i match, (D', Ag;)=true
match_count==match_count+1;}
D, affinity=match_count/asize;
}
+ 241 -



HA, D af finity RAaiE8 ME R E RS, match, () RTE
F—UCEEN » F B9 VS BL R 3, match_count f2 PRI AE
B, TRPEEHNE G SRR AE RPN asize=200,
6.3.5 EFAF ABLT K E B G L)

ERRABIEAR, EREE P.=0.6. BHEEFX
FARHERE FARALTREEFRER , XRTRE
RIS FBERIERENE . WA G=100, BEREE LH o=
0.8.

6.3.6 ABEGFLETHALLAMRE

HTH IA-NSA B 5 CSA-NSA HHEME AR
HEMEREHT LR, FEME - BEEH T REREERE
S, AMHAREE CSAP, FXSERBINT . RNk
BREFIRER L ICREEZER L. €300, RN
ik 20 GBI BB LA EE SRS BT CSA B9%,
FEF A AR I 3% P R R 20 %0 B AL R AU B AR I 5 Fh B
R SR AR AT IR I 28 . o R AL 5 0 0 2% ) 355 R ) B IE
e, FRE LB Mc=5,

6.4 TRERESIH
6.4.1 B I IA-NSA #= CSA-NSA 30 B#+8 % F=
N ¥ %Hh

LRLER 1 RAEMBER/N POPSize=200, % MK P, =
0. 6, HFIZHIBEE 5—=0. 8, ILECBMH =12, L R H Mc=5,
VBB ARFPRE LL A bestM=0. 2 BB BLT , X FETRE B 0 2 16 0
BSFREE S HIERAT IA-NSA B3 1 CSA-NSA B GHERE G
=100) , FhBE YR A0 ) LB 12 B A AR B L AN ) 4 AR S BT
R

W LA R, 7E JA-NSA Bk, 2kl 28R Bt
HALFUEE 50 FART, A I BE AR BE AR 45 AT B MR A E AL
FIMERE 1. AL 100 1RET, R BE A 85 MG g8
R ER WD) 1. 78 CSA-NSA Bk, X1 T 25 Fh B ik
AR 50 FUBT , KRS A B E R B R 0. 90, T 24 33k L 3
100 ACHS , Ry 23 A BRI S Bk 0. 98, "L, BRI
R 2S FE A R B BB R R — B, IA-NSA B
BEEf—ab,

1 CSA-NSA B ERBRIBP, REMATET
RN KN LB R = B AL AR R, (E AR A
RAE—FEOEELG TR RS0, BF —ENE
BT XM TE. B, CSA-NSA B TE
BTRBE T, WS A B R S, w7 BN 5
AR 5%

IANSABYH FHEATEMESRE T, 2B ERIE
AT HOEAT , A LA B K B T S B e A Ay, B
PRI R T A N RS bR B, SO BB T SRS LR
AR — B E R AN T BE T M RAMER,

»

3 SRR T LR r
™ h S, e s

FH H(atlinity)

BES3I33BRERRERERE

F e fr(affinity)
BESSS5SRRERREEEEEES

&

IS
.

spehite
A

an

£ g 0 50 100 156
M B(detectors) 4 M B(detectors)

B4 IANSAREIGRSFR 5 CSA-NSA H k3 Kim 3

BEMIBRALRNE MREENHRBAIEN
1 -0
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6.4.2 TA-NSA Fo CSA-NSA Hikeiim R fo g 4 £

{8 F TA-NSA B g%t AR R4 1780 BT 8 Bl 89
K 3 (TP FI g (FPY IR 6 s,

18 A CSA-NSA B vkt A 2R i 48 4617 K I B 18 3
R IR (TP MR SR (FP IE 7 fiw.

g 105

‘é 14 3 oo |
i
g £
06
i £ o=
< oz N 045 —o-TRAN A
; = 035 =3
o 00— o o ® T 100

X 40 60 2 40 L 80
HAL A B (Generations) # AL R (Generations)

B6 M IANSAFERTE B 7 A CSA-NSABERITE
82w TP f1 FP BB TP F1 FP

B 6 FIE 7 ATLIE N, Tt R IANSA KGR
CSA-NSA B, T ABR MY R AR R WEREE(EP),
XA A Ay 3 b A R R R I8 4 it 32 8 (Tolerization Peri-
od) 3% B {H (Activation Threshold) ., 4 iy # (Life Span) %
HudHl, Xt T -4 TR EE,

FSCAE 6 BTLAE ) FER IS FRRE 1~100 Ryt
B, IA-NSA BRI R SATRRE EF#B%, flnfES
69 fUkE 80. 5106, 765 84 iR 99. 76 %%, MG RRELE—1
B ERRA, W 7 FH) CSA-NSA B BT AR BT,
LA AL 4 At WA R KA KK, X3
94.79%. AN 33 ALK KMEALLE T —EBREHE
1k, SR B Al R 7E— P LB R RS,

GRIE AHEHATHIANSAE RS CSA-NSAE
B4 BUTEAT P45 AR A A IS R 28 ) 35 R0 11 BBV
AERE , JA-NSA B BA WEGE Bt A SRS R R
HHABAE. MABKRHMEUNEMBERAZTERE, A
NSA B HEE AR BRI, KRR 2 Gk L FAEE,
M CSA-NSA BIEfER B #E ALt 82 oh, AR U 2 B T 8D
BB MBCE M B AR AR . BN WHERRERE
REERWENRNE BRNAEERENEER, TN
ZHPF 3% I 2% 5 T 5 89 (Tolerization Period) , ¥ 7% B &
(Activation Threshold) , 4= 4 (Life Span) LA R EHLH 3
SCHREERMYEMR.
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MRSk 3t El 2/ F T, MUt 8 i Sk N ALk %
B8, AT HE T E BB L B9 R PR O SE B, Bk 4
W, HFWHATHWIRZ KT T8 ARE 2,

OV B EL p=Son (pmedia+b) , F LI KIEFF
W meount= 50000, WELE 1 R B 0 50 RIGHR LA
L WBERS|ER MEBEA N0, BRRASE p T
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Peer AT ),

(B)FR U sil By AR T 5 i ) A4, N BB RO SR K 45
BOCHREPOBR R LB,

5 XWHR

N TRIE EARRREA R, KA T AFER LK R
B, 655 MTV.RER. T & BT RS [ 2K R i 08, A3 571
MILE LT W, B/ AR . RO IR
1 prsil.

F1 TRBEEE
HA o # KEFRABHX g
MTV 449 34
P 3525 85
I3 577 24
pdd 14862 71

EABG B SR 6 AT 1], ZE AN AR AL R i) 5 ]
R — Ak A R B SR BTN 1 TR

Bl REG e

Bk 14 168 Wi, B A E kR BUG R BWTE 3 W1, Bk
THBRE R B4 8k PR B 3 EE, RETT
R

e R BRE SRS LA —~ B FRiE 30 R (LRI R B2
kR B A B R AR H X BTN E 2 R,

B2 BB EEERB

HATTUE RGBS X 3 WU BT AR50, KX TH
BBk EBEANE, RHEEHER.

MU E BB ER A i LUR B, AE R Bir X RiE
SRR B, E R Xt B ARz SR F Bk AR 3 A
AEEHREA RO AR EE WA FE S E SRR
ST, M1 B H BEAE R

GWRIE  ASURW TR T O SHEHE R IR B BN R
REBUR Y, TR 7 E K S E R R LA E R R
PG R A G BB R R AR S SE, AR
RS AR TR LA AS B 8915 B 50 A LA R AR A3 9 R 2% BE, B S&E L
M AR HU B AR G ST, 7E — R PR R BRI b i b 34T
LR, LRI RS AR IAA RIFKN -2k, i
BT IR R R R S BRI e s, HRA RIFIE
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