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Abstract

model stability. First, the most optimal feature set was extracted by using fast correlation based filter(FCBF) ,and then

A novel P2P traffic identification method based on decision tree ensemble was proposed for improving the

the decision model based on five sub-classifier formed by Bagging was developed by the principle of the majority.
Through test result comparison based on the open data set in the two distinct experiment scheme among the proposed
model, naive bayes and naive bayes based on kernel density estimation, it shows the proposed model owns a better sta-

bility, the high classification accuracy and P2P traffic identification accuracy and gives the explanation about this phe-

nomenorn.

Keywords Traffic identification, Ensemble learning, Decision tree,Bayes classification, Stability

1 5|87

P25 U B AR AR FRLE AR P 4% | BEBR AT . QoS
B RREERAFEA TAEENEXL. BT P2P AR
TN T SO SLE R AR A B i IR VOIP 507 T, BUA M
SR FEEFRZ— BHEIHRE SFERER 1004
FUL BN EERME RERAT, CLTERMBERNMNE
k55, Bt P2P F B IRBI R AR R

B ERMIR S EE R & T 0 RS Sen F
KA gsh W B O =, BT i 0 R B YA R ATR 3 R
P2P AR ERGHTREIRG . BAFEKRSZ CEIHR
i P T e S B9 B X B B T PR B P2P R AT

[ HEA.2010-12-26 3846 H I .2011-03-03

W& 5447, BUS B aoiR §la . B45 P2P N R Aus O
BAR HTTP % B2 R S0 50 o B W ot g, 1) B 9 4% o ok
BOR b hE S BB AR, A8 2 T o DRI A O 25 IR IR 4
=,

%F P2P A H B AR YA URRAE, Sen 1 @ 5E 4
REEARKN T, BEAMR S FFRITH P2P REHSS,
AL R 5 M M RIRENRREENTF 5% . Moore
LU PR B T TR 5 B B BREA . SR A 9 RRIRBIR R
HENETHARERBFIMER, THRERHEE 10 HER

W4 AR5 - BA BF B0 IRFING BE , [R] B e R 0 BE 0 &2 2 vt
BETHEHR., Satoshi F OB I REBFREN AT E. &4
MR RASFIE RS AR RS Winny RERE. HEB30NE

AZER A RBFES (609731400, VT H4 HRES (BK2009425) , TLIAE B H AR P2

BB SR E (08KJB520005) , TLHR A7 KA Fe T B , ZM TR KR FRH FHESTH (2008YQU41 B,
F=RA978—), B, W2, #00, T ER R H A RIR A BN , E-mail, aqlsm@163. com; FhEE (1964 —), B @+ BB W+H4ES

W, EEBRA T [ MR X HHE
L] 26 L



FIAMHAERETHIURHE R ERALBRE AR
.

Karagiannis 25177 82 i B 45 5 &80 . (1D TCP/UDP g &
K& — IP X Z [ FErAE7E TCP/UDP thHil, Wiix IP % 18] K&
T4 %0 83E P2P RS, HAb W B P2P Hi &
(2){IP, Port} Jjg KR . &35 (1P, Port} SR A ) IP $FA B3
Oz /N FreE BIE, Wiz &ERER P2P A, ZFEE
PETF P2P MR IR, BA & KRB, F et
kM P2P MERALHGESN. B TEAMEESR, PR
BISEE s e {788 B TR IR S 3 Ktttk
BYJE AN BFHE P2P A& % 0 M BEVLHD BT AR
EREHEAE BT R AR FTP SdlH . skt s iR
NEEELR P RABMEFHEE, Karagiannis 2012 &
FEPATE RN E I E 1 (BLINC. Blind Classification) ,
BEMHLSE BN 3 MNEER B EHT A,
LI FE R, BLINC Bk BT 95 % MG B, (B b T
RUEE Ny B 2 USRI SERHPE SR

HET P2P MR SUR M s B2 A2 H X
P2P HBHITIRAI. 2005 4 Zuev &1 ¥R 38 H B THE R4
RUAYFN I DL 0 B, BRI R 3k 67 %0, OT IR E SR B 4
A S7 0 AT R o0 A, (X B R LR E . bR b
Moore &R AR T BE AR 3 it 38 FCBF BiEU REUR
B E A B A TS 4 RO s, (R RIS R B &
BE ., 2007 4E Moore Z iy = B M rt Br# 2 48 1 45
¥, R R/ NS PSR S s, SRR B R, B R R RA
JR BB 4t . M 4 G5 E BRI 2 A B E s B R B AR TR
IME; B FE IR, SCER(14, 1514 FIR R SR AR B R
MR EBASTREIRGIFR . {16 RAS %I
BYUER, RRIH BT HREIRGIE S, REMER L
FMBIATERZARAMRAMBELHER LR 3 X
BRI B RIRIEE .

SR B R A RN B, B E R R . A
FREFHIRFEIN PP REBERFI TG, A LRETH -1
SAPABBRFAH TR, HEAR R RAFRE EEY
REWHRER, FUAXEREHERERM L HEEBF
G, B HE T R R SR SR R R BT SR AL,
P2P Wi BiRH. it 7E /A FF B Moore 338 5 £ K LB 447
EH R EAERFRE, RIS RAEHERE. A2
PABEREIEAES;E 3 HNABETRERTRKELN
BRI A TAALRGE BERAS,

2 KEEIEFHR

Valiant 32 2 5 M) @17 5, EHL 285 3 40, R BF
2 #E3 H1 F PAC(probably approximately correct) 2 3 gL &I
HIBT9Y ., Kearns Fl Valiant 5| A8 0] 2 3 #1 §5 v] 2% 3 #F
AU FE B b Schapire 32 H 3 4 M55 S H . 7
Tovk B TR B3R A S Bk i, ] ROKE— A L BEHLAE U 5 19
BEIBERI BN RE B, F TS R X
—&5i, Thomas G. Dietterich M&E it it ERMER 3AHFH
TE A B2 S MR SRR R AT AT 92, SR A2 T FRER R M BLER
FIMARRAS. ERERENLBERRTHR S RS

ERFEIMASERET, ¥HAME R RHE Bagging
(Bootstrap Aggregating)?2 1 AdaBoost™® , Bagging B4
[ s BRI GRie s . AT R B A0 2 25 80 3 Y — A R R/
HEAHERNIESE, BEATNGEARNERFHRLE. Ada-
Boost £ 5 H§ Robert T. Schapire $#& H , 2: 7= B 48 2 *t - &Il
GREANIRES BT ERER N T . AT MIGEEER
BT AR BANE , SR I G 5E — N E AR 288 5 F R W
G, A BB IR M AR A E CERR S P R R IE
PR AL , SR fis B S e ALY BB I BR8P B A
SARB BEEZIBRENRBREFNESR. HRIETFS
KA HIAE T BE , A% UK F Bagging 75 1538 i 2 K BEVLERAE TR
BARNIIZRE.

3 ETRRWILXBHOEMEEILT

HFHEEI RN TRARE USRS E N
REEIEAR, T — M IR L e H R B £ RER, K
REEMEREEGNE. REtREENZIVISGEEN S
ARG T AR Sk — BN AR B A RFR AR, X
BBAE NS REERELUMB, B XERLCERBER R
RmEEREL.

3.1 FHEBHERE

PR BB TS SIS E R, B & BN
s GBI AR B it £ S0 06 A0 5 X 2 e A b B 1
BOEEITHET RIS . R SR EIOR T o 2R fT
EREIM R IR,

MR EEAE M TR R A g S, &
AHEF 22K,k C={C,CC, ). MBEEE SHFHE
FEAF HIE B (Entropy) 100 (1) FF R

I(S)=—§)1 piloge (p M
A, o BARNGHESESTBTE BMR., HF AR
BxgEE, BH o MR {a a0 sa ) MM ADE S
RGHR v NFESS: S HEF S, B S PREAREA
BN a; BRI, RS, 2TFES, FHC HEEK. B

BRI A RGN

EA)y= 3t t

i=1 $

I(Sljy"'ySnj) 2

T g A TR, X 4 T4
Sj 7%:

I(S1ijzj"'y5nj)=—§)1pij IOgZPij 3
Kb, p, FOR S, HEEARTHC, MHEE, MRE: A 0975 8
W35 (Gain(A)) :Gain(A) =I1(S) — E(A), BREHEHEE
B BRI S S R BITT . AT B R SAMRLIR 5 b
5, DL R 2R RS SR P RO

Ratio(S,A)=Gain(S,A)/Split(S,A) 4

itq“,Split(S,A)=—j§%J%log2 Il_SS,I_l

YIghd R bR BB, A UL T Bk
R KA. ABTEARRPIBYE, M ERERE, K
WAL BUS » AR B 5 SR BUE R, B 4 2K 0
.,
. 27 o



3.2 ETRERSIEBOERER

R A SR ER SR BT 2 MR m M a2
BRERFRECE2EBRBEBEESFEL. EREEY
BERBEANREHEMERE. ETREMERNKRER
FHRMAE 1R,

FRXE (1)

| EEEE DI
ES \%&}%5(4) ,

Bl ETHREMERNRERITER

IR RERFIRE, HE8THEBHRERS,
HRBNFOSMERERLBERBZAE S XEAEL
ERERNEL T, FRERNEE TREREER, B
AR O AL SR B SC RS Fi e . OB AL PREE R SR E 4T
RR A BB EH TR TR EHEA BB T — bk
Bdb, ErE b E R P BT R NG BIRE. SIREFNEE
S IR 2 TR R (Bootstrap Sampling) , g Rl 4 F
BARE PR 5 N ETIRERIYF4rRHE,

HTHRR  ALE O Ab R BRI, B R 1T 50E
AERRA 5 T R IITIRE , W R R BUR
B SR AT AR B S R TR R

4 ZXRHE

4.1 LWIRE

HofE F%t L FIBRE , 45 3CR A Moore BB . %R
£RH 3IANMHGFRHBILKRAAE 1000 ZR T, EidFRENT
FREM%&EE. FHREETRT 200348 A 20 H 0 B
I 24 /BTN ORI BTE Mg, WEREER,
B LSRR TCP Wl HifE 2 M 48 M A, 614 377526
AREFREAS , 432 10 Fh2ER, 3% 1 AP 8 T 5 A B0
£ HFTARBEEERN . R R X B4k 10 4
PR T4, BREARILE 249 TR, B5 — TR MR A2
RUBYE , PRANHAR AT 278 SCEk (241,

BRI EA R Weka3. 6. 2 P& . F 0 L HFIEK¥E
Witten HBEZEAET Java FRMFFE LS A FERE LK
SRR YRR DU SRR BSOS I B, A
PASEERAr 2 SRR B A0 FARE ST I S5 Th BE .

HRBER

#1 NAAA
L3 Bk m
WWW WWW
MAIL Imap, pop, smtp
BULK ftp
DB Postgres, sqlnet, oracle, ingres
SERV X11,dns, ident, Idap,ntp
P2P KaZaA, BitTorrent, Gnutella
ATT Internet worm and virus attack
MULT Windwos Media Player, Real
INT Ssh, klogin, rlogin, telnet
GAME Half-Life
4.2 ZERSH

FHEERERMERE, HTHEBXT A EFERET
ABYERTCR M, B AR SCR[131% SEH) Al FCBF 5
BB HEA T 10 AR HAEME R BB ASSIE S (|, BT i

L 28 L

FEREE S OE R, U RET 5 R AR

1€ 3 R4y JSRERL vp I it 17 73 28 (NB: Narve Bayes) & T
B R ALY DLt 4328 (NBK ; Naive Bayes using kernel den-
sity estimation) F1 4 i% % 3] 77 & (ELS: Ensemble Learning
Schema) ¥R N T REE ARt TR 1. E&E BIIGRER 5
PR, FIBE T (DSIOFE N G — 4, H B AR B4
IR 5 IR R O RIAR B AR AL, LME T30 Uk 4y 1R
RIREN. EBEMN 3 7 B R BT A B R HE
F;P2P RERHIEER; P2P BB IER, AR
A TE#A BT & B LB, R R BB AR BRI IR B — 1 B
BITEM 38 4R, B K S BB R A SN W . EIEZE (TPR, True
Positive Rate) 153 JRE A IE 6 FI W BT o 1 LU BME , BE 5 2 R
R RIS 25 5 A MR BT 3R . R iE % (FPR: False Posi-
tive Rate) #§ 43 3SR RUHE I v i RIS BU R s A Oy P2P R AT
W B R B/ Met B ERAER.

& XFAGE T B F 918 (med) FlR 2 (var), IR % 3
P BRI RR A AR E 1, Hob 2[R BRI
R,

medz-l—loi;lx[i]

| 1 (5

var=ml§l(x|:i]-med)2

M 2R BER T RESMERETE LWERET
WFT B4R E, M H NBK 7 ERERF L NB
5. NB B4R RN ER S 7E % R MEARIE AR B 0 7 20 2 19
MRS 44, B E LU R . EF R h e TR
B E—ERE DR T B AR, NERR R
HeSCBR[ 101287, NBK 7558 J8 PERFAE AR & B 43 75 i R ikt
FRIGED &z, BT LB F NB AR HEETF
PETEUSWRERER AEZERBE 2R HER.
BT e B R R T SRR SRS 1 e
BERIEIRE , £ NB #0 NBK 37 & v, #0 /2 18] 5 b A N R B 4
SRR ARREAR L LEPDRBLS R ER, HERA —EHk
Ptk BT R S 470868, EREE LRAMER
B MG TFR T RB I TREEANSHER, 24
BERB ERER . MRZE 8RB RV ERE,
AEBKMHEASM NBK K. WHEHASZRS X505
F4 (DS10) 7R E) A 4B B F 48 kBT W4 SR RY, HOHERR
PR, S AR AR R IR, X AR UE 3L 4 SRR BT ]
B

£2 FRIVERBECD

S H1E LES
ELS 95. 36 2. 65
NB 87.02 8.00
NBK 92, 47 5.70

F# 3 A EPIAHEHRE: TPR Ml FPR, X8R BE B R
By RIFE P2P B R IR IR IFIR . R EKE TRP H
FIMIE FPR {8, $EB7E A 23R XU 3R 3 w0, B OB BRI B 8
Bt Sk B XS AR B e B . R EIEA B A&
BT RMRTBIFIR,NBK Kz, F4FIBTHERESK
INFIFT & P2P e 4L, Horp P2P AR &5 LI/, BB
3 BERERADN . EXEPALE P2P BEARBEHFEN
AR, ZERR G P2P RS R, X IR B TR A



b ERVERNBES AT RN HELR. BEARYE
5 R B RB i B e SR IR AR
#3 PPRERNRE

7 E B "Z
ELS TPR 0. 336 0.052
FFR 0. 001 2.2E-6
NB TPR 0.042 0.012
FPR 0, 009 5. 1E-5
TPR 0. 059 0. 007
NBK FPR 0. 006 2.4E-5
F4 OPEEREY
TR _RHAY PIPHAK TR ERAK PPRAK
DS1 24863 339 DS6 19384 94
DS2 23801 94 DSs7 55835 116
DSs3 22932 100 DS8 55494 289
Ds4 22285 114 DS9 66248 249
DS5 21648 75 DS10 65036 624
L R SAEIE D T BT RN 5 B 285 A 8
BRI RERIRE L

LB S FMERY B I (R BURE » A% SCE T 2 SR ARG
WIETR 2. & BBIEFE LUIGER, £ HHEKH T -4
BER BRI R R IE Y SR MU IR SR TE R ] 1 4R35, &
5 FEURIEAR TR 2 PEUE, MREED TR 2 iz, 3
B o RA R LA I (R R o, B — R B A A L, 76— BR A [
EREEH NG, DR 5 PR LS HAERTR
REAEFHREHEMELE.

RE HR2EHE
R Hh iR #
ELS 97.76 1.05
NB 92. 27 12.12
NBK 95. 55 2.45

SHWIE AT T ETRFEMERT B IRFIER,
LWUEH R RAGBRFNREEMESRYE. IR
B, BH AR S K RBIRE, BRENFE T 'S, AT
EKBMERLHEBLRA—ENXR. BEERBEALZES,
RAMBEEFERREERIE LHMERER, MEL
BRI ES, BEFERRA TR BENNERE. £
B BRRAIFA T B, R T R AR E AL, K AR B2
EXREEN . KRR SCP R K, W00 350 63
BHHE T KBTI LN RY BEE LA TE
HIMEXRERT —BMAEL.

2 xR

[1] Cache logic. Peerto-Peer in 2005 [OL]. http://www. cachelo-
gic. com/home/pages/research/p2p2005. php, 2005

[2] Sen S, Wang J. Analyzing peer-to-peer traffic across large net-
works[ ], IEEE/ACM Trans on Networking,2004,12(2);219-
232

[3] %=%,FEEI, PR H. Internet H peer-to-peer fij i if B 1]
Y43 0]. BRI 2004, 26(5) . 55-60

[4] Sen S,Spatscheck O, Wang D, Accurate, Scalable In-Network I-
dentification of P2P Traffic Using Application Signatures[ C] /
Proceedings of the 13 international conference on WWW 2004.
New York, USA, 2004;512-521

[5] Moore A W,Papagiannaki K. Toward the accurate identification

of network applications{ C]/ PAM 2005. LNCS 3431. Heidel-
berg; Springer-Verlag, 2005, 41-54

[6] Satoshi O, Yoichi H, Matsuaki T, et al. a traffic identification
method and evaluations for a pure p2p application[ C] // PAM
2005, LNCS 3431. 2005:55-68

[7] Karagiannis T, Broido A, Faloutsos M, et al. transport layer i-
dentification of p2p traffic[C] / Proceedngs of the 4th ACM
SIGCOMM conference on Internet measurement. Taormina,
Sicily, Italy; ACM Press, 2004.121-134

(81 #RMS, B, k. Bt Mo P45 W R M5 2 IRBI k)], 3+
BB S KB, 2008,45(5) : 794-802

[9] Karagiannis T, Papagiannaki K, Faloutsos M. Blinc: Multilevel
Traffic Classification in the Dark[C]// ACM SIGCOMM., 2005 ;
229-240

{101 Zuev D,Moore A W, Traffic classification using a statistical ap-
proach[ C]// Dovrolis C,ed. Proc of the PAM 2005, LNCS 3431.
Heidelberg: Springer-Verlag, 2005 : 321-324

{11] Moore A W, Zuev D. Internet traffic classification using Baye-
sian analysis techniques[ C]// Proc of the 2005 ACM SIGMET-
RICS Int’1 Conf on Measurement and Modeling of Computer
Systems. Banff, 2005 ; 50-60

[12] Yu Lei, Liu Huan. Feature selection for high-dimensional data:
A fast correlation-based filter solution[ C] // Proc. of the 20th
International Conference on Machine Learning (ICML 2003).
2003

[13] Auld T, Moore A W, Gull S F. Bayesian Neural Networks for
Internet Traffic Classification[]]. IEEE Transactions on Neural
Networks, 2007,18(1) :223-239

(141 %08 4685 BT C4. 5 REWH R B HRF BT KHFER,
2009,20(10):2692-2704

[15] #RM8, X BK, hEk. BT X FFH B Internet B4R K
03], HEHBIS 5 R 8, 2009,46(3) :407-414

[16] PMEME, kKM, BT B4 L R m EHLE P2P M4 R IRFIE
R[J]. EFRREEEM, 2010,40(5) :1298-1302

[17] Valiant L G. A theory of learnable[ J]. Communication of the
ACM,1984,27(11),:1134-1142

[18] Kearns M, Valiant L G. Learning Boolean formulate or factoring
[R]. TR-1488, Cambridge, MA : Havard University Aiken Com-
putation Laboratory, 1988

[19] Kearns M, Valiant L G. Crytographic limitation on learning
Boolean formulae and finite automata[ C]// Proc. of the 215t An-
nual ACM Symp on Theory of Computing. New York; ACM,
1989.433-444

[20] Schapire R E. The strength of weak learnability[ J]. Machine
Learning,1990,5(2);197-227

[21] Dietterich T G. Ensemble learning. The Handbook of Brain Theo-
ry and Neural Networks(Second Edition)[ M]. Ensemble Meth-
ods in Machine Learning, In Multiple classier Systems, Cagliari,
Italy, 2000

[22] Breiman L. Bagging Predictors [J]. Machine learning, 1996, 24
(2):123-140

[23] Freund Y, Schapire R E. A Decision theoretic generalization of
on-line learning and an application to boosting[ JJ. Journal of
Computer and System Scienses,1997,55(1);119-139

[24] Moore A W, Zuev D, Crogan M. Discriminators for use in flow-
based classification[ R]. RR-05-13, London; Queen Mary Uni-
versity of London, 2005

. 20 o



