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Abstract The IEEE and IETF standardization bodies are working together to develop a framework for the communica-
tion protocols of the Internet of Things (IoT). The communication protocols can meet the important criteria of reliabili-
tyspower-efficiency and Internet connectivity. The IEEE defines the physical layer and medium access control (MAC)
layer standard such as IEEE802. 15. 4-2006,and IEEE802. 15. 4e is the latest MAC layer standards for the IoT. The
IETF defines the network layer and above standards, such as 6LoWPAN, RPL and CoAP, which can connect the re-
source constrained sensor nodes to the Internet. Network security is the fundamental of large-scale development of 10T,
SO it is necessary to design some secure and efficient mechanisms to protect the communication protocols. This paper re-
viewed the communication protocols in the IoT,then analyzed and discussed the latest research progress of secure tech-
nologies for them. Finally.it summerized and looked ahead some important directions of secure communication protocols
for IoT.
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Fig. 1 Security architecture for communication protocols in IoT
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Fig. 2 Communication between nodes in IEEE802. 15. 4e network
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Fig. 4 Procedure of message integrity authentication in sender
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