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Abstract High-security mobile office has put forward growing security requirements on information systems. In this
context, thin-client based solution exists. The solution takes the advantages of cloud storage,distributed terminal system
and centralized management,and provides better safeguard for users. Nowadays,the main technologies of thin client are
virtual desktop infrastructure (VDI) and Web-client,in which the former is the mainstream, while the latter has re-
ceived widespread attention with the development of Web-based operating system (Web OS). However, there are some
problems,including lower confidentiality and integrity in the existing Web OSes. Based on the abstract modeling of Web
OS, this paper proposed a hybrid model by mixing BLLP model and Biba model. In order to solve the collision of informa-
tion flow.a lattice structure was introduced. Since information flow model has no constraints on trusted subjects, the
principle of least privilege on trusted subject was promoted. To improve the flexibility and availability,a special trusted

subject was authorized to change the security level temporarily. Finally, the security and applicability were analyzed.
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PP I - NN 7t N P~ ek (i L B e il [ R AW
mF .

1. types fs="“Subject=SecurityLevel” // security level on subject
2. Lmin="“Object=>SccurityLevel”
3. Lmax="“Object=SecurityLevel”

4. Hierarchy=“(att X string,att,Object) env”

o

. record States= Subjects::“Subject set”
6. Objects:: “Object set”
7.CAT::"AccessTriple set”
8. AM::*AccessTriple set”
9.f siifs
10. L_min:{Lmin
11. I._max: : Lmax
12. Hier:: Hierarchy
IRIT MU LI 1 — #LIU 3 % A 3l A6 56 0 19 J7 1k 3
TR 2 5 — Bk .
I, B AR A S AR BRI TT 5, X AL 4 — B 6 BEAT o
F SR BTk, X015 B A BIR L8 & 1 5% 1 AR 48 A 2 000 5 47

HEFRES BB TE L. A A ), W7 EE AR A E
SCGRRAY R IETR M . BUE TR S 1 TR,

&% 1 Verifyprocess

Input: ¥IIHRA : — DN RGRETF I, ace_req: F Ui A)E R

output: M HT RGIRE , RG R BFRFFZ LIRS

Method :induction(initial state) : K & R 49 IR 75
auto(sub,obj,acc_req) : F 3 43 #1 i 72
semi-auto(sub,obj,acc_req) : 2 A B4 #7 1 #2

Subroutine:auto(sub,obj,acc_req)

semi-auto(sub,obj.acc_req)
Parameters:
BRI P B AL SR J2 M2 A g W SRR MR A AR AR
B U R RE S U R I )2 5
sub_i: & U5 ) 37 5K /9 F 1K
acc_req: AT 3R (1 17 ] 45 5
obj: Vi I % {
Method:
Stepl B induction(state_0) . B 5 B 4f 4R A5 75 i %2 4 11 5
yes:iR [ true;
no: k% = step 2;
Step2  HHIE LR G E AR
for theorem 1 to 6
R H auto(sub,obj,acc_req) , i %€ 7 0] 1 2R J2: 75 6 42 000
yes: S iE T — A FL 5
no: ¥%[fi] semi-auto process;
Step3  Assume cons: 25 —FCH , W AR 2 L R B true, Bk H R .
BRIE AICEESN T I Web 184 R G0 % 42 1A
RO L3 2 2 G ELAT A (7] B4 37 ) 92 o S S 2E . Bl S, AR
SCH ] 2 T Web OS 198 3 8 Z v, 0F 58 1 AL PERIEY BLP
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Vo AL AR T Web BAF R G800 H% Sl 8 2 i 224 4 SR AL 2R
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N 58 % P A AL Biba, I A 3 20 458 A8 7E S AU T B B v T
Web OS (% &k, 3 P A4 R 78 JB 5 1 J2 X (8 1Y, X fif 45
K EMAl A RER TR, A SCRH TR T ik dl &
X AR R R 7R R0 L, 3 BT AT DL TR T
{5 B AR, Biba ™A% (4 58 5 P R 0GB A 45 i1 B 32 7 el b
Tl AW L 1M Biba A5 AL ) JE A R &0 & 6 AR A X+
T AR G0 U DR (LR R 5, TR I AR SC7E X 48 T A
T, )5 . Sandhu (9 LBAC #5 % 3 4 % Bl (5 £k, A
HAVHE B m R LR R G D AR RIS N %
RIS . N T $ e A R 1w M A 596 e AR S
SUT — A FRER A5 AT 4K o, B T DUFE BE 20 2 1 F B0 AR 2 1A
P28 M R S8 A PR AR R

EFHOTEREBITARMRR T B L 2N — 1 R
Tk AR T IE A RAUE B ORNE E E  g rE. Bln fF
FE I M ) FL, B 2 R 06 2T Bk R B LA S B ) 2 500 1 R O
REN R I &8 S i R o R AT R ke iy TR, 2K
{17 BLP BiA!, WLBB %4 4 25 A5 7 7 J5L U L X ok &
BAT— Bl A RE kAR 7 A SR T AR B B 9 3h B i 4 o
I I
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