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Abstract The lattice encryption algorithm Kyber based on MLWE has the advantage of anti-quantum attack and high
encryption efficiency. However, the expansion rate of ciphertext is as high as about 1:25,which is just suitable for a few
scenes such as key encapsulation. In order to give an encryption algorithm that can be applied to common public key en-
cryption scenes,an improved MLWE based low expansion rate public key encryption algorithm was proposed in this pa-
per. A new encryption parameter d p was introduced into this algorithm to expand the plaintext space. By strict theoreti-
cal deduction and experiment,the influence of dp on the correctness of the encryption algorithm was analyzed,and the
encryption parameter was optimized to reduce the expansion rate of ciphertext. The improved algorithm will work in a
large finite field, which leads to low encryption efficiency. To avoid this situation, this paper proposed a polynomial mul-
tiplication method based on FFT in complex field by using floating point arithmetic. And the improved algorithm was
implemented in C+ +. Experimental results show that the new method is more efficient and the floating error is con-
trollable. Compared with Kyber,the ciphertext expansion rate is reduced from 1:25 to about 1:4, 25.
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