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Attack Detection Method for Electricity Information Collection System Based on Virtual Honeynet

CAO Kang-hua DONG Wei-wei WANG Jin-liang ZHOU Lin WANG Yong

(Shanghai University of Electric Power, College of Information and Technology, Shanghai 200000, China)
Abstract The Advanced Measurement System (AMI) is the basis for smart grid systems to measure, collect, store,an-
alyze and manipulate user-consumed data. The communication and data transfer requirements between consumers
(smart meters) and utilities significantly reduce the security of AMI. The electricity information collection system uses
a variety of communication methods. communication protocols and new intelligent collection terminals. Therefore, the
network attacks faced by the electricity information collection system are extremely frequent. Since the system currently
focuses on the uplink rate of the acquisition terminal and the connectivity of the communication channel,there is a lack
of corresponding security protection measures. Aiming at the above problems.the deployment scheme of the virtual hon-
eynet on the power information collection system was designed and implemented, which solves the problem of waste of
traditional honeynet hardware resources. At the same time, the data control algorithm is designed to detect the data
packet, which effectively solves the control problem of attack traffic. Finally, the penetration attack test was carried out,

and the experimental results are analyzed by combining the three core functions of the honeynet, which show that the

scheme can effectively detect the attack.
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If A=1 then
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end
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end
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RN T E, BATAE kali linux HJ3 8 Mataploit, 7
SN .
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I k 0k80
INovember 18th 18:51:06 00:00:00
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o ki 0 k8 1 pkts
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VERL 3 — 25 b 43 7 RV 5%l #0058 0 5 J00A 109 &8 2 B R 1 45
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