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Abstract Aiming at the increasing demand for transcoding capacity caused by the aggravating isomerization degree in
communication networks, a digital image hierarchical encryption algorithm supporting ciphertext domain transcoding
named CT-HEA(Ciphertext Transcoding-Hierarchical Encryption Algorithm) was proposed. Compared with the tradi-
tional JPEG2000 image encryption algorithms,aiming at the feature of rate-distortion optimized truncation model, CT-
HEA truncates and combines the compressed codestream according to image quality layer and resolution,applies hierar-
chical encryption to the codestream after reorganization by using cryptographic algorithms. It supports transparent
transcoding operations directly on the encrypted and compressed bitstream. Simulation results demonstrate that CT-

HEA is characterized by low complexity, high performance of secure, high secure transcoding flexibility and low

transcoding overhead.
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Dependent Wavelet Packet Transforms) B4 R 48 n %5 &
AT THEREAHT . SCER[10J8R B T — b S HF R Vi R Y
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#1 EFHRESBEN CT-HEAEB:

Input;.P(b,b),b=1,2,---,M,1=0,1,++,N, IV1,0,K
Output:P* (b, ,b=1,2,+,M,1=0,1,-,N
1. V1,0 *=0x01010101

2. K1,0 t=KeyGen(K,IDs, D)

3, For L from 0 to N

4, ForbfromltoM

5 Wet1,1 i=IVp1+1

6 P~ (b,1) s=E(IVy,1,Kb,1:P(b,D)

7. Kb+1,1 3=KeyGen(Kyp,1,P* (b,D))

8. End For

9. Ki,i+1 :=KeyGen(K1,1,P* (1,D)
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11. End For
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