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Malware Name Recognition in Tweets Based on Enhanced BiLSTM-CRF Model
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Abstract To address the problems such as short,informal, single entity category and entity disambiguation in the malware name
recognition task on Twitter, this paper proposed an entity recognition method based on BERT-BILSTM-Self-attention-CRF to au-
tomatically recognize malware name in tweets. Based on the BILSTM-CRF model, the BERT is used to encode context informa-
tion,improve the contextual semantic quality of word embeddings,and enhance the semantic disambiguation ability. At the same
time, Self-attention mechanism is used to learn weighted representation to improve the performance of single entity category re-
cognition by learning the long-term relations between words and sentence structure. To evaluate the proposed methods., this paper
constructed a labeled dataset in tweets that contains malware name entities. Experimental results show that the proposed method
can achieve a better performance,attain 86. 38 % precision,84.73% recall and 85.55% F-score. The proposed model can outper-

forms the baseline model, with F-score improved by 12. 61 %.
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Fig. 3 Five-fold cross-validation
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Table 3 Comparison results between proposed method and other

existing works

(BT %)
VR Lk RS A EF F1 f&
BiLSTM -+ CRF 77.62 68. 80 72.94
CNN+BIiLSTM+CRF 80. 29 71.02 75.37
ehBiLSTM-CRF 86. 38 84.73 85.55

4 I FAL T AR AR SR

Table 4  Efficiency results of proposed method and other existing

works
Train Test Params
Method . L /
times time/s memory/MB
BiLSTM+ CRF 5.92 27 1.22
CNN+BIiLSTM+ CRF 9.87 39 1.26
ehBiLSTM-CRF 20.16 82 ~110
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