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Abstract In the increasingly fierce field of modern electronic countermeasures,the original data intercepted by the listener is ge-
nerally in the form of bit stream. Dividing the bit stream into data frames is the primary task to process the intercepted data. Al-
though the existing methods can accurately extract the related sequence to achieve frame segmentation, when the amount of data
to be processed is large,the consumption of time and space is unacceptable and some thresholds need to be set in advance. For this
reason.an unknown link layer protocol frame segmentation algorithm based on the longest common substring mining is proposed
in this paper. By counting the longest common substring of the bit stream of a certain length, the preamble and the frame start de-
limiter become iteratively accurate. Thus,the frame segmentation is realized. The experimental data show that compared with the
algorithm based on frequent sequence mining to achieve frame segmentation, the number of candidate sequences of the proposed
algorithm is reduced exponentially.and the final candidate sequence is unique. The time complexity of the proposed algorithm is

O(n) »and only a single scan is required . which fully shows that the proposed algorithm can realize frame segmentation efficiently.
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Fig. 1 Frame structure of Ethernet II
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Fig. 2 Flow chart of proposed algorithm
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Fig.3  Binary sequence set
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BEiE 1 RRKAMTHRESH R
Input: Two binary sequence shortstr and longstr
Output: Longest common substrings set S
1. function FIND(shortstr, longstr)
2. for i in range(shortstr. len)
for j in range(longstr. len)

n < 1;substr <*”

tempa <= shortstr[i]; tempb < longstr[j]

while tempa= = tempb
substr<— substr-tempa

if i+n << shortstr. len and j+n << longstr. len

© 0 N > Ul e w

tempa<shortstr[i+n];

—

tempb<— longstr[j+n];n < n+1

11. else

12. break

13. if substr. len > 48

14. results. append(substr)

15, S=results. sortO) # ¥ A3 B WK E /N HESF
16.  for i,item in enumerate(S)

17. for smallitem in S[i+1.]

18. if smallitem in item

19. S. remove(smallitem)

20.  return S

21. end function
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Table 1 Experiment dataset
Jida i A B R KA
S1 ubP 1000 3101200
S2 UDP+TCP 1000 3894736
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Fig. 4 Characteristics of size variation of candidate sequence set

for S1 dataset with the number of binary sequences compared
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S2 dataset with the number of binary sequences compared
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