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Method Based on Traffic Fingerprint for IoT Device Identification and IoT Security Model
YANG Wei-chao'* ,GUO Yuan-bo' , LI Tao' and ZHU Ben-quan®

1 School of Cryptography, University of Information Engineering,Zhengzhou 450000, China
2 61213 Troops of the Chinese People’s Liberation Army, Linfen,Shanxi 041000, China

Abstract The large-scale deployment of the Internet of Things makes it possible for vulnerable IoT devices to be connected to
the network. When an attacker uses a vulnerable device to access the target internal network,it can lurk to wait for an attack. To
prevent such attacks,it is necessary to develop a security mechanism for access control of suspicious devices and management of
internal devices. Firstly.in order to realize the access control of suspicious devices,a device identification method is given in this
paper. By setting a white list,a communication traffic feature fingerprint is constructed,and a random forest method is used to
train the device identification model. Secondly, to manage internal devices,an intelligent security management model is proposed to
build an ontology threat model based on assets, vulnerabilities and security mechanisms. Finally, the experimental results verify
the detection performance of the device recognition model, the recognition accuracy rate is above 96 % . Compared with the existing

similar methods,the results prove that the proposed method has better detection stability.
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Fig. 1 Threaten model
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Fig. 2 Device access control and internal management flow chart
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Table 2 Experimental data set device type

K5 WA KA #EfEH R

1 Aria WiFi
2 HomeMaticPlug e
3 Withings WiFi
4 MAXGateway PAA
5 HueBridge ZigBee . bL X
6 HueSwitch ZigBee
7 EdnetGateway WiFi
8 EdnetCaml WiFi, kL &K K
9 EdnetCam2 WiFi, bl K K
10 EdimaxCaml WiFi, ML A K
11 EdimaxCam2 WiFi, 2L A
12 Lightify WiFi,ZigBee
13 WeMolnsightSwitchl WiFi
14 WeMolnsightSwitch2 WiFi
15 WeMoLink WiFi, ZigBee
16 WeMoswitchl WiFi
17 WeMoswitch2 WiFi
18 D-LinkHomeHub WiFi, 2L A K
19 D-LinkDoorSensor Z-Wave
20 D-LinkDayCam WiFi, bl A
21 D-LinkCam WiFi
22 D-LinkSwitch WiFi
23 D-LinkWaterSensor WiFi
24 D-LinkSiren WiFi
25 D-LinkSensor WiFi
26 TP-LinkPlugHS110 WiFi
27 TP-LinkPlugHS100 WiFi
28 EdimaxPlugl101W WiFi
29 EdimaxPlug2101W WiFi
30 SmarterCoffee WiFi
31 iKettle2 WiFi

Sy Y Ad A A Bl IR Y A RE A8 7 AR R A8 I I RN

W H B B B A AT 20 W, B0 AR 4G 1L E 2 s, B
FogoRTIWE TR . W e R R R R,
i Bl A 7 5 R AL 19 7 ] 4 g 152 % 1 4 B WFT B0 LA OK )
% ¥ WiFi SEIEAE 5 B - 44,
5.2 ERIEBERIFHSH
5.2.1 EIEIBE

AR SR E R I SE I 0 BE R Rl B AE RSN Win-
dows10, N A7 K 16 GB, Intel Core i7-4790 CPU@3. 60 GHz; fif
B934 355 4 Pycharm2017,
5.2.2 A&k

AR F LR R 3 BRGSO A LI 45 2R il
TRYE B 0] DA e R R R A B R A Fl-score B .

*3 RN

Table 3 Confusion matrix
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Fig. 6 Detection accuracy varies with number of packets
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Fig. 7 Device identification accuracy
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Table 4 Device identification result evaluation

CRAT 2 )
wHEEA Precision Recall F1
Aria 95.65 98.3 97.2
HomeMaticPlug 94.58 92.3 93.41
Withings 96. 2 97.8 97.1
MAXGateway 92.91 90. 29 92.11
HueBridge 95.8 99.6 98.76
HueSwitch 94. 62 98.15 95.77
EdnetGateway 96.78 99. 23 98. 96
EdnetCaml 78.64 69.9 75
EdnetCam2 75.74 66. 35 69.19
EdimaxCam1 77.21 70.05 73.86
EdimaxCam2 68. 49 73.93 71.07
Lightify 90. 31 89. 66 90. 09
WeMolnsightSwitchl 70. 84 73.25 72.22
WeMolnsightSwitch2 68.9 65. 44 66. 83
WeMoLink 95.57 97 96. 3
WeMoswitchl 75.47 70.17 73.5
WeMoswitch2 77.26 78.39 77.91
D-LinkHomeHub 94. 38 97.4 95.92
D-LinkDoorSensor 95.27 93.69 94. 33
D-LinkDayCam 96. 21 99.3 98. 49
D-LinkCam 95.98 98.95 97.74
D-LinkSwitch 96. 54 99.4 98
D-LinkWaterSensor 95. 88 91.16 93.83
D-LinkSiren 96 97.2 96.43
D-LinkSensor 94.22 91.57 92. 24
TP-LinkPlugHS110 96.51 99. 88 98.35
TP-LinkPlugHS100 96.47 99. 46 97.98
EdimaxPlugl101W 93.28 90.73 91. 96
EdimaxPlug2101W 92.16 94.08 93
SmarterCoffee 96. 1 98.71 97.05
iKettle2 93.92 96. 5 94.19
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