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Dynamic Hybrid Data Race Detection Algorithm Based on Sampling Technique
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Abstract Data race is a major source of concurrency bugs. Numerous static and dynamic program analysis techniques have been
proposed to detect data races. However,some of detectors may cause a large detection overhead and some of detectors may miss
lots of true races. In this paper,a dynamic hybrid data race detection algorithm Asamplel.ock is proposed, which is based on the
optimized FastTrack algorithm and lock mode. It uses the sampling technique, monitoring the function pairs from concurrent
threads running simultaneously at the same time,and obtains memory access pairs that really involve data race through the pre-
liminary data race detection,thereby reducing analysis overhead of race detection. In order to reduce the influence of the algorithm
on thread scheduling, AsamplelLock adopts nolock-hb relation to judge the concurrency relationship of access events,adopts map
to record read and write informations of shared variables,and adopts the locking patterns to perform dynamic data race detection,
thereby reducing false positives and false negatives. On the basis of the above methods,this paper implements the prototype sys-
tem,named Asamplel.ock,and chooses the Parsec benchmark suite to evaluate the race detectors. Experiments compared to Fast-
Track algorithm, LiteRace algorithm and Multilock-HB algorithm. The results show that the time overhead of Asamplel.ock algo-
rithm is reduced by 8% compared with FastTrack algorithm. Compared with LiteRace algorithm and FastTrack algorithm, the da-
ta race detection rate of Asamplelock algorithm is increased by 39% and 27 % ,respectively.

Keywords Multithreaded program.Data race detection,Preliminary data race,lLocking patterns
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Fig. 1 Overall architecture of datarace detector
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Shared variables: int sy,s,; int count=5;
Lock lock;, locky;
Thread t; Thread t,

1.Function fi(x) { 12. Function f3(y){

2. for (x =1 to count){ 13.  acq(lock;)

3. acq(locky) 4. st=y;

4. $1+=X; N // 15, rel (lock,)

5 S +=X; \\ // 16.}

6. rel (lock;) \></ 17. Function fy(y)

7.} // \\ 18. for (y =1 to count) {
8. Function fz(,x/) { \\ 19. acq(lock,)

9. xt+; // \420, s+t

10. count=s;; 21.  rel (locky)

11} 22}
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Fig. 2 Example of sampling
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Fig. 3 Multithreaded programs lock and unlock in different order
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if tid7t'id N C,[t'id]<<Wrlist[i]
if (Wrlist[0]=0U L,count=0) U (Wrlist[0]# m U
LicountZmU Wrlist[ 0] #L,count)
Report a write-read race.
end if
end if
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I R A L
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end if

end for
end for
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end if
end if
end for
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