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Deepfake Video Detection Based on 3D Convolutional Neural Networks

XING Hao and LI Ming

College of Data Science, Taiyuan University of Technology,Jinzhong,Shanxi 030600 ,China
Abstract In recent years, “Deepfake” has attracted widespread attention. It is difficult for people to distinguish Deepfake videos.
However, these forged videos will bring huge potential threats to our society,such as being used to make fake news. Therefore,it
is necessary to find a method to identify these synthetic videos. In order to solve the problem,a Deepfake video detection model
based on 3D CNNS for deepfake detection is proposed. This model notices the inconsistency of temporal and spatial features in the
Deepfake video,and 3D CNNS can effectively capture temporal and spatial features of deepfake video. The experimental results
show that models based on 3D CNNS have high accuracy rate,and strong robustness on the Deepfake-detection-challenge dataset
and Celeb-DF dataset. The detection accuracy of the proposed model reaches 96. 25% ,and the AUC value reaches 0. 92. This
model also solves the problem of poor generalization. By comparing with the existing Deepfake detection models, the proposed
model is superior to the existing models in terms of detection accuracy and AUC value, which verifies the effectiveness of the pro-

posed model.
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Fig. 3 Architecture and pipeline of the detection model
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Table 1 Deepfake datasets

Datasets Tampering ratio Number of videos Source
DFDC 1:0.28 5214 Actors
Celeb-DF 1:0.51 5514 Youtube

4.2 IWFHEE

AR SCY S8 5 6 S Windows10 #EE R 48, R il i &
GTX 1080TI 16 GB,Python ¥4% 4 3. 7, Pytorch & 1. 3 JiiA,
AV I ImageNet b 3056 VI 2k i AL T R4 b AR AR Y, 1245
AU Adamw B BT RE VL HEAT T M4k, W0 bR f 2k S &R
0. 001 sbatch size V& &K 20, 1E 2000 RIECSF B2 TFGH s,
4.3 EWHH

AT S8 UE T 4R A R o B RZ A L AR SO X M
HEAT T X L SZ 8 L 43 50K AR [ 9 3D CNNS 5 3% #il Mesonet
LRCN ZEFiA SRk 34T T AR . SE 560 R 58— M BUE 42 k17
Ik, TR IR R A AUC 45 57 3 TF 4 655 1 A 280 0 L v
1% (Accuracy) JE 46 1E 8 43 28 (9 BE AR 5 B0 RE A 09 HL ], S22 XF
SRR AL . HER R AT E AN

(TP+TN)
(TP+FN+FP+TN)
HoA, B OE (True Positive, TP) & # #6515 Fi i 4 1E 19 1F BE A
fB 1E (False Positive, FP) J& B 5 % 71 i Sy 1F ) 67 FE A 5 {7 £71
(False Negative, FN) J& 8l A5 #1151 J0 o4 £ 49 1E £ A 5 B 67 (True
Negative, TN 2 8 455 28 15000 54 67 09 fARE AR

AUC(Area Under Curve) # & X 5 ROC Hi £k F 5 4 #5
b T R 1 T AL AR AN T B B AR & KT 1. ROC il £k
B R A B 2 I AE R PR BRJR FLIE 2%, B F ROC i 2 —
JEERAL T y=x X L E L/ 7, BT L AUC B BUE Y5 B 1
0.5 1 Z[H, AUC=1 i, iZ BB 258 L 4r 5, AUC Bi%
T 1L R v A LS s AUC=0. 5 A B8 55 B AL T
D — 4, L EC S PR AL, o A

%2 MRS R BRI F Inception3D Ay
T kA BOE B MERR R AT CNN Jr i A IR K4 &
J3oh 3 R =4EB TR A HERR F 5 CONN Tk ZE A K, =
e TR 2% 1 CNNHLSTM B 5 A R0 b 3 412 i 8] F1 [H) |
PR A B

#* 2 AFBRIE DFDC ¥4 1 By Rk

Table 2 Performance of different models on DFDC dataset
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Model Accuracy/ % AUC
Mesonet 87.27 0. 86
SE-ResNext-50 83 0.83
CNN-+LSTM 95.1 0.91
3D ResNet-34 85 0. 86
MC3 83.2 0.85
R(2+1)D 84.4 0.88
Inception3D 96. 25 0.92
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Table 3 Generalization performance of different models

Model Accuracy/ % AUC Accuracy/ % AUC
(DFDC) (DFDC) (celeb DF) (celeb DF)
Mesonet 87.27 0.86 73 0.73
SE-ResNext-50 83 0.83 68 0.65
CNN+LSTM 95. 1 0.91 74 0.71
3D ResNet-34 85 0. 86 70 0.70
MC3 83.2 0.85 75 0.74
RZ2+1DD 84.4 0.88 77 0.76
Inception3D 96. 25 0.92 83 0.88
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