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Abstract Threshold signatures are fundamental tools for multi-party information security protocols. It is widely used in fields
such as identity authentication, anti-counterfeiting and tamper-resistance. We introduce a new decentralized threshold signature
protocol BHTSP which combines distributed key generation (DKG) and BLS signature. The protocol allows multi-party partici-
pation and generates a signature of constant size. We implement this protocol with smart contract as the communication layer for
secure parameter exchange. Experimental simulation results show that BHTSP can generate threshold signature with constant
size. It reduced the memory consumption for aggregated public key combinations needed in signature verification by 85. 3% com-
pared to Schnorr signature. In the experimental blockchain platform,BHTSP is able to support the generation of threshold signa-
tures involving up to 50 participants,optimizing the execution process for blockchain multi-party transactions.
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12800R; B 45 WD 500 GB SSD.
4.1 BHTSP Hhil W IEEMHEES HH M

A% 352 FIG FHE AT I 5 ok A BHTSP B 301 1F i 4
MARNE. FXHN T RS, Rl 3407
RZ 5 BAT B n=3, o BE =2, 2k il BN256
ZRAE A BLS %44 i 2 T2 9 W e e S5 118 FL AR S B

(DM HE P L B A5 R UER T 2 e AE A S B AL > A — 1>
(=2 B2 Ui, x B U Z WA REOR KRB BRI N
— > 256 bit HYHE AL T FroR .

Polynomial #1:

a0="71¢c30cf428{4fad9469d546cfed35a2ea5605d825b2cab
de88cf6aedbdcla5a5

al=65973edd1{b34bd56a1{d1274e86734121106473f3406
3eal8fe3a702b87¢298

a2=471d5bb272a67bd85468de6d6b83cd5629aal95dd259
5¢73e01e698a7ed20515

Polynomial # 2.

a0 =6d56d148c5bc592{92a533977¢338356ad38elfec3850
5{532343100b{6c41ae

al=27c95bb{0c3c62ad[97ea3d1465e53c82{c81846096c66
2378¢785ada9401b9¢

a2=284¢23418cce3a362db92{58{66580a4de0ea%ab98332fb
d13fal24382697411d

Polynomial #3:

a0=14{0f0a8781dea9eab{f6a7fbd00c18d20e6cca371fe7df20
533000fae931467d

al=05b44dc663649c6c22e8ebed953d7457c37d45d64ec21
1{e50ce4738d372b0al

a2=~6{a3faca27410648698486228c85bdaad4a06e488ae0d8
{222d927{260C03{7b

(2t LR BENL Z ] LA 2 &1 i i FAEH B B

Private Share #1:

Private[ 1,1]:8ec2a5a070ab3a8d5ab617495758beadc18d4
d41289b331867bd1a84106f1afl

Private[ 1,2]:1a92f1eb086761fec2c0bd8fc3dc0584d3£353
95aa6600f1d289b481b167b5a5

Private[ 1,3]:349df59a85708120d39d20b10766e71139ad
8ca5d0e387b2{d93219450045a83

Private Share #2:

Private[ 2,1]:8a2d513d5438d746bd46¢03{c765054b8{5e0
6eb57{92ec5d06de68b37972c06

Private[ 2,2]:01694{b99¢9204369fbeblddbab80778a7afb
7120a51a3cc915d0773{5eb4175

Private[ 2,3]:8229a8677eb277ec395c6e9a7abble4181d69
cabe3101075ed8e70cd016dd91e

Private Share # 3

Private[ 3,1]:34b25134cle0cd4a5alf42d4a904a65b377fcf0
43015f90ecaca87bcac5b7c438

Private[ 3,2]:69e88b9305¢c163{7ac8ad226080{3{c95c¢4064
c¢d006dbb7931a452240c124e88

Private[ 3,3 ]:5efch7bf02dcffe7354aa9d5d5d5caf28ca999¢
224e725alc7{48fab6494730c

(3) 0 AT LLAS 36 B 1 2 8 R B, B

Public Share # 1.

Public[1,1]:bn256. G2((145¢8870ede859e4{9a03d00{6h6
6eddd4b89e¢684d851208a149db2{5b143038,60a52¢ca231d1311{7
d9ab8cbd847275c40848348810bce9690330e545ad61addd) , (30
bda319c465a0el2elbld2e92c87ecd8dbc2lelfedc250d5eb8aab2f
362{a91,0b9418907a736{0cfc922{b31d8{b36d1a0a7a440263040
25b638ce8bed6d0ab) )

Public[1.2]:bn256. G2((3963cc0bd6e0f641632890{777ee
a52d547732ed02{2262e2baa235d96929881,4bb0380754918{c9
a046cdb333f490e66ab9ce04chb7{6efefd4d79607122064a), (8191
decbeeOfcd65a46eaa8e785{c39ac7051802{7¢c4{e26949db3e934d
0519,722e1eb311098a97dbb3e6{8e6c5€¢9963422077c4{f45179¢
6bdacdf7d7d1564))

Public[1,3]:bn256. G2((75e82{0ce48019047{5c6ed30fc6
dd474¢3ec0cd20bdf1f1079014e2e934d138,102de59471a046001
4d52d9335b053b856410795bc7488eaace5a26aa2dfb739) , (43b
6cac30bf2cfb{02d9{ebd843{819b99c157b73{28e48bac20c135¢9
4dl4cf,4e46a497af0c2439c0b662ce636bde61856216ba02c2c43
24ac0f8d911915720))

Public Share #2:

Public[2.1]:bn256. G2((536c2667d3822b9ef66274217a5
02c2db5ad5¢9dflbd7{c2{19912c88e5529€7,052a2946e683c70{f
3c62d51848fcdcedc6805a6cde0c6baad701863746ad1d6) , (5714
3efabee61{3{0c2{1b6024118b1481a2312025ed9df929afelaeled
7d8c,6911e63a0{928459a011614e06738ac1854200b220b076107
564000834d87¢89))

Public[2,2]:bn256. G2((39b992ac8880fbd7ddb81972512
1dbcfec55e3e58e8e4380¢5204¢e51¢f59741, 2{a26cc4{b7d93600
€0429941df822e35e1755cf2aa04ba66bde873aal22a65¢) , (3211
5ea2368d6e494ce22d81b62ac35a7e7cdl4dalc6cf0a526c6213577
1bb64,772926db{7535ec3b7fd8607a83a8b13cae510777b4a3c10
€896269aa373e611))

Public[2,3]:bn256. G2((173c6bebeab0bl521d4123721fe
849cd9520e8d5cch7e432343ac5{23195{80,46889b9834cdf22e0
47d41d08a70¢7c474db2{51db51eb7c0183522bdc3ea8b8) , (1163
{a348¢35cf{4€223263a82c6{c140526bb0cdd2963777b371e4d373
510b53,2{5d084bc31c6565ce584d3fec6ef97elab{c7708a47ac9a
5d5604eb26943ee0))

Public Share #3:

Public[3,1]:bn256. G2((7c34423764473{{6b7cc6047942
99b151bc2fe2a40faa2d55e2cbldlecfeal {6,859b94b5b17693211
d37b652a5ad504184929ec14027bb7815946dd1ae71e95¢) , (5916
{b73133631{e3{9fd016alf4e2a0aaald984884d25d2a64b55fac2c5
a8b8,1114e0a6c9e821eb95050f17baec20415fal2588deblcaebde
ba7{990afl1441d))

Public[3,2]:bn256. G2((243212ca8deb0{f486f15044d34d
9887a843efbeedal0c789d2b{43ebfcc3e87,1539b50ed70284 b8 1



XU S — AP RE T X HBE ARG DKG 5 BLS B s B {E 45 4 Bl 51

88681605d4054e69af534921dda9e5e9{31{2a25d663a95) , (Oea
elecddc497939b9ea0f11ebb2ec9bc79cled49edfcad6beebf1{152
ad2a45,4c5bled9e61b3bd0ceca742642b613862961eca968bfa8
085361498ed1cl4c61))

Public[ 3,3]:bn256. G2((1cc3e0fec3aeb9752a3cecaled50
709819b0a0e03bdb6acedb3470{41a461e90,8b{{11{4aaecd887c6
d2eb25elaf00e4ada3b3babdd5329d87175c¢d00ab3914c4) , (6e8
afl13efbcaf219ef088b1a79605c8{635{5594e62ca2a5{473d91a35
e2d0fb,753dcbdcOcdad51aa687b81518da9c4cb0c8{d857a720a9
2a41{e87e559a03ab))

CO L, BT RLF G 25 A5 SR A U RAEH L B .

Local Private Key #1:

2e38524bf17dc68665114b62ebfe71616bcd2849919d8082b
07594235e65266d

Local Private Key #2:

85edcd37aabaca2d0{0a419386a34cc6d7e36{74b5256037a3
8b0el9b36545a2

Local Private Key # 3

860{53ddbc5c70{a97d44c68{672{42419a03500c0af84a698e
72dbl5e5a344c

(5) BB X 7 4 8 Hello World” 28 44, W 45 A~ 4 5, 1) A<
%24 R Bl

Signature Share # 1.

00001{fb8010502c44ebaf301d187b{62e8{60a5{385cf13d27
ladfd9aecd6b89b7511351cd47c7029311a109{af027a1{084c04a
48d7208dbed1c67d37af8dfb0ce

Signature Share # 2.

00011c0eac03{69df304a5b113853022849¢5¢7b4d71b422a7
1d551aeeb9ad43c8e26dc6160adb3aedb2fa575{fad1bd2dbf4ebd 2
39d5c4ecaaab6624b3a66{400ed

Signature Share # 3.

000256d6a4445fa9460131a6e18256893767ae8a48504aabad
399f62c13eef223f206904f4645b50e969f5a6643ba8e2ad4e63147
26e081593aba7{6a9bad4a61{2e

O ARMEL FBEREF HENEREL N

Group Signature 1:

409bc631d530392cfbff7{776191d4650bb4092ef71978eel7
b7eb54d5{8ec482819b28c9b706693395{10d26de590cad212d05
6a1a95e5{05d8798181{ddd4d

AUER L REFRNERER GRS KEMIE .,

(B 2) i AE BT LLE A 2 R FA

Group Private key:

Oebee4{ddb48ee004459568{88093e1503caed924e431eabd
9d5b429b706490e

O f FiZ 4 JR FABH 2k 26 44 (5) vh Y AH IRl 7 45 B, . 7T LA
CEIR T T

Group Signature 2:

409bc631d530392cfbff7{776191d4650bb4092ef71978eel7
b7eb54d5{8ec482819b28c9Ib706693395f10d26de590ca4212d056
ala95e5f05d8798f81fddd4d

TUEH . (O &4 FBEARmEREs 5@ Hh
Wl 4 R AV B 4 T BT AT B & R & 4 R M Y, 56
TE T PRSI0 IE B Pk 5 Rk
4.2 BHTSP Wil 5 & WK {8 % 2 i 89 b 42
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VL on/m (9 25 40 g 9] KR4 FF o JE 25 5 F0 00, 5 3 v
FKHMBEMEn = m=2/37,

M 3 A LLE B, BT ECDSA 14 1 {8 % 4 77 & 1Y 19
{25 4 K B 25 B 25 B 0% B n i 8 . /2 3E + Schnorr 5
BLS %54 1) B 25 44 Uh S, 28 44 1 B Oy [ 58 1) 64 byte, 7E
I E 6/8 £ F ,BHTSP £/ % 4 K JE 1L ECDSA J7
22 16.6% ., TESZIN M T A B(H 4 & T, BHTSP J5 % /-
Y4 (8 %5 4% K JE A X F Schnorr F R T 73.1% ., X F
EX K E M Schnorr 5 BLS 25 4 , Wi & TE A7t =5 8] 5 ™ 2%
M 8457 I L ECDSA J7 & 8 B A& L 3.
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Fig. 3 Signature size under various settings for protocols of ECDSA,

Schnorr and BHTSP
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Schnorr 77 &7 BI04 A S AL G 8
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Fig.4 Numbers of public key combinations under various threshold

settings for Schnorr and BHTSP
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F 1 WEHEF Schnorr A% 4 9628 0N 141 A TR 4=
Table 1  Number of public keys combinations for Schnorr aggregated

signature verification under high thresholds

W 1 L AN HE

4/6 15
5/7 21
6/8 28

5 AR X R Y 2 BHTSP Bt aT LA T ] — > 42 5 24 41
KB FTA MBS 4 . LM FTA B {H 414+, BHTSP
07 FE M- 1 5 2 N BH 4L 4 Bl L Schinorr 7 5/ 90.9%
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HIFE. A 5 fFos, R BHTSP A 4184 K/ N
128 byte, KX F Schnorr 75 %11 80 byte.{H H{ F Schnorr 77 £
TR M AHA S AT RERL, FH IR E KT 4/5
A BT 5 Schnorr J7 58 B Y A7 14 #EBE R, T BHTSP J5 % 0
AT DA AR [ 5E (1 A AFTH#E . TEIME 6/8 4/ T .BHTSP 77 &
B9 N AFTHFEAL A Schnorr J7 %R 5. 7% . TESEER B BT A B A
44 . BHTSP J5 %8 19 7 £ 9 47 1§ #8 L Schnorr J7 % ik
85.3%,
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&l 5 Schnorr 5 BHTSP #& A [a] B 45 14 T B 58 25 28 1 17 4if
WAFTH FE
Fig. 5 Related memory consumption under various threshold

settings for Schnorr and BHTSP
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Fig. 6 Gas fees for parameter exchange in regard to the number

of participants
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Table 2 Comparison of properties by common threshold signature
schemes in ECDSA ., Schnorr and BHTSP
i REXFELRE REMNECHFEAR
ECDSA % % & & H
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BHTSP 7% % & &
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