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Abstract In the past decade, widespread data collection has become the norm. With the rapid development of large-scale data
analysis and machine learning,data privacy is facing fundamental challenges. Exploring the trade-offs between privacy protection
and data collection and analysis is a key scientific question. Differential privacy has become a de facto data privacy standard and
has been widely studied and applied. Differential privacy technology can provide strict privacy protection for user data through a
certain randomization mechanism. This paper provides a comprehensive overview of differential privacy technology and a summary
and analysis of the latest progress of differential privacy. Specifically, this paper first gives a theoretical summary of differential
privacy,including the central model,the local model and the shuffle model proposed in recent years. The three models are com-
pared,and the advantages and disadvantages of different models are analyzed. Then,on the basis of the three models,some typical
differential privacy mechanisms in literatures are analyzed from the perspective of algorithms. Then the current application of dif-
ferential privacy technology in various fields is introduced. Finally,some new research topics about differential privacy technology
are introduced, which expand the rich research direction for differential privacy technology.

Keywords Differential privacy,Privacy preserving,Statistical query,Shuffle model, Randomization mechanism,Error bound
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Table 1 Commonly used notations

Notation Explanation

Number of users
The i-th user in the user population
Original value of U;
Perturbed value of U;
Domain of user data
Size of D
Original dataset
Neighboring dataset of S

Privacy budget

Probability of failure

Randomization mechanism

> 2o e Mg S8 2

~
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Frequency of V in the user population
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Table 2 Comparison of three differential privacy models

Model Trust dependence Disturbed object

Basic mechanism Error bound Sample complexity

Central model Centralized server Statistics of datasets
Nothing

Shuffler

Local model Single data item

Shuffle model Single data item

Laplace/Exponential mechanism O Low
Randomized response O(/N) High
Randomized response O(log N) Medium
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D), Hot Ny 2R IR 55 2R S 49 1 A9 8 Vi B0, vl RUAE I 3%
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RAE — B/ L 7E % LB 5 25 I 6 40T R Y — T 22
3.2.2  BA— % mHLH (OUE)
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TR B DA T Ve B 78 e i — 0 4 A AL T R T A T O T
G 7, E—TTam i, B — AR IREV, € D #9k
Y hh B — > d HLRR K B ARAE [ i B LR 5 R RV, i L AR
BE LAY LARE o FEREALIL L TP H ST R B S
—A R AT sl SRR Bl =1, 0435 BLih 1 1
RS2 ps WU BLi]=0, M SNE BLIIAE R 1 MR ¢
H MR p=>q. EWKYE G — S — A FRAE AL 09 FRAE
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3.2.3 z?iﬁ;mﬂav/»\frr#m%' (OLH)
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ML A6 B OUE #JL%IJ@FH%/I\FHF OCd) I A7 ¥ 85 » A b
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TR AR B 5 DR A A2 B R R
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—ANKANK R BIBEHL T4 CED -T2 . W F—A R D,
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‘dd— dld—1D°

3.2.5 Hadamard *& & #L 4]

Hadamard M i AL (LR # #% Hadamard LD & —
A% T Hadamard 4 B i 47 2 1% 09 LDP #L&1, FIH T Ha-
damard % [ (89 47 A1 B B 289 R 00 R o 3 1 e i 1k e R
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ZALH T AR RS A D= [d ] I/ 2 i th 8 K ok
AN k=2"0n VT RIS & By Hadamard i HL AT 4005 65
ME € LdIX BT H M5 2+ 147 i e R EARC, =il H,
Le+11L]=1},.C. S K, WHH = mo 4 s iy MR8 AT 3R

BEALWE R . IR yE C, U Priyla]=
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+q(ﬁ

Jrl) SR ye K—

. B 2
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i# Walsh-Hadamard 28 # % Hadamard %1 /4
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e i, — UM 58 BLJIT A 9 A5 % AL 1T 3T 5 . Hadamard AL il
FEBIE T AR RS B 5 T S s B LR 4230 A 5 80 F . FILA Ha-
damard 40 4w 1, A T V0 LS8 M5 2 2% . F W b 4R
THHEME.
3.2.6 A F4EIEH Y4 LDP AUl
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B HIL SR AR o — S P I T 4 1 R AL TS e 1T IS 25 O o 1 i
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B 388 3 6 SR AR A A% T A R e AL A M 800 0 18 TR 55
I W E A P PR R B, R REMRT I
T B RD XU 7 155 0 T RE 65 S B 5 IR SR RE J A [ 2 T 4y
B A A SO

3.2.8 E4HTaAdy B EAH &

WHTSCRT IR 38 H 25 4y B A B VE IR A8 i i th it R Al 4
THE (9 78 fht A 3142t o DAL 0 Jr 75 &85 2R 2 — A~ DAL S S Rt 19
WEBE . TE SR HEA AR 3 A AT 55 b B A R R BT
KB 53 A BB B AR AR NG 3230 T 0, U T — MW 0
F) B AL IR 75 ) L 2248 TF J5 R0 Al THE T e AN T 0
AR [ B 0 SR G v S P T A A kAR R
ZHATREAR 1,

BANENX — 55, Wang PV T A AR fbE 2 3R
I3 —PE YR LDP 9 450 5% 4 o) 45 3R iF 17 5 A B A9 10 FbL
il s I TE BT T AS [RIAL I 2 BR L 3% T 3 A 5 58 UF BH & X
AN [R] 1 531 2 A ) 28 B R S IR 09 U AL 3R 5 vk O 45 T I
A 119 J5 Ak B T 8 e R SR W B 0 A Xk A RN S AR R A - A
WAL ] Base-Cut 77 %, B X d5e 451 %8 {8 A9 451 3% Ak 14 0 7 4 1)
Norm J5 . B4, Jia S0 52 H R A A 56 75 0 4008 48 43 A (1
P55 HEOR AL AL Al RS BE L Bl an i B i g it R R 2 & IR
AHE —Z B 1 25 0 A 35 R 0 A A B3R5 1Y SE 5 AR
AT DL S A T 00 45 2R AT B — 2D O Ak B IXORE 1 S 3R A
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3.2.9 4

KA T LDP IR 1 — Se AL B, 42455 Bl AL
el o7 ATL 1 — JC St 5 AL L 0 A g B ML L 4R S R AL
Hadamard Wi fi; #1L DL S FH F 88 (8 8086 AR OC 3k . o,
Wit AL T o7 AL P AR H A Y LDP Bk AT B R 2 m . K £
B LDP LA EE THEALIE B 00 vk . B — S ib 45 5 T &
CDP HLI A Bl At e &, SR 5 A4 T 7E AL 38 2 2 8
it BT T 0 SR A T 0 G Y SR R T Uk B R I R IR AL MR B AR
BE L SCREAZ B B AR R AT SRR R A B AL,
Ja A T EEXE LDP AL 4 109 5 b 38 Ak Bk R T 0
FAG AT 55 T B A 1 e B R 0 Ak 1 5 SR A — B Ak .
3.3 HBERTHESBERHY

H VR R 22 43 KR RL P B BF Y H 1T OE & TR A B
Bt Cheu S I BF R R W] — A e~ LDP #4387 LU 2of
AIMBE R A A5 B — A PSR (4 B LR AL S E
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TR . T 3CH 2T B Sk i T TAE.
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BT 3P AR RO R A2 A AR AR I S (HLTE BE X A T B A
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X L R 3% o T 48 S BRI U R A 25 4 B R B 1L B 5 4k
R 4 ) i R AN EM A B M L TT T R S i A e 1 2
B F IBLT 2544 o O vT 36 v i Bk, A P R ss R K
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MUAL S BR h LL p A5 3R DOKG BE - 0 1R P 35 57 BB HL 6 73 — 1~ 48 5K
VERWRRL L LA 1— p 09 HE 3R D40 0 5 A9 B2 50 (E 1 S L, —
HHEL UL - RS ARBIIAT —EWiIRE, S — M,
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AR TN D R A8 DR A AT 22 R R B L, T UK AN T
RV, Sl R Z, B 0 m A0k B 25 e 2 0y 8, 4R )5 il 3
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AR TS . A ¢ LDP 78 £ B W B FA PR 47 19 T8 £ 6
P Zhao % Ry LR K12
4.3 HEMENH
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1 K 22 800 BT AT 55 25 10 R 450 0% A0k 3 3 48 i R BOUH
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T7 1 SR T Ak — A I e e R R PRI 4 S — A BE O R
B4 3T L DT B3R AV X 3 6] 3647 498 1t v ) A0 B i [
Bl BPWETIA—EMiRZE., FEZRXHFEEEERN AN
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