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Smart Contract Vulnerability Detection Based on Abstract Syntax Tree Pruning

LIU Zerun,ZHENG Hong and QIU Junjie

School of Information Science and Engineering, East China University of Science and Technology,Shanghai 200237, China

Abstract With the development of blockchain technology,smart contracts have been widely used in various fields,and Ethereum
has become the largest smart contract platform. At the same time, the frequent smart contract vulnerabilities have caused huge
economic losses. The vulnerability detection of smart contract has become the focus of research, while the previous smart contract
vulnerability detection tools can not make good use of the syntax information of the contract source code. Aiming at the re-entran-
cy vulnerability of smart contract,firstly.this paper proposes SCDefender,a vulnerability detection tool based on deep learning.
Taking the abstract syntax tree form of the Solidity source code of smart contract as the research object, the tree-based convolu-
tional neural networks is used for vulnerability detection. Secondly,an abstract syntax tree pruning algorithm is proposed to re-
move the nodes irrelevant to the vulnerability detection task and retain the key information in the abstract syntax tree. The accu-
racy,recall rate and F1 value of SCDefender vulnerability detection is 81. 43%,92. 12% and 86. 45% respectively, which has a
good vulnerability detection effect. Ablation experiments show that the abstract syntax tree pruning algorithm has an important
contribution to the vulnerability detection task of SCDefender.

Keywords Blockchain,Smart contract, Vulnerability detection. Abstract syntax tree,Deep learning
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Fig. 1 Detection process of SCDefender
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2. functionast_pruning(T) .

3. if Fr=True then/ x 353 F ¢4 1 0 7 16 oR 5 45 A 14k B3k 4

%/

4. return

end if

if node=K then/ * J i 4 {if 5 £ 2

Fr<True
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I R i+ /

return
end if
10.  V=<T. childs/ * 313 T AYF 37 s BAFI = /
11. for vin V do
12. ast_pruning(v) / » 393 T4 5CHE T 5 % /

© o NN o>

13.  end for

14. if node=function_definition and Fy = True then/ * T 4 3¢ #k
LT BREL

15. Rc<—node

16. Fi<—True

17. return

18.  end if

19. end function

D https://github. com/JoranHonig/tree-sitter-solidity
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14. end if
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17. end for

18. end while

F 1AW REEIRG
Table 1 Example of node types

Category Node types

. variable_declaration.interface_declaration. constant_
Declaration . .
variable_declaration

Arithmetic sub,div,eq,add,mul, ++,+=,/=, % =,
Lo yul_assignment, yul_decimal_number. yul_function_
Intrinsics T
call, yul_evm_builtin
. if_statement, for _ statement. do_ while _ statement.
Control

break_statement
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Fig. 2 Example of node embedding

4,2 HEERIFLE LI

AR SCDefender 5 Hfib 5 21 A1 T 5L 3JE 47 % b S5 56
{8 19 804 42 & SmartBugs Wild Dataset, SCHK[ 1870 HoAr i
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Table 2 Comparison of experimental results of different detection

methods

Method Precision Recall Fl-score
Smartcheck 0.6134 0.4499 0.5191
RNN 0.1993 0.2287 0.2130
Bi-RNN 0.2154 0.2475 0.2303
LSTM 0.7336 0.8712 0.7965
Bi-LSTM 0.7529 0.8837 0.8131
SCDefender 0.8143 0.9212 0.8645

Smartcheck™ 3% H W 0] /R i . B Solidity 185 7% 1k
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AT LA — B AR 36 T R 45 & 2k BRI L T LA 2 3 304 014K
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Table 3 Comparison of ablation experimental results with and

without pruning algorithm

Method Precision Recall Fl-score
With AST pruning algorithm 0.8143 0.9212 0.8645
Without AST pruning algorithm 0.7449 0.7887 0.7662

AHEE T A FH 52 0 15 B 19 2 B9 35 1% , SCDefender 7 fiff
FHF BT L G e, & MR FLE 3 33T T 6. 94%,
13.25%,9.83%, WUGArLIAG 4508 R B R M 4 &
R BRTC Y G . AT LR I A B R R R A 2 1 U R A
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Fig. 3 Comparison of ablation experimental results of word vectors
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