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Detection of Web Command Injection Vulnerability for Cisco 10S-XE

HE Jie,CAI Ruijie, YIN Xiaokang, LU Xuanting and LIU Shengli
State Key Laboratory of Mathematical Engineering and Advanced Computing,Zhengzhou 450001, China
Abstract Cisco’ s new operating system, Cisco I0S-XE, is widely deployed on platforms such as Cisco routers and switches.
However, there are vulnerabilities in the system”s Web management interface to allow permission escalation through command
injection. Network security is facing serious threats. In recent years.fuzzing is usually used to detect security vulnerabilities in
embedded devices,but there is currently no fuzzing framework for Cisco IOS-XE,and current fuzzing methods for IoT have poor
performance due to the unique system architecture and command mode of I0S-XE. To solve the problems mentioned above. this
paper proposes a novel fuzzing framework CRFuzzer for the Web management service in Cisco IOS-XE system to detect command
injection vulnerabilities. CRFuzzer combines front-end requests and back-end scripts analysis to optimize seed generation,and lo-
cates vulnerable code based on characteristics of command injection to narrow the scope of testing. In order to evaluate the vulner-
ability detection performance of CRFuzzer,124 {irmwares of 31 different versions are tested on the physical router ISR 4000 se-
ries and the cloud router CSR 1000v,and a total of 11 command injection vulnerabilities are detected,and 2 of them are undis-
closed vulnerabilities.
Keywords Cisco IOS-XE, Web service,Command injection, Vulnerability detection, Fuzzing
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Fig. 2 System architecture of CRFuzzer
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1. if method == "POST" then
local returnValue = {}
local dataTable = cjson.decode(ngx.var.request_body)
local selectedPort = dataTable["selected[FName"]
local configCDP = dataTable["configCDP"]
local opType = dataTable["getCDP"]
if opType.type == "getCDP" then
getCDPDetails()
9. end
10. if configCDP.enableCDP == true then
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CONF 3K, MEMAT SR BB UUE & U GET Jr ik &%
LHBOCYFTITA H (S E 8 READ #3K . {H CRFuzzer £
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ARIUE K P S 8UE B AR5 IR A G oR B0 AT Ay A i
SR AT R i A R BIAR J WnE 3 A2 2R A BT .

| {"params":"dataTable" } |

Y

{"dataTable":{"selectedIFName":"selectedPort",
"configCDP":"configCDP","getCDP":"opType"}

V

{"selectedPort": {"selectedName":""},"configCDP":{
"enableCDP":""} "opType":{ "type":-""}}

{"selectedPort":{"selectedName":""},"configCDP":{
"enableCDP":""},"opType":{"type":["getCDP"]} }

{"selectedI[FName":{"selectedName":""},"configCDP":
{"enableCDP":""},"getCDP":{ "type":["getCDP"]} }

P 3 NS S B B 2 OR fA1

Fig. 3 Example of parameter extraction from back-end
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it S BT E I0FR B L AR 4 T8 3 S paramDict
1. paramDict<null
2. for key in paramList do
3. paramDict[ key ]<-null
4. for line in luaFile do

paramName<-match_param_by_reference(key,line)

wl

nickName<-get_param_nickname(paramName, line)

if isNull(nickName) then

[C IS B

paramDict[ key ][ paramName ]<-null

9. else
10. paramDict[ key ][ paramName ]<-nickName
11. end if
12. end for
13. end for
14. return paramDict
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B2 E b B AL 3 09 45 4, T LA S TR IR )2 Linux R L
root FIRPATERE AL .

1.if uri == "/webui/rest/underlyingOS" and method == "POST" then
2. if (utils.isPostAuthorized()) then

3 local data = cjson.decode(ngx.var.request_body)

4 local testdata = data["testdata"]

5 local filename = data["filename"]

6. local command = 'echo "' .. testdata .. " > /tmp/' .. filename

7

8

9.

os.execute(command)

end

B4 S 2R G e 59 A 1 7 4
Fig.4 Example of underlying OS vulnerable code
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1.if uri == "/webui/rest/userPriv" and method == "GET" then

2. if (utils.isGetAuthorized()) then

3 local interfaceName = utils.getRequestParameters()

4. local response = {}

5 response.interfaceName = interfaceName

6 local ipsecDetails = xml.eval(wsmaModule. WSMAGetDat(user,
"show ip interface " .. interfaceName, ""))

7. ..

8.end

B5 JH P AR 2 g 55 AR AT 7 4]
Fig.5 Example of user privilege vulnerable code
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Table 1 Comparison of vulnerabilities detection results
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CVE-2021-1435 Underlying OS X X X X N N
CVE-2020-3211 Underlying OS X X Nj N N
CVE-2019-1862 Underlying OS X X N N N N
CVE-2019-12650 Underlying OS X X X X N J
CVE-2020-3224 User Privilege X X N N N NG
CVE-2019-1753 User Privilege X X X N N Ni
CVE-2019-12651 User Privilege X X Nj N N N
CVE-2019-1754 User Privilege X X N J N N
CVE-2019-1755 User Privilege X X X X N/ N
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CNVD-2022-03642 User Privilege X X x x N N
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