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Security Scheme of UAV Flight Control Based on Attribute Access Control Policy

PANG Yuxiang and CHEN Zemao

Key Laboratory of Aerospace Information Security and Trusted Computing, Ministry of Education,School of Cyber Science and Engineering,
Wuhan University, Wuhan 430072, China

Abstract  The flight control system is the core component of unmanned aerial vehicles(UAVs) ,which plays a decisive role in the
function and performance,and it is a crucial target for information security protection. In this paper,a location-and-environment
oriented attribute-based access control(LE-ABAC) policy is designed to deal with the security risks of malicious code injection
and internal interactive data tampering faced by PX4 flight control system. The access control policy,based on object entity attri-
butes and external location environment information of the UAV,formulates corresponding rules that enable fine-grained control
of the data exchange process within the UAV, protecting the confidentiality and integrity of crucial data exchanges. In the study,
attack simulation experiments are conducted on the PX4 software simulation platform to verify the proposed scheme. Finally, the
results show that the model can effectively protect the interactive data of the flight control system from theft and tampering with-

out significantly reducing the efficiency of UAV flight control execution.

Keywords Unmanned aerial vehicle, Flight control system, ABAC, Information security
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i LE-ABAC ML, JC B 5 55 06 W 45 B I3 RE A% Ry 32
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4 KBWRSH

A SCHETF IR €8 R G PX4. AW BI85 JMavSim
A K 18 3 4% 4 QGroundControl #47 LE-ABAC J7 & 3256,
VATERR (5 L 07 U IR H % e e 5 PERE . M BRIE LE-ABAC
Vi R 5 SR A e IRATIAE PX4 REFRESHRIM T — 4
BEEY RN EREE PR pORDB 3R Al 1E 4 45 e [1]
KRR SR S A T SR TR S 5 R X T AL
RYVTERERISE I HEAT T LE-ABAC 7 L HEHTG 1Y €45 &
GETEREXT L,
4.1 LWHE

AT B B 5 O < Bk A R R R B O A e
FHOAE S T AU B, I LA S B 1] T N HIL B 25 2 4 o A
Pod ABREEER . Bk 1L T S & T R W — A B
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B 55— 5 THDRE AR BRCRY 2 A O i B o B Bt AT B O R
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1. WAL
2. Advertise(vehicle_attitude, buffer) ;
3. Subscribe(vehicle_attitude) ;
4 Bk IR
5 Copy(vehicle_attitude, buffer)
6. Change_data(buffer) ;
7. for i<=0 to N do
8. Publish(vehicle_attitude, buffer) ;
9. end
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B 5 45 TR g 1) LE-ABAC 815 5 b .
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permit_override:
{
“Policy”: {
“Rule”:{
Subject: {
module: {mc_att_control} ,
function: { control}

;.

Object: {
yaw:{(—5,5)},
roll: {(—1,D},

pitch: {(—1,1}
b
Object Set: {
theme: {
vehicle_attitude.,

vehicle_status

usage: { attitude_control}
b
Object Domain:{ * } .
LE:{

Height: {3},

Location: { Airspace-A}

}

B 5 LE-ABAC %M ik )
Fig.5 Example of LE-ABAC policy description
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Fig. 6 Impact of attacker module on attitude data
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Fig. 7 Attitude data when attacked under LE-ABAC protection
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Fig.8 LE-ABAC performance comparison
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