HazE H8M
2015 4E 8 A

WoE o R %

Computer Science

Vol. 42 No. 8
Aug 2015

ETEEEENERMNEET /RRNTTE

SEE EIRE
(CLHRAFITENAZESE S IRER ST 212013)
B OE HNERARSEILHEAREALEGASHAENSE HLALELRARYARLEFAM, £ S
WA MBEN LR ARG ER L, 22 EBRNHFESH PRERNEES LHER, MAFLEHN YR
BB TATFREEEY SAAGEERE AGOREBEEN IANT REREEE " HARBEEEGHEER
B HAHREERAERL, FARG ARG S Bk E, 5IAHE TGRS I, EH ki TRk
B AR TRAESE, FAEBAYV, EF R ARRGEMNEE, AR S E O EAEEY AR ETUA A E
A e B W 5 R B A,
REE ABM AR, DR, REREES, RS0k half
bEESEE TP393 XWHRIRE A DOI 10. 11896/j. issn. 1002-137X. 2015, 8, 033

Trust Distance Based Malicious Nodes Detection Method in Vehicular Ad Hoc Network

WU Haigin WANG Liang-min
(School of Computer Science and Communication Engineering, Jiangsu University, Zhenjiang 212013, China)

Abstract With the requirement of rapid detection of malicious nodes in high-speed VANET, a trust model was pro-
posed on the basis of bayes hypothesis, aiming at solving the issues that the topology of VANET changes quickly and is
more vulnerable to malicious internal attack than traditional mobile ad-hoc network. The model intensifies the influence
of negative events, to eliminate the malicious recommendations in advance and avoid collusion attack. The concept of
“recommendation trust distance” is introduced as trust metric of recommendation trust when integrating recommenda-
tion trust. Compared with the current detection method based on trust, this model speeds up the detection speed and
simplifies the recommend delivery. The simulation experiment shows that this trust model has rapid detection speed and
good performance in detecting malicious nodes from the network packet loss rate and the detection rate of malicious
nodes.
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