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Anonymous Identity-based Encryption without Random Oracles
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Abstract Most identity-based encryption(IBE) schemes do not have the recipient anonymity. This paper proposed a
new anonymous IBE scheme based on the DBDH assumption. This scheme is secure against adaptive chosen plaintext
attack. We analyzed the anonymity of the scheme and verified the correctness and security. Our scheme is superior in the
recipient anonymity and it doesn’t use pairing computations in the encryption. Compared to Gentry’s scheme, our

scheme is based on a more common difficulty assumption and makes up anonymous IBE vacancy under DBDH difficulty

assumption,
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