Fazk F 2 2 1A Vol. 42 No. 2
20154 2 A Computer Science Feb 2015
EFLE&EEBTNERERSREIMR
BE T WiNE ExiE HER

(PEARBEEFBIR/AY MM 450001 FZFIRGERTEERERAELRE AN 4500017
(BREREEEBHAZLAHREALRE X 314033)°

B E AFASHEEEASESMHEFTPRRELLFTERSPREAOENASLE ABBERFEAFLEY
WEMR EHBREE—H, AR RLSEMEANFELARS A L BRREA —FPREEL —h—F"Hk
FEREAREMHELANEE, BTRXFENHEERELATHTRERT OREF"FHGLLRFA, LERT
MHyEFAWH GRS, AT RS T AE NS 2 ARG M EZ —, ARG RS A MRITT oM, B EMSE
BAEFEALRATARBIANLERE AFNMOALIRETTHRE, FRBERBFEF TAAF RS LG — &
ME., B, F®T FT~FHRGEE,

XEE ALALHE BEAR HRELL. EHERERR

FEESEE TP393.08 XkERIRED A DOI 10. 11896/j. issn. 1002-137X. 2015. 2. 030

Generation and Extraction of Secret Keys Based on Properties of Wireless Channels

SUI Lei"? GUO Yuan-bo'?? JIANG Wen-bo"? YANG Kui-wu’2
(PLA Information Engineering University, Zhengzhou 450001, China)*
(State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou 450001, China)?
(Science and Technology on Communication Information Security Control Laboratory, Jiaxing 314033, China)?

Abstract Generating secret keys based on properties of wireless channels is a secure “one pad one key” solution at the
physical layer, having the property of unconditional security, where secret keys are extracted collaboratively. According
to fading wireless channels noises, evaluation of highly correlated channel parameters, the time-variable, reciprocal and
unique natures of channels shared by both parties of communications are used. The work becomes one of the hotspots in
wireless network security, because it can avoid security vulnerabilities in the 4-way handshake of the prevailing wireless
networks and free itself of the limits in pre-distributing secret keys in practical application. The theoretical foundation of
this field was analyzed. The related work of these two key issues, generation and extraction of secret keys based on
properties of wireless channels was summarized. The problems of existing schemes according to performance principles
were discussed. Finally, the focus of the future work based on existing problems was presented.
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