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Abstract With the development of 10T, effective implement of lightweight cryptographic algorithms becomes a hot
topic in recent years. TWINE encryption algorithm was proposed in 2011, It is a lightweight block cipher algorithm,
TWINE is suitable for the security of encryption in the environment of the Internet of Things, The same round opera-
tion is achieved only once and repeated calls. TWINE algorithm has 36 operations in which the first 35 operations can be
called repeatedly for the same structure. The original algorithm can be repeated up to 35 repeat calls, because the 36th
operation has less confusing compared to the first 35 operations. 36 cycle operation is called repeatedly. After that,a
block is added. It makes the 36th operation of TWINE can not be re-implemented. A relatively simple algorithm of con-
fusion inverse is added which makes the module highly multiplexed. FPGA experimental results show that area saves

2204 slices and speed increases 5 times than original TWINE. These can provide a reference to encryption researcher.
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MEE 11 A 12 ERERT LS, RALwH
TWINE £ 4t f7 32 0% 3 L 8 : Minimum period =45, 421ns;
PUALSE ) TWINE F 4057 7 i & % 4 : Minimum period =
9.690ns; FULAT LATS i, LG TWINE BB BRER S
EEERE T SHFER.

Design statistics:
Minimum period: 45. 421ns (Maximum frequency: 22. 016MHz)
Maximum path delay from/to any node; 4. 883ns
Maximum net delay: 0. 838ns
Analysis completed Fri Feb 21 12:12.00 2014
B 11 JRfh TWINE in% s 3 L 6508
Design statistics;
Minimum period: 9. 690ns (Maximum frequency: 103. 199MHz)
Maximum path delay from/to any node: 4. 455ns

Maximum net delay: 0. 838ns
Analysis completed Fri Feb 21 11:22.:34 2014

12 {i4b)aE 8 TWINE fin 5 s R L R 5 i

BRE REEYBRAN FBREBEA SR E W
B R BB R B R RS AL, G A S
MBELERER ENIHERRE-EERE. BT
%t TWINE FREEHTRATREARSEMNEE. £
%f TWINE RSB 2 M 85 i 1 4L, Em BN B[R i
BRAET B R,

(1]

(2]

(s3]

[4]

(]

L6l

7]

(el

8 % x w

Suzaki T, Minematsu K, Morioka S, et al. TWINE: A light
weight, versatile block cipher [ C] // Proceeding of ECRYPT
Workshop on Lightweight Cryptography. Louvain-la-Neuve,
Belgium, 2011; 146-169

Coban M, Karakoc F, Bozta s O. Biclique cryptanalysis of
TWINE[C] // Proceeding of Cryptology and Network Security.

Darmstadt, Germany,2012.:43-55

BRiERR. AR LM R A SRR ID]. Ju du s hg e K2,
2013

B, 18, BT S fIRANBRENER XL #F
AR ,2010,43(5):103-106

(TR S BREEAE. 2T FPGA M AES 3081, b i
HR2ER . BARBIER, 2010, 38(2) : 101-104

Kundi D S, Aziz A, Tkram N, Resource efficient implementation
of T-Boxes in AES on Virtex-5 FPGA[J]. Information Process-
ing Letters,2010,110(10):373-377

LiCY, ChienCF, Hong J H, etal. An efficient area-delay pro-
duct design for mixcolumns/ Invmixcolumns in AES[ C] // Pro-
ceeding of 2008 IEEE Computer Society Annual Symposium on
VLSI Montpellier, France, 2008 ; 503-506

R, (2K 50, 5. PRESENT # R 415 5 LR A K1
BRI DEBMEITR RS, 2013,34(10) : 2272-2275

(E#% 102 )
2% X W

[1] Gura N, Patel A, Wander A, et al. Comparing Elliptic Curve
Cryptography and RSA on 8bit CPUs[J]. CHES, 2004(8):11-13

[27 Hill J,Szewczyk R, Woo R, et al. System Architecture Directions
for Networked Sensors{ C] // Proceeding of Architectural Sup-
port for Programming l.anguages and Operating Systems. Quin-
tana Roo, USA:IEEE Publisher, 2000:93-104

[3] Malan D J,Welsh M, Smith M D. Implementing PublicKey In-
frastructure for Sensor Networks [JJ]. ACM Transactions on
Sensor Networks,2008,4(4):1-23

[4] Levis P,Madden S,Polastre J, et al. TinyOS: An operating sys-
tem for sensor networks [EB/OLJ. 2004-6-18[ 2014-7-9]. ht-
tp://www. cs. berkeley. edu/~ culler/ AIIT/papers/ TinyOS/le-
visO6tinyos. pdf

[5] Watro R,Kong D,Sue F C,et al. TinyPK:Securing Sensor Net-
works with Public Key Technology[ CJ// Proceedings of the 2nd
ACM Workshop on Security of Ad Hoc and Sensor Networks.
Miami, USA; IEEE Publisher, 2004 . 59-64

6] Benenson Z, Gedicke N, Raivio O. Realizing Robust User Au-
thentication in Sensor Networks[ C] // Proceedings of Workshop
on Real-World Wireless Sensor Networks, LNSC4582, Palma de
Mallorca, Spain: Springer-Verlag, 2005 ;: 556-566

[7] Zhou Y, Zhang Y, Fang Y. Access Control in Wireless Sensor
Networks []J]. Ad hoc Networks, 2007(5) :3-13

[8] Oliveira L B, Dahab R, Lopez J. Identity-Based Encryption for
Sensor Networks[ C]// Proceedings of the 5th Annual IEEE In-
ternational Conference on Pervasive Computing and Communi-

cations Workshops. San Francisco, USA: IEEE Publisher,2012.

+ 130 -

[o]

[10]

[11]

[12]

[13]

[14]

[1s]

[16]

{17]

290-294

Cheng Hai-bin, Yang Guan. An Authenticated Identity-based
Key Establishment and Encryption Scheme for Wireless Sensor
Networks[]J]. The Journal of China Universities of Posts and
Telecommunications, 2012,13(2) : 31-38

Boneh D, Franklin M. Identity-based Encryption from the Weil
Pairing[ C] // Proceedings of the 21st Annual International Cryp-
tology Conference on Advances in Cryptology. london, Britain;
Springer-Verlag,2001:213-229

BB BER AR TLARBNEEADR IR &
T4 ,2008,36(7):1389-1395

Zhang Yi-he, Liu Wei, Lou Wu Jun, et al. Location-based Com-
promise-tolerant Security Mechanisms for Wireless Sensor Net-
works[J]. IEEE Journal on Selected Areas in Communications,
2013,24(2).247-260

Kampanakis P T. Identity-based Cryptography Feasibility &.
Applications in Next Generation Sensor Networks[ EB/OL].

2011-11-6{2014-7-97). bttp: //www. lib. ncsu. edu/theses/avail-
able/etd-08042007-125351/unrestricted/etd. pdf

Dong Xiao-lei, Wei Li-fei, Zhu Hao-jin, et al. EP2DF :an efficient
privacy-preserving date-forwarding scheme for service-oriented
vehicular Ad hoc networks[ ]]. IEEE Transactions on Vehicular
Technology,2011,60(2) : 580-591

W R, R R %, B4R MESH RREER/ TR 3
BRI, 2013,40(12):200-206

Brown D R. SEC 2: Recommended Elliptic Curve Domain Pa-
rameters] EB/OL], 2011-11-8[ 2014-7-107. http://www. secg.

org/download/aid-784/sec2-v2. pdf

Burrows M, Abadi M, Needham R. Logic of Authentication {J].

ACM Transactions on Computer Systems, 1990(8):18-36



