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Design and Proof of Bilateral Authentication Protocol for Wireless Sensor Network

GUO Ping FU De-sheng CHENG Ya-ping ZHAN Xiang
(School of Computer &. Software, Nanjing University of Information Science &. Technology,Nanjing 210044 ,China)

Abstract A bilateral authentication protocol between users and sensor nodes was proposed for WSN(wireless sensor
network). Analysis shows that authentication protocol not only avoids the drawback of private key escrow in the identi-
ty-based system, but also achieves the advantage of simplifying complication of producing and verifying public key in
traditional certificate-based system. Moreover, the authentication protocol doesn’t need TTP(Trusted Third Party),is

efficient and has less communications. Finally, the integrity, correction and security of protocol were proved with BAN
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logic formal method.
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Design statistics;

Minimum period; 45. 421ns (Maximum frequency: 22. 016MHz)
Maximum path delay from/to any node: 4. 883ns

Maximum net delay: 0. 838ns
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