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Integrity Checking Algorithm Based on Hash Tree for Cloud Storage
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Abstract Cloud storage services enable user to enjoy high-capacity and high-quality storage with less overhead, but it
also brings many potential threats, for example, data integrality, data availability and so on. This paper proposed a new
integrality checking algorithm. Follow the analysis, this new algorithm, based on hash tree and big integer operation, can

check mass file's integrality in less storage, compute and network resource. In addition, it also supports some data dy-

Vol. 39 No. 12

namic update,

Keywords Cloud computing,Cloud storage,Data security,Data integrality

1 3l§

FEBARNBER B BEFAEE TRERXME K, X
MEMAENAR EEMNT BRESFRERETERHER, A
R B AT RS A AN TR, (R BB E RN ENEN
KR ANBREE, ATEE - MRETE EEERNTE
RGBSR A, HXF B RPBEAERN, =1t
BREMFERSEEEARA ERAE SRS, BiLAF
TFEBRAKXB I FEEEE KR RIR, BT EZ KA R HM
WRAAERS S . BRMTESHEPRPNEERET B
CEEEE, 51 & THLEE SEREMTT TS —RIINE
SR X PR EAR R BIR N s R

HT RIS ZHRH R L MG, AMNRETHEZ TR
FRIER4E i ST % M, B AU B9 A - Mykletun 5548 1 () 2 T
RSA W E45 2 4 75 =17 . Ateniese %5 $2 1 i) PDP (Proofs of
Data Possession) 5 8:19 1 Juels 248 14 ) POR(Proofs of Re-
trievability) FE:? . Mykletun 28975 B R B ™ R 45 %) RSA
BB B T HHEBERIEREE. PDP J5 ik FI H
RSA FSAR S MR T HHE N IHBRIEME. POR FEMA
MR A AR E AR , Ry T 508 19 V3 R BRE ) A 3
PEER . X 3 AR —ERBE LR T PR R

BB H M. 2012-02-15  18EH R 2012-06-02
B EHHIR H (9140C1103040902) %2 &) .

ST AR, (B R RCRAH , T R RBIR I S e i ah &
BHETFMBIE. AT HRXEEEE, AMTRE THFEX
PEFFE, A A : Wang Cong 2 H RT3 15 IR
T HPk AR 57 2 ™ . Erway %8 H Wang Qian % 4% 8 5 8
PDP it 1), Wang Cong % M7 REBGTE — BRI
FAMA R B R, (R R R EHRE. Er
way %51 Wang Qian SF 7 R BB A E BB e B 1, B HF
SR BHE R B R RMRMT .

A SCEN X 75 R AR 1 50 B M R W 5, 7E — i I e ARt
SEMMER L, S A KEEREE, BB — MR R R
R ) IC-# (Integrity Checking tree), FF IC-HH
Seny 2F 42 H M ZAAEHELRDY BT T — R S TR AR B 52
BHAED.

2 FHEMHER

2.1 FHhiEZE

AU Seny SR MW ZFMELRY, HEH A 1
i, EZERY, S5 A,

(1) FEEHA # (Data Owner,DO), DO BI&E3E, F H
CSSP(Cloud Storage Service Provider, =75 R & 7)) = 4E /Y
BOPITHAREEERAE., 8 THENE TYMEES, fEE

AR 863 ML SR AETTEALIR R R RGEHIRH K (20092201220 5 H , BAREEF K

g% 5.0, TEMRFEHERES, Email: tacexcellent@163. com; ¥ & B, B 15, BIHEKR, FEHRAFT AN HEBMBHLE

2.
L] 94 L



et 2 i =3 T, Bk CSSP #1 TTP(Trusted Third
Party, {555 =) 4 R AL 2 4 R DL RILL B8 $1A & M5
HOREEMERAEES.

(2) BBk # (Data Requestor, DR), DR #] A& DO,
WATLIAZ DO, 24 DR A Z DO &, DR %4568 DO
B, SR 5 F¢ DO 47 & I # N ESE 1 = B 45 7 R B DO B3
#. #% DRICEEX T BMPEW T ERE A REFR
.,

(3) =R % B (Cloud Storage Service Provider,
CSSP), CSSP MR = MRS, 6] DO 71 DR £t RS .
o TR EIR S B4R, CSSP L 71 R BUMI L ) 2 4 1 i SR AR IE
A O %SR-t e M i,

(4) TT{E8 =k (W %) (Trusted Third Party, TTP),
TTP e E LB A SMFHAE N T ENER M7 E KK
AR, 7 CSSP 42 ULR %5 A, TTP R FI#n LB 7 ¥ XF CSSP
KRS HTEEWHRINE. EZRSETAEP, Tk

& CSSP B 416 ..
Cloud Storage
Service Provider

Data

't
Owner Cloud storage

application

Data Verifier

T~

Data Cloud storage
Requester

application

Bl ZfFEEiARPESE

AU DR.CSSP #1 TTP # B AASL B, A K HEAE
Srh BB MRS R ER 6, R e iEE DO A
FRBAREEERTTIEH LI, XF DO, RN
B 53, DP(Data Processor, ${#% 4h 38) 5 . DV
(Data Verifier, StiEBiF) itk ,

(1) DP &gk DP 4 — 4~ IS . 2P Alicesdl
B FEBER = PE, DV BT s B I & E R RAE
. R ZBIEEE AN, MHPHETREENN, SHE5E
B IC# R SR UE(E , LURIEI8AIE 1 5 88 U4 R 25 .

(2) DV #3853 F DO, DV #ith X B H EHH M IC-
W, Rl = A IR 45 BT 22 ., MW By 5S84 XY F DR,
DV S HF] FEE xR B9 DO 47 & BHIEHE Sk LB LR Th k.
2.2 BFEHY

EEED, BT HRAN T R BN — AT,
AT RAER 4 B8 2 3R = th Ak 1 R P 308, BB X P /Y
BHEHATERM AR s RSB, R, BRERESEL
AREIEH . ERTRESXT F P 0 B8 17 % BB B0 I BR S5 1%
1, YRR L RER, RS H SR TEER IS L O
M, SN BREAPEABFHNAEFRRERFARS
NEge, W BAE AT RN, & MNP S Z RS R Z AN EE
REETER.

2.3 gitE&

(1 EfatE., BELAREY E bR IESHE .
MR CSSP B TR MAFHE P BR8Nk IR 5 R AT
J7 58, AR CSSP 3 i il i) E 23R N 1% 2 FT B R 1Y

(2) ARk, B BUR B4R MR B, LAMRIEE BT
BRI TEEE,

(3) Wk, BMEAENWE R TR A I &Y R A R 1R AT i
B XTFEAE RS HERE RN . 7 REBERIHE MR
HUARRED,

(O ZFBEHSEHN . sHEETRREXNRZ, 7
R AT B SRR B3B3 IR GBS R Ak

3 IC-#

B3tz B P B L P (4 A ESCER (14T IE A 25
MR ER b WE T - AT REERNRNESER—IC
4 ( Integrity Checking Tree),

—A D 2 ICH B S5 AR E T 00T

4. 3T i€ {1,--, D}, Fl p: BN MR p1
=2,0:=3, =5, ), ICHEBRT AW FHTAEER »..
HE—REITRTE n =2 M AGEZEBNENMT AT
A p=3 MW ARG HE, B R EFHE—H Gndex,
value, flag){l., index Jy AFHIRTI S, HILER AEE,
FAE/DNTHET D AN RBFRAUE ; value F bt U BUEME , FIR
BAEBAR TN ; flag KV RERIRE.

HEWPR K i=1, index BEBE WP THERRTIE N
P EER AN BRNHENERLEE ANTFHA.
HHEiE N FEFRYA:

1. 3®& ji=C(index) mod p;, PR N—j. H ATHCGET
R flag="1alse) , MIPATEE 3 HHR1IE.

2. IR N—j; ARG WEBZT RO RTE BB in-
dex AT . WRAHE, W45 R A H I8 [0 2 R R T F iz
R E R E 55 3 B HIE.

8. N=N—j,i=i+1., R I<G<D, Y4750 1 HH4E,
BN R A HR 0] I,

AN =1, index BREEIK XHBIRTIE, N
HAHRER, AN RN HEANERGH TR A
HXRIENETRYTA:

1. 3HE ji=(index) mod p;, WF N—j; HEATHCGKT
R flag="false) , MM (B 18 A Bl 53, I8 B R 2D & M B
52 SHME.

2. N=N—j,i=i+ 1. R 1<<d, WHATEE 1 B
e BN GEHRFFIE PIRIK

BEHH R AWERET AL EH R index BFE value B
% flag fH.

FRIBRY 2 B 2 MIBR Y A index Fil value {8,
BV R flag BH false,

4 ZEREHAUEE

L) B AR R BN AR AR AT iR AR TR
mPRRBEIEX R REE . EA B R RERE
g — A ICH, Xt FAEME LB = PB4 T
—MEEFLEIRS |, HRIER T ICA P BRI R S AF RS
W AT B8 SO B3 (BT 3 R 4D
#EH P EOE IC L AR R IR (B0 RUE B
BT R BR S , 853 I RIS B, — KBRS SO
BES N,

e 95



4.1 REXEX

Pad(m, D)—my «>m, :m REIEICH, L R E. &
BB SO m MR L LR I BB S, IR BUG — SR BB AR
R MAEFHET 0, B HIEAZE [ gk, B
SHESERIE m=mym, i€ {1, ,n},

GenKey(1)~>(p,q, Nyro,r1,7r) : BEVLEEER 27 tRAFME
ool (WRRHES 501, LAFHIBEDLEE 0 o1 1 12 (270
mod @), HE N=p'¢st,r=n+npgtrp. Hh NER
BiE AR %% CSSP, (psqs7s70,s n)f’ﬁﬁ%iﬂiﬂxﬁﬁﬁﬁifﬁ
A,

GenCheckValue(m,ry , ps @)= (fo (m),s fL (m)) : 5 A X
H m=my +-m, SR IERVEH B o »P,q,ﬁﬂﬁﬁﬂ"ﬁ‘/&fﬁ
i—f‘ﬁ:

fo (m)=§r‘5mi (mod p*)

fram =pq§)1i7‘(1m,- (mod p*)
BEBIEEfo ), f1(m))

GenChallenge(ky svs pyq)—k 55 ABEVLEL & MEBEHPH
(rapr @) s HHEBRERAE 2=k pg+r(mod N,

GenAnswer(kym, N)—>y(m) i AR & )5, R oeIE
BT ARITE N EHE v

y(m)=33km; (mod N)

Veri fyIntegrity(fo(m), f1 (m) k1115 y(m))—>{true,
false} : y RS ERIR AR B, FA P BB UE(E «

vo=y(m) (mod p*)

N =fo (m)+ (k& +?‘1)f1 (m) (mod pz)

WFE 3 FF o, WIAERLT, B true; IR A, L6
MER M Fi i false,
4.2 HWHEE
4,21 LR

iR [ A ELSH, B P IRE — KRR EfT R,
B 2B ICH, R5 R GenKey (1)) 4 B E B 4 1H
(PsqsNoroyr,m) A1 N AR 2. (pogormo,r) AR
A Hh B FEAEGE

HA XM m TE_LALPIRES 40T, B P 0w SeREbLIE R
XMRGUE index (index AR ICH I RE A HEED,
RIEWA Pad(Gn, DI m 2K | KEHRANFERE—
AR L EASENA 0 IR, 188 GenCheckValue(msro s psq)
X S BB B B B RAEE value= (fo (m), f1 (),
B ETLAE B Gindex, value, true) 3 A B IC-R 4R 5%
% m RERSME—IF L1,
4.2.2 B4R AR P

ME T ERIERS|EN index BT HHH SEREMEET,
BN index EM P ERBI M m=m -m, , RIFHEE 2
PATEAETM :

1. PN b (B 7£0), i E k=GenChallenge(k, s 7, p,
@ K & FBRIRIE U RS | B R BIRS IR E A RAE DR E

2. R IR E R EAE : y(m) = GenAnswer(k,ms N) , J& v
(m) R BB

3. AP SIS IF R B H y(m), TH B VerifyIntegrity (fo
(m) s f1(m) sk yr1 5, y(m)) , WNSRIUELE R K true, R4 3L
RS, B MAE X RATEEH

. 06 o

(k = GenChallenge(k v, p,q),index)

y(m) = Gendnswer (k,m,N)

B2 BRI

4.2.3 #F AR EEAR PR

Y P IRTER IS SR SRR, BRI P R
TLEEAR 2 %8 BOAE B IBUT (BN AT F R 5 B PR ) X
BT R A B B O S BB B — N . RIS A A
SO I R & AU ns BAFIKL 58 (AN SUIESR 5 B
For R my » BRI BB na » WUFTA B STERT AR R
— AR

Mu=ma ||+ [ man <o [ || oo || 77,

ST 1< o B M, RS M, 655 i B, 0
M, AT

Mu=M |- | M,,

LR AWBIETRINT

L BEBLIERL &1 o 18 k=GenChallenge(ky s7s ps @) =Fk1 pg
+r(mod N) . ¥ b FIERERIE A B R S FF R34 44 IR 55 U fE
ABAEBR AR

2. R 55wt Moy AT«

Y (M) =GenAnswer (e, Mu s N)= 3K M, (mod N)

¥ YWMuDBRFIGRF.
3 BB fio (i) s fur Gme)) R SO s BOBRUEAEL, JU ) P 32
T HZTEA A RREE:

=1

-y
)= 517" fa Gme) (mod )

i

Fo (M,

"all
i=1

Fi(M,, )=§“1 { ’%Elnj Sa Gm) +Pq(;§1”1‘ ) TaH;glnf X fo
(m;)} (mod p*)

RIF T B RIS R Verifylntegrity (Fo (M, ), Fy
(M, ) sk s71, Y (m)), SRR BAFEER Ky true, BF4 H B X it
XA R TR, B WK E X B LA LA TR,
4.3 HEEH

NEEHREAMARENERREZ —., Bk I
WS, B m=myooom,, S m CHRSHEF B 28 HE
RWHEHT -

OBE%

BEARR ic {1, BEFHS  REE BY
Hm s BRI FAT I T EH I .

fie (m)= fo (m) —rhm; +rhm;’ (mod p*)

fee (m) = f1 (m) — pgirs ™ m;+ pgiri " m;” (mod p*)

L B

BT n+1 BHAE m BER o » RE B IE
B AT 40 TR

S (m) = fo (m) +r8 e (mod %)

S (m)y= f1 (m) + pg(n+1)rim,+; (mod p*)

2. SRR

BER TR nt+1 RPEE m IR, RT3 I IE M 47



IR B RN AT
£ (m) = fo (m) — 75 mar1 (mod p2)
S (m) = f, Gn) — (n+1) pqrim,+1 (mod p?)

5 REHH

FERTERS, BTN R S5 L BB TR Y i)
SEAT B ORI TTREX P AEKIR . BTLAERI T R
RS2 B EARE AR TT s PR B B i . R
EHEREETHER, BB

EE1GERH) R CSSP RMSEH, M AT BMER

muﬁﬁs%%\%ﬁmwzp—% {1R 9 Monte Carlo 58 HEH]

k=R N
HER
OB UG TR RIE
A P s R IR 4 2 o LR I DL E y ) B
vo =y(m) (mod p*)
=km; +E*my +++++&'m,(mod p*)

= ;1 (k1 pg+ro 11 patr2 p2Yim; (mod p7)

= $rbm: (mod )+ (72 pg3irk i (mod )
= fo (m) + (ks +11) f2 (m) (mod p*)
i bR AR R, IR R S R AR T P R S
HEAFRITERARE W 2RF R LEL RN TR, W
RSO BBEEEBEN, B -, Ml n BUETRE

PUEETT A0, iR 3-8 oA AR Rl 1 AR T 7 5% E’J’F&ﬁ%;l; .

QFTA SR e BRI
4 F P R AR 45 85 i B 3% MO DB Y G B, IR GEAS
BT .
yo =Y (M) (mod p*)
=kM, +E M, 4o +HEra M,

all

(mod p?)

oy :
= 2(k1pq+7'o +7’1Pq+7’zpz)lM' (Il’lOd pz)
1

"o+ % fio(m:) (mod p? )+(k1+r1)2{r:~1’f1

W M:«

(m)+ pq(En,-)ro 1+,-Ef'f X fio (m:)} (mod p?)
—Fo(M )+(k1+h)F1(M )

Tall Tl
mrﬁﬁﬁﬁmmmﬁ%%ﬁﬁﬁwﬁo

EH 2CRAthiEte) BEELSEN |, CSSPEHE
QA IEHH PR/ BL BB T i) 18 5L T Dhie — A IE 7 F) BE 2 (L

MR 5y

TERA 3 CSSP 1A Q M EM KBk N & Ex, T H
%[ CSSP fhits IEH8 W BB E AR,

EFRRIEE R

y(m)= fo (m) + by +n) fo (m) (mgd 2

= 33rim, (mod )+ ) bqi%ﬂm(mod )
TR 58 /A T AT DR/ (LR 7T B 88 B B
BEs.

@ »q
B8t & R HFA AR BB

k=Fk; pg+r(mod N)

k' =k, pg+r(mod N)

A4 CSSP Al @i H & ged(2—k', N)KBE pq.

@ ro+r2p* (mod pg

B r=ro+r pgtr p* ,CSSP LEHIE pq 5

k(mod pg) =k pq+r,+r pgt+r: p* (mod pgd
=7+ p* (mod pg)

® é‘ir’{)ma (mod pg)

T RSB RIEE yon) i1 E

¥(m) (mod pq) =l§ rhm; (mod pg) + (kb + 1) pqél
irs m; (mod pg)

SBETTE S

=_§?‘6m¢(mod )

CSSP I it K«
O Eift. BARIEMHES & RBEVIERA, TR AE

BN 0 T G o5 R B A<

@ RESLAIUEA . BBICH o T LIBE AR R
HERTEE BN ;<5

® R B

KM EXERETT S0, B4 po 7 N = ' 578
B p 50 o (OB TR, HETTIA % CSSP 83 o MM

IR ] B
IS A9 FIB AT R, WA RIE 7o, 34 CSSP K

&i‘l’ﬁiﬁ}mi(mod N, &%&ﬁ‘ﬁi%’lm(mod N, BT
Ziﬁl%ﬂh% REEE . IS HIE o, CSSP %‘Ikl&@]ﬁ%iﬁtﬂt

i‘f‘ﬁ:z_:‘lfém (mod N)*ﬂi;h‘o' m; (mod N), ZEBRBIPR IR
{8 & B, CSSP 38 £ (mod N) = (k1 pg+7)* (mod N)=r§ +
270(k1+7‘1)17q(m0d N), lgﬂy To E‘.ﬁlaﬁﬁb‘lﬁfﬁﬁﬂ‘ﬁ?&@]
(ky +r1)pq(mod N), gt i L‘Aﬂ‘ﬁ?&@]ﬂib‘ﬁ B"Jﬁj%{ﬁ y
(m), B RBETRETERD r.

A& n WERERNRBIRBRME MRS WBES
H, K B B ER 7o+ 0 (mod po) . B p Fl g BIZEBUAT
Hp>q, RA G nn7q B ro<<pq B, r +rp* (mod pg) =rv.,
BREL, R ro Ty SEEUROBHBERE 2 3% S68, BRTT LU & 7o
BIREE . XT o B EEEDREORME, FTRIM o +r2 p" (mod pg)

SHRABE] o ERBRER 1/ 8|, 5 LR, CSSP i 8 E

ro RSN 1/ 5| <.

6 MEBESHT

BRBELBEN L, BB R », ERATHENES
AR IEE BT B B P RS 2500 R
BItAER MEGERR . FHSHR. EEREFE, Hr5s
RT B 55k AR 1H 0 50 40F B 25 {8, BR &R &= k1 pg + 7 (mod
P ABE~KERZEM—KENEEHE, BT
B v =Ffo )+ +n) f1Gn)(mod p?), REE-RERE
BAPKRENER; REERABHEBERNE y(m) =km, +Em
Fee -k m, (mod N) VB RN n TR EE M 2 WM

(F## 113 30
. 97 o



Semantics, 2003,1(1):98-127

[14] Kalfoglou Y, Schodemmer M., Ontology Mapping: The State of
the Art[]J]. The Knowledge Engineering Review, 2003,18(1);
1-31

[15] Borgida A, Serafini L. Distributed description logics: assimilating
information from peer sources[]]. Journal of Data Semantics,
2003,1(1):153-184

[16] Hu Luo-kai, Ying Shi,Jia Xiang-yang. Towards an Approach of
Semantic Access Control for Cloud Computing{ C]//Proc. of 1st
International Conference on Could Computing. Beijing, China:
Springer,2009:145-156

[17] Hu Luo-kai, Ying Shi, Jia Xiang-yang. A Semantics Based Ap-
proach for Cross Domain Access Control[ J]. Journal of Internet
Technology,2010,11(1):279-288

[18] Hu Luo-kai, Ying Shi, Chen Rui. A Semantic Web Service De-
scription Language[ C] // Proc. of 4™ International Conference on
Information Engineering. Taiyuan, China; IEEE Computer Socie-
ty,2009:449-452

(19] B, DEE,  WET. % MERAMTR SR R
E & .5 8% %,2006,36(10):1037-1080

[20] Ak, 5t EF, S0, FEIMEFET MiFRER BRI &
4248 ,2007, 18(4) : 955-966

(LBE 977D
BE. A SBREYE, BPRFENEN XHFEE 1
BUT B AR IR , IR 55 25 it R R FEME B8 SO BT . E R4
{5 BT, Ph AR B AR B E AR B 2 W B LL A
R E 4 Intel Pentium(R) Dual-Core CPU 2. 7GHz, 2G
RAM MM L, C++HiBF M GMP AEEEERE T
(1=128,n=51200) SEMBE LR T . EERTETT, R
F o TR R EE AL BB F] y 443165us, FE P 36 B0 B &HH
BB E] & 23us,
TR T RN 7 R P LR SR 3 Foy
&, B PDP 7R 41# Ateniese FHHFRY (X RTLHE
FH Y Erway & 8975 P Wang Qian ZHF R, 4351
HEE.MEERFEFIERMEMS S HERX Bk
BB, BRSEnE 1 BT5l. AR 1 TS H, RATMH RETT
BE MEEFENFHE N EEEERERN, BA T
W3 A
1 BAEBSETH (r BEERR B ¢ BRI T 8

itz 2239
5% LSS ZE-3 e
il BB ABER SRR
A1 % o n ow o
x#[4] O O(w o oD
X#[9]  O(tlogn) O(tlogn) O(logn) oD
x#[10]  O(tlogn) OC(tlogn) O(logn) o

BRI/ AN BB EEE R R R AR, AR A&
W5 ER b, 854 KPEHER, 1 31— e e i
Kl g5 H——IC-#% (Integrity Checking tree), T IC-HfI
Seny &R I = FFBERELRDY , it T — R BT N =M EEE T
BHERIMERIE L. SWEREZV. N TFRBEZ DR
% ZE AR AN A BRNRRERNRTET,
AP B M & EERATTE BN KM R b R
BiEmeigit, A XX HNEENSEN. T-FHRT
PEALTE AN g 2 B 55 2% o 00 11 35 B DA B ] SERE A FRERE
RARIMRIPE,

£ % XM

[1] Kaufman L. M. Data Security in the World of cloud computing
[J]. Security & Privacy,2009,7:61-64
(2] SBE, &K% cTRZSMED] ®4E|R, 2011,22

(1).71-83

[3] Mykletun E,Narasimha M, Tsudik G. Authentication and integ-
rity in outsourced databases [J]. ACM Transactions on Storage,
2006,2(2):107-138

[4] Ateniese G, Burns R, Curtmola R, et al. Provable data posses-
sion at untrusted stores[ C] // Proceedings of the 2007 ACM
Conference on Computer and Communications Security., New
York: ACM, 2007 :598-609

[5] Juels A,Kaliski B S. Pors: proofs of retrievability for large files
[C]// Proceedings of the 2007 ACM Conference on Computer
and Communications Security, New York: ACM, 2007 ;584-597

[6] Shacham H, Waters B. Compact proofs of retrievability[C] /
Proceedings of Asiacrypt 2008. Berlin: Springer-Verlag, 2008
90-107

{77 Ateniese G,Pietro R D,Mancini L V,et al. Scalable and efficient
provable data possession [ C] // Proceedings of the 4th interna-
tional conference on security and privacy in Communication net-
works, New York: ACM, 2008.:9,1-10

[8] Wang C,Wang Q,Ren K, et al. Ensuring data storage security in
cloud computing [ C] // Proceedings of International Workshop
on Quality of Service 2009, New York, USA:IEEE,2009;:1-9

[9] Erway C C,Kupcu A, Papamanthou C, et al. Dynamic provable
data possession [ C]// Proceedings of the 16th ACM conference
on Computer and communications security, New York: ACM,
2009,213-222

[10] Wang Q, Wang C, Li J, et al. Enabling public verifiability and
data dynamics for storage security in cloud computing[J]. Lec-
ture Notes in Computer Science, 2009,5789/2009:355-370

[11] Bowers K D, Juels A,Oprea A. Proofs of retrievability; Theory
and implementation[ C]J // Proceedings of the 2009 ACM Work-
shop on Cloud Computing Security, CCSW 2009, New York:
ACM, 2009;43-54

[12] Bragantini R, Conti M, Di Pietro, et al. Security in Qutsourced
Storage: Efficiently Checking Integrity and Service Level Agree-
ment Compliance[ C] // Proceedings of CIT. 2010. New York:
IEEE, 2010,1096-1101

[13] Kamara S, Lauter K. Cryptographic Cloud Storage[ C] // Finan-
cial Cryptography and Data Security. Berlin; Springer, 2010136~
149

[14] B %, 28 %, ¥ % ® [EB/OL]. http://wenku. Baidu. com/
view/16b2c7abd1134693daef 3e58. html,2011-11-13

« 113 -



