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Abstract

based on artificial fish swarm(AFS-KM)was presented in this paper, which can overcome the problem of initial cluste-

Aimed at the lack of global search capability of K-means algorithm, optimized K-means clustering algorithm

ring center selection sensitivity of K-means and can obtain global optimized clustering partition. During clutering
process,a weighted distance computation method based on information gain attribute weighting is used, so, the better
clustering can be obtained for both spherical data and ellipsodal data. Simulation experiment is implemented over data

set KDD-99,and the result shows that the satisfying detection rate and false acceptance rate can be obtained in network

intrusion detection.
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EICRARNBIERN X={z1,225"s2n} 2, ERY,
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dist—anwng—class=t§ '=k2+1 | center; — center; |
K, | center; — center; | AT L MIKRIER.
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Fitness(C) = dist-among-class

dist-within-class
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Step1 #EH n FATA:
SHFERA T APITINTFRIE:
1. 1 Fish' = {center, , center, , **, center, } = Random _select (X, k
)/ BEMLEEEE k LA R K b L, WA R LE
J S B iEATAFENMNE
1. 2 C;=Partition( Fishi)//X vt 5 {4z Hel 55 41 B o8¢ JR U 47 B 38
R4
1. 3 Fish'=Center(C)) ; EH A LA HAE (RFEHL
1. 4 food,=food(Fishi);
1. 5 foody,,, =max(food,) ; Fish,,,, = Fish'; //B KB YERER K
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While(food,, . <<e) X T8 i ZFA LA Q<SOPATUT SR
2.1 BEAH:
While(number<trynumer)
{ For(j=1;j<=k;j++)
For(L=1;L<{=q;L++)
{AFish{ | = Random(—1, +1) * step; Fish, | = Fishi | +
AFish;,L; }
TIf(food(Fishi) < food(Fish’) & & D(Fish',Fish )<<V)

{Fish'=Fish';
C,= Partition(Fish') ; Fish! =Center(C,) ;
if(food, << food(Fish')) {food,.,, = food(Fish');Fish,_,

=Fishi;}
break; }

Else number++;

}
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set=Q;

o62.

For(j=1;j<<n;j++)
I(D(Fishi, Fishi )<<V &&: food(Fish')<food(Fishi)) set=
set|J Fish!

Fishi = L

Tset] Y. Fishi;C = Partition(Fish!) ; Fishi =Cen-

Fishi € set
ter(C);

if(food(Fishi) >foody, )
{food,,,= food(Fish');Fish,, =Fishi;}
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Max-food={food (Fish) ;
Fish’=Fish';
For(j=1;j<{n;j++)
If(D(Fishi, Fish) )<V & &max-food< food(Fishi))
{max-food=food(Fishi) ; Fish’=Fishi ; }
H(Fish't =Fish')
{Fishi= i?@h’tlj“:h' X step; C,=Partition(Fish') ; Fish' = Cen-
ter(C);
if (food(Fish') >foody,.. )
{food.,= food(Fish'); Fishy,, =Fish'; }
}
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For(j=1;j<=k;j++)
For(L.=1;L<{q; L++)
{AFishi | = Random(—1, 4 1) * step; Fish{ ;| = Fish} | +
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C,=Partition(Fish") ; Fishi=Center(C,) ;
if(food(Fishi)>food, ) {food,. = food(Fish');Fish, ., =Fishi;}
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K-means K-E#& AFS-KM
DR/% FAR/% DR/% FAR/% DR/% FAR/%
4 6.2 0.22 160 0.20 182 0.14
6 32.6 0.72 342 0.68 37.4  0.60
8 43.6 160 453 150 50.8 1.0
10 55,7 2.20 58.2 210 625  1.82
12 60,2  2.80 62,5 2,40 68.4 2.0
14 68.3 5.8 69.7 50 76,4 3.6
16 80.2 6.20 832 580 8.8 4.4
18 82.4 7.30 8.2 7.0 926 5.5
20 8.6 9.20 8.2 8.8 942 6.8
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BRI IR PO EF R, AR E R REREB LR
B AR B2 3 AU 44 R T ST b S MU Y R B 3 A
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ANEXE kN BERE  DR/% FAR/Y  ABEAH

IP sweep 96. 2 3.1 200

Probe Port sweep 95,2 2.0 50
Satan 92.4 2. 60 120
Back 96. 3 2.63 200

Land 100 1. 20 9
DOS Smurf 93.5 1. 84 180
Teardrop 100 0.8 12
Neptune 95.8 2. 24 100

Mailstorm 96. 6 1. 42 45

Buf_overflow 93. 4 4,26 22

U2R Perl 94.5 2.7 20
Sqlattack 100 1. 85 85
Guess_password 94, 6 1.0 165

RIL Multihop 100 2.22 18
Sendmail 100 1.7 17

Worm 100 3.2 5

M3 2 AT AR ), A0 H B RIS AT AR R, XF
FRAF R ARTT R, 1 BEIRAB B R AoA I 3, T ] AR5
BRRRR, TRREE: REEEAGRELRERNS K
B ESRPABRPATEC AN IRE L, MR IGHR R
BARREERE, NEERBBIFH 28R, B A CE R
AT BTN,

3.4 HEENSHHRER

AT K% AFSKM Bk EYIZmE 8% . Xt AFSKM
B SRR BB EIATIE ) LB . P55 R
2 fim.

Ty,
: REREO)

B2 B E LR

& 2 R, A 3CHR H I AFS- KM B 5k i e si i ] 55 58/
F K-means BEEM K-FRE S, JHEZ2 AFSKM BR AR
FEREFATEE, AL AZIE G HTE B W, EHRLE S
BEESIRIE S A5 B AP RBER A, Bt A TaZ FE
R TR IR RBER N mRE L, ERELR
R R, AT &R FENT N EEE Ll — & RBE SR e gk
B, B T ERREXTSREENEBER, T
AFS-KM B 5 WS ) Bt
3.5 KIGERMERES

AFSKM B 52 K BB ¥ K-means K- JFARI B B
AHE BBk i SO 1] BA B 08 /0, X4 R H B /NG, (e Be
V5] AT A8 5 {E B SRS %K Bl B3 o , B3 R LSR8 e ]
B, HE 2 Bn, AFSKM Bk F K-REEE,
B S E] P B B /MBS 0. 03s, B KA 0. 1s, HEE
FEHERE AFSKM Bk A T a2 B#TE B, B &
B SO R i, AT Bk Rl s 2 BB R
R AREE LT RNE ARBWA, AFSKM 52 11
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FAH: K-means K-FRIB LM, KA BB R R
MBEHRBIB RS BE 1 B, lERERBE WM,
Kl AR R E 43 L B, iR R R BRI 4 L
I, MEEBE k=4 B, K- 3R 0 B AR R 58
16.0%.,0. 20% , AFS-KM [ M R ANiR M 243914 18. 2%,
0.14%, WA E S HRE T 2. 2%, R|EWEF I
FEAST 0.062; ¥RER B k=20 Y, KRR R W AR
HWERAFHH 86, 2%.8. 8%, AFS-KM {6 il 2 AR 2 4% B
K 94.2%.6. 8%, WA R E A LR E T 8%, RMEW
BAAHERT 2% 1% 2 B8, AFSKM BT RAAR
I B RS BT MR, kA SCiR i i) AFSKM 3§
W T R B 1) 5 4 B o RS W TC MR A KR M F &
HIRBBEEBERANER.

ZRE AFSKMEBEREANAATARELE B
RN HEE DL, RFET Kmeans Bk, BB LS
AT ATHABEEEM Kmeans BEWME S BERT K-
means B EXTTHIHA B2 PO v B SUR B A, LR T A
TR RSO 848 fy IR &, R T BB 9% 2 AR X 8
WIS 1E) YIRS B AR B 28R 4 s AR B o R SR L
V6] 4 B B SR ik T B8 2 bR i i R B B T B
IAUR HEBRBE B A T &N B TE A B P TR
KN, BEH R B T BRI R A RHIE, XRERER S
XE BN AT P& A RRME, (SRS IR M E AR
iR FRAE,
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