F39E Eay

SoretE K A S

Computer Science

Vol. 39 No. 4
Apr 2012

(B REIBRAFEWENME L HAFER

HREZHPPUIMEURAREZRARTR

T OE” B @
R 150001 (BARRELA¥ H LR

B E MURARPRLZOTHBEAFTRARERHBE AR GRS ML —, 23X T & AR R B AT 5
B, BAETHAARBARARSERXOAR L, EIMBHARLBRABE ZRE, LR RELAR ARG RA,
HEHHNMEBARY B LR RBTELE, A E LB RO R RRE MR AT 6 ik, Bl ot , 448 sk B
AARERERERF L UAFARLBHLEFS T k544, BRE AN ORTHROAS L, 544
BIARLRARPESH AN —~FHEF G,

REA BMBEA AN, BREY,E L4

REZESHES TP309 XRHRIRED A
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Abstract Privacy-preserving data publishing for personalization is a hot research topic in technique for controlling pri-
vacy disclosure in data publishing in recent years, An overview of this area was given in this survey. First,on the basis
of analyzing types of different personalization service, relevant anonymization models of personalization privacy were
built. Second, according to the different adopting techniques, a summarization of the art of personalization privacy-pre-
serving techniques was given, and the fundamental principles and characteristics of various techniques were generally de-
scribed. In addition, some existing privacy measure methods and standards were provided,according to the differences of

information measure of adopted algorithms. Finally, based on the comparison and analysis of existing researches, future
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research directions of privacy-preserving data publishing for personalization were forecasted.

Keywords Data publishing, Personalization, Privacy-preserving, Anonymization

1 5|8

LME BIEE SEER RN B M BUE R A8, R
BEE N A BRI LR , B8 R A E R T IR (5 B AT
EXRIERATHBGERNRP LB T, ABLEENMAR
B, R R ERRERE RS EEWA E ZRARE
XFRATIBBHBE W RAAREN BH, B, BRXmHX
BXR, BB R A RARTH EEHR T,

LR, BEE X — P ES  BASIRE TR T KR
MIERPELBRER-MBARFHERITE. A
Samarati FI Sweeney ¥ 12 BB £ L& Z B BHEARE
BT T EMRE, BT KBAMBFIFRATS , A A% B
TEALBAEPIREHEIRS ™ . AT, HAIRBLE
AAFEHEAZRARAMEHRARPER. FLE.R
N#FE A T RN — R, AR —1T 8T .
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TRk A A4 (2011RFXXGO15) % B .
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(a) MK #7 iR 4F |8 # (identifier attribute, ID), ID =

A ZEF A RR RS (61073041,61073043) , B RIT4E B RPHELEES (F200901) MK /R 5
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{AP};

(b) R IR%F J8 1% (quasi-identifier attribute, QI), QI =
{AF ,AF -, A}

(o) 8RB T (sensitive attribute, SA) , SA={A7, A5, -+,
Al}s

(d) H Al B 4 (other attributes,OA)

— B3, (RS E BURIB M SA A BEHE , ERR DT
B QI WTLLR AR RIS B E R AR , MASRIRAF 1D fEME—
WEUEME. 1 RE-ARETOSABTRERBRERICSR
#, B BHEFI [ Name] A MATR AT B 1%, [Gender] [ Age]
[ Zip code ]I HEARIAAF B, [ Discase Dy BURR L.

#1 BEAKCABETRGERFERIERR

No. Name Age Sex Zip code Disease
1 Fred 24 M 13000 Gastric vlcer
2 Andy 28 M 12000 Dyspepsia
3 James 27 M 17000 Pneumonia
4 Allen 29 M 19000 Bronchitis
5 Jacky 31 M 21000 Prneumonia
6 Jeff 38 M 24000 Pneumonia
7 Emiy 42 F 56000 Flu
8 Judy 45 F 38000 Gastritis
9 Rita 47 F 37000 Pneumonia
10 Wendy 76 F 32000 Flu

BRI HEAR S F b T AR, KRBT LA
R R AP — BB MER MELBRAE B E
R B —RRE M BREN MEBRAELER. TS
B4 X PIARAY,

2.1 AEMNMEENERRTAELER

MR R MEIL A E & R B R EE AT
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FRRILH B BERBREEN MELER, NTTERBRES
LIRS . ARSI BT,

EX VBRSERD  XTTFHERERE AT Dom(A R A
RRTREDS, B A 4R AM E SR T [Tax (A) =
{rA 9LA 9INA 9RA } ’ﬁqn’

(2)7a TSI LW IR A

(WO La TR FHENES, Ly =Dom(A);

(DIN, BRGEMBEFENES, EHPHRTERSE
TRE A b EBEREI L RRBE;

(DR FIRBEMPHEY HERBLE.

B 148 T R 1R BGUR IR P Disease A4k &4 2
Bo KA, TS T RIS Disease]th & HAY B,
TRRRHHER, MR SBT3 S8 aH AR
AR T 328, — i, SRS RM REANSREE, BE

KT R,
Respiratory systom problem

[rsvepsn ] [Gastis ) (] [ (] (o] [pmeumoni ] froneiss] (I (]

B 1 SURRYEDisease itk 4>

B 28RN LETHD  XHFEEEDEM [Tax(A) g
FEREWAR N BRUEY SR A, 8% 5 TN
RETFRA ITaz(A) GRS HFH LN SUB _ITaz(N),

R IR E X, MR AR T MR R N NITE SUB_ITax
(N)={N,Ln,INyn,Rn}.

TN VR A AEiud e T, HBRBEE R s, 1
TEH ¢ ARTA A 1. GN & SCREKAR P A ITax (A%) MR
B & r,s Bl e, s FTAEM-FI SBEA L EM— AL

F2ENE DPEERBHEERER 1 8RS AN,
MAH PR HEHMAETFREBREBIERE. RIET
[Guarding node]r1 4514 B 2% J& £ 3} [ Disease ] 5 SRR {H 9
BRI A

£2 BHEHBFHEPSABTEHESIERE

No. Name Age Sex Zip code Disease Guarding node
1 Fred 24 M 13000 Gastric ulcer Stomach disease
2 Andy 28 M 12000 Dyspepsia Dyspepsia
3 James 27 M 17000 Pneumonia Respiratory infection
4 Allen 29 M 19000 Bronchitis Bronchitis
5  Jacky . 31 M 21000 Pneumonia Pneumonia
6 Jetf 38 M 24000 Pneumonia Pneumonia
7 Emily 42 F 56000 Flu 4]
8 Judy 45 F 38000 Gastritis Gastritis
9 Rita 47 F 37000 Pneumonia Respiratory infection
10 Wendy 76 F 32000 Flu Flu

BEREE o MATEHRI A 1. GN RBENHRR
B A ELE R R & & BN BWRE o, AREBIER
HHE BB RILA 2. GN AR a4k AR 22548 SUB_ITax (.
GN) YT —AM-FLE K. WELRYL, MBCE AW, SHT
WGk RS T SUB_ITaz(t. BN) PARfE — A FH E S
BARRA BRI L R (0, AP, Ko AP 2y SUB_ITax (s
GN) BIMF95 50, WEHEHA H A b/ R BRAAZ B T2
M. F1WEHEFGuarding node 45 Hi T &AL A 1 69
DFBAR S LRI B BB EBE T A Fln, %
FE1HIEF 1, Fred BH 55K [ Gastric ulcer], fiE E 8y
PR35 M M [ Stomach disease], W ISR B 5 H HEWT HH Fred B
# [ Gastric ulcer],[Dyspepsia |k } [ Gastritis ] ¥ f 4T ] — ft
B, AR A B S IBRAAEZ R T8,

Lr L AR TR A LB RS A BRLR AR i
BAMRI TR &, SHEUBB AT ACAL TR, NI KRR
B SBAREA B I REKIEE, B T RARF 9 MELR
%,

2.2 ENWEEHMELERESRR

T [ BURAE LR AL I AR e BRI & Rt
H &% URR A MERAEURE T, B R T EBRIER
BRI BN ERA R TR E, AT TR E & B9
YEALIRS . T4 X BRB N — T

EX ACMEBAERET MK TEURBEME S
HEWEE N ERRERE T, iBE psfy

I, MK TEURME S, FEHEM, BEHBEY
psfy ={’ 1, M XHBURE S, BAEM, TEAITR
0, HERHR
»
K, YR E BWEBRBEEMES, EEER,. RH%A
BARFEMEE S, 8B psfy =1 54 « Xt B S W BB
B S, EAER, RIZMER S; BT URRRYLI psfy =
—1; 5K X H B BURB M S, MRPEEARHE
BREFFENEE T, B psf; =0, LR 1 PFHFRAWREE
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FIIAME | SRR S, 1 ERABURE T, BB R
W psfy N ABST R RITRE 10k 3 o,

3 W s ABSTRBERICRR

No. Name Age Sex Zip code
Fred 24 13000
Andy 28 12000
17000
19000
21000
24000 Preumonia 0
56000 Flu -1
38000
37000 Pneumonia 1
32000 Flu -1

BT X4, T E XS M ERBEEER T MES
RRFPFRE prfi o

EX SOMERIMEPTRE) E—AMERME T, K
IR TN & MMEURR M AR B S TR R S SRR
A S WA EBRR R TR BN prf. 41 psfy =0/,
[psfs =1 M| psfy =— 1 BPIFREBRBIEM S WBRER
AT 0,1 F—1 AE | psfy | BAEBRAKME S RS
B BRE | psfs | = psfs =0+ psfi =1+ psf; =—1l.

FEXBLXF psfy =0 (MK, 1 TME B X ERE
PEEMERRERERE, BT X BEAEKLL 50 % MR
BERGBVHERS, WERBRBRHE S MM ERARPBRE
orf; MBI RE R

_lpsfi=1{+|psf;=01/2
| psfil

Disease psf;
Gastric ulcer 1
Dyspepsia
Pneumonia 0
Bronchitis 0
Pneumonia —1

1

2

3  James 27
4 Allen 29
5 Jacky 31
6 Jeff 38
7 Emily 42
8 Judy 45
9 Rita 47
0 Wendy 76

Gastritis 1

BT EEERER

—

pri;

_2psfi=1{+|psfs =0| 2
2 psfi
BER (), XTFE 3 PSR EEN MERARDP
TREFTTEERWE 4 Frol.

£4 RIBFMUBREEN MERRARPTRE

S5 Gastric ulcer Dyspepsia  Pneumonia Bronchitis Flu  Gastritis
psf; 1.0 1.0 0.5 0.5 0 1.0
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HRER . XEHRTMESLBEMIIEE.

3.2 ETREMELZHER

RREBESE PP AR HBB AT . EEEE
finh, R TREEZNERTRR . H B/ ERHEESEY
YR T, M R, DR AL R E
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HBEEWELL.

MBI EAATREA - ERE LR TELSN
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FEUREEAEA, SIMET FELZNRRS EXT 128
PERRROT . Aggarwal XM REEZMT H—LHHR,
YT rgather M rcellular FED?, T/ BREWNEGHE
FITRBATHH  FFBA FBREN R BRE T —RETE
HHBRE & T8 L-clustering™ . B4 3%, M SMBTIT %
BREFERGEHE, B SDC(Statistical Disclosure Control)
R R & (Micmaggregation) F S| A BB EWE Z
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R T B4, X HLUR BRI a4 T R,
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BEAABIRG TR RE RHIMABES. LR
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M HUREERE RN, NEHHENRARIER
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4.1 BRALEER

RABLERE—ERELRBRT AHRENRLEBE.
Xiao 4t X RN EELEEL B TRABL RO
SURITBFE,

EX6(RAMBREE BErmd:cT, HBBBRLRE
Poreacn D EXABGEENEGEIRR PT PR EAFETR
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ITaz(e. GNOIWIMTFI 5.

SHFILE € T, S BURR S BB TR & W A Bk
HEBH N, KPR HH S BECH N, MR EE
X 6,4 ¢ BRI RN

P (1) =Ny /N, - €)]
4.2 BREAEBRRER

RERAIEE 78 KUK 2 5 B AA R AU AR R B Y — R v RBR T
BEEE B RANBER SR EHXE /A PEELFBIER
S SR,

MFLH € T, HEEWEER o, UBREEN 5,4
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14, W R FL B BB RS (s, K)FIRR N
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AAEGRELARRE D BIER AN B BEEREH
8 o€ [0,1], BR A BB N BB REER DT ETF o W
R o RZBBENHBERE . SIAMEMES S BERITE
BEPNE-FDFREHNOHEERRE, FNE k4,
HALRRFAE AR, RS MERMRIPE R B E L ER
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P a;» P gy =1—prf; , WA AL 39 BARA 3 5B XU FT S8
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4.3 EEHRLER

o2 T 1) SRR 1 R T ) R MR LR A 2 4R
B, ERMEABERALE S, LR EFEBWIRE,
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BE—NERRAREREGRLMHELE S, REBRARK—~
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£5 HRAERHREERFEX KT
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EFHEZ4 BAMBUEZAMREMX RS Generalization

BXk&H BHELTEE L WRH Hierarchy[4]
EFHRH BHBEAWEWIRFFTLAMYM  Hamming distancel351
BETEH BB, AR NERAX Diameter[36]
AL XHET RE 2 AkE X Classificationl”] |
EFAY swpemxn CaveLs]
ETH ggi ﬁgzgig BHRELL Datafly(2] | L-diverity(14]

& 5 R TEATHF AR, B HBE TR
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WAL IR R T 45 1 WS B, T LR BE Bk
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BRIE ARSI P MELRAEL AT
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HRREBRE MR % K XA, 3 LB
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B B, RN A T MERRAE A RHERE R, 1 U HEH
—BBENNE. B4 VES MR E LR R HRE,
BT MEBRRAE £ BB BN ES

BRI o e AL AR %5 BT ST B A 3R % 7 () B A AT
R. MEREEAEX S AEBREE, W RAREF KA
PR R GG ER. MELREEEHERE. S
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