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Analysis and Improvement of Remote Bitstream Update Protocol Preventing Replay Attacks on FPGA

LILlei CHEN Jing ZHANG Zhi-hong
(School of Information Engineering, Zhengzhou University, Zhengzhou 450001, China)

Abstract The remote bitstream update protocol preventing replay attacks on FPGA proposed by Devic et al has a lower
efficiency in the key distribution, updating and storage. We proposed an improved protocol which utilizes key chains to
obtain keys for request and acknowledgement. The improved protocol can improve the efficiency of key management,

and reduce the storage requirements of participants. Technical discussions show that the improved protocol ensures con-

fidentiality, integrity, and prevents replay attacks.

Keywords Security protocol, Bitstream update, FPGA, Replay attacks,Key chains

1 58

C RESITTERBRAR KNI RS, RATESRE
o AL AT O R AR (ESKERRL A R
AL AR DL R X AL BRRS A SAE R ER B
FEERZESR . ER T RIERTTH .0 BMR7E Linpack E
BEFT 602, HEERBITHE—MMET 102, HHFERT R
FERR"HOEIE. TEBRE T W ERRERER Y EITHEL
WELGEN ERE AW A, B, RATEHNITEER
20, TR R T E MREE. ETENTT R ET
FPGA WA EHITHHR HaTHKBTRAR .

ET FPGA Wsh AW EW LIk LB : off-chip B
WO TSR BT BT IR T AR AR H
B, B BT HAEREAR K SIATTEWR YT EZ6
FLJ7 18], T L AR S BUR SE BB B BhAS 3T . FPGA A B
HEFE.

FUFE AR PR 7 B L AT FPGA RAMTER B M3
AEF HEROIUENE CEESERT —SELME.
BR2MEAR

DI Boih & 7T LB W 4% W0 5 F B, B FPGA
RaEitit.

DE Bt FH E R A MR R, IR FPGA
G

PR B #:2012-10-28 &G B #.2013-01-25

DEM BGEE BRI RN EHE B, 3K FPGA ¥
{51844 FPGA RS RIE KA.

Bk, WSEREFHN R R EESRBE L NE.
Hash % £F B{RIFE B MBS RS, FFEER
EHGETT IR .

AILAMRF T Devic 042 H B9 BY B B 80 UAR M SE
FEH UL UF LR Devic 30 B HHESES | ABITIR, £
D RA RN ELE, FREFERBEHNS S BT
pbives ki

2 HX®R

TE AP IR EH MU M B, ML MR LR E
B 1S B RS E S A B VU A RIE R B K
B FRERSAS], 0 AES 5, 3-DES 4, SREMEIEHERE
Freb A BA IR E S, TR RIE EEKEIE B
T (MAC: Message Authentication Code) ., Hpi% #) B & B
it E BRI I BEVLBER IR A B R RIS B AT i

SCERLS-7 18 1 TR R k7 FPGA EREF
HIBAENLE PR SERE PR R s SR (6 138 Y T 78 AR R B 3
PRSP BEALOD 1 B Rk B0 3 SR T4, 6 4R 1 T #
FRRA LRI BY L EA B  # 7  5 SCHR (4048 H ZE L B 5 FP-
GA #ATER LR 5 , i F AN 1 B R B
{HFHR H 75 RE RIS 3 R AHAR ML 541

R FEFK 863 TR E & H (2000AA012201) % B .

#F  F1974—), 8,8+, TEHFR T I MNE 51E B EL, E-mail:lelilei@zzu, edu. cn; B B (1977 ), %, Y0, TEHFS 2y P2P. B3
EAREL; kEMA965—), 8, BLE, 812, TEPREF A NRFHE BIIFERRL.

¢ 149



HATIIEE .

ARG HLEI B R £ MO B 415 B
R PR EE SRR DGR E R T &, R
[9, 1074 B8 48 6% B F 76 07 A1 2 7 JE T A Bl o it
th, BERE T TTP M7EMESUEIHRE T AR,

3 Devic 4R

Device YMUR— N BB A AR ER L. X
KA s, R BB M B R BORIL G, H % R E
DoS B, HEHEAE E Y H BB MERR.E%
VB LA , A5 iR 1T (SD; System Designer) i[5 H FP-
GA - EB &Lk, AT RERHHEMT SDH
FPGA Z[a], 8B 51 T FE BT A S GG B .

Devic PHIZ 8 S AIE S 1, (5% 18 5 0 58 37 i ad
. PGEAT AL, R Xt R A0S B AT 4, SD Al
FPGA £34F 4 NI HRE S Keg s Koo s Koz M1 Kz, H P,
K AR B ERTE R » Ko T Kooro 53 51 PR MAE B HIK
WiIMEB, K FIRMBEF AN LFRES. K XA
AESE B, R EBABE D T Koy » Ko 1 Ko #3R A 3-
DES # 5, #7724 NVMGE B RS .

Devic PSGHAT AR E ST I E A B INE 1 iR

I FPGA

>
L

EHiFR: Keg(TAG)

If TAG! =TAGg
Restart Protocol;
Else TAGg+;

BIAER: KyiNew TAG)

TAGy =New TAG

¥ o Kp(New Bitstream, TAGu, MAC)

If TAGy,=TAGg;
Checks integrity;
Restart User Logic;
Else donothing;
i BAEH: Kugo(TAGu)

Bl HRREHBN

Wi TAG FRHAER A S, TAG: 2R NVM
PHIA S, TAGu. R P BB Y IR WP W IR 4
g,

SD H M K 15 TAG %1% % FPGA, ¥R E i tL4¥
W, FPGA BiFlr Bl TAG 54/ TAGr 2E —, & —
3, WK TAGr 3% 1, F§ Ko INE T TAG & BI%S SD, #1A
BEHER. RE,SD HEHH TAGw f MAC, B Ks I&#i
EEA% 3. TAGuL F1 MAC, ¥ H & %45 FPGA, FPGA WZl)5,
T8 MAC RiF S M A B HEHRE TAGu FER A1
TAGy 2B HR, LB L BRI, Z/EAFK ILIERER
FAPZE, B5 A K % TAGu , K% % SD, BINEFH 7
e

Devic UK H: 3 4~ R K85 533 R A5 BEAT I8 » AR UE
HERE e, B I BB EE. % FPGAHBRN ARG T,
BT RRA S E—REE, ARIEX £ FPGA 7 £ 2M3hE
HE#, Devic MU ER S/~ FPGA FHFA AR K » Kaas T
Kackz o

%4 SDEH K/ FPGA MR, SD FERFENE

¢ 150 «

A~ FPGA XHRIHY 3 MEH, X &% SDHRERHKARAE.
WA ETREZE BHEFAREENELR . SDREENE
HEHUML, 581 FPGA #17 3 KEPEH, XL L7
SD #1 FPGA HE 451 B HB BB

ETFL B R, A SOKF| I E S 8B Keg» Koo
Koz » B Devic 1Y,

4 Devic Pt ¥k

4.1 WMEPHKEN
BCHEPISCR AN 2 B U S s

H H

K,
JH
K

v K

KO

:

0

H g ..

lH
i

- SR
1

2 WEHs

Heb, K, IHA8M T, K =HWK),K'=H (K.),H
M HEWANAT Z#H%4 Hash B, RA K/, K-
HMEBEFEPBREI S Keg s Katr T Kz

EDFAEEWT B N K Eamsg, ihE
AR REHHE BN INE Y K. . BIEE S mHEA
FEE R Rt AR e R BRI
4.2 BUEALCYSREF YL

B R R R W B 4 X A S AT I, 4R
TR B R st , B I B O . (BERSRER, A5
RERM 1, gk 3, UMEFM FHRA ST E AR ER A
MBS, BHBERNIRASH  EH N +3 H—BL %
K K B EEHER, R Ko H Ko 5 BIINE B
KHFAER. BT Ke LTHSBE S, FERANERH
BB, AR Ks HATHEES.

Bt SR PHGEFTE, B 56 SD A Kme N TAG &35
%5 FPGA, >R BT LL 45T, FPGA BIE WK TAG 54
BTER TAGr B —B, F— 8 WIHTE i=TAG, TAGr=
TAGr+3, 85 Kt INEH 8 TAGr 5B B4 SD, HiAE
FiigR. SD KB HING, 4 TAGe = ¥ TAGe, 3#itH
MAC, i Kz I8 5 A% . TAGu 1 MAC, ¥ B & 7% 48 FP-
GA,FPGA Yt Bl5 , 118 MAC BiEE B H B E TAGLE
MAME TAG: EREGHE, EME, W AH N LR E S
FAPB58, 85 A Ko I8 TAGu, KE4 SD, HIANE 52
e

5 TESMMMEEEILR

5.1 RELH

WA PPPCR S Devic BrB3UH IR B 7 B ARAE DL A 58
Bk, SRR R 2007 A, Bt i B U 3 2 VLB
TR,

KTBEBI G, Devic UK AR 1 Key-Tag 3 1
HERFEH BN E) Tag HHEATIX 5, WHHBUBRTIA T EH
g, BB PR E AR Key-Tag XF, B A% R
WP BB .

Devic thiX A iF R WA EH G AHER O EHA K

(F#H% 195 1



[6] Bouguila N, ElGuebaly W. Discrete data clustering using finite
mixture models[ ]]. Pattern Recognition, 2009(1) ; 33-42

[7] Figueiredo M A T, Jain A K. Unsupervised learning of finite
Mixture models[J]. IEEE Transactions on Pattern Analysis and
Machine Intelligence, 2002(24) : 381-396

[8] Lin T I Robust mixture modeling using multivaritate skew t
distribution[ J]. Statistics and Computing,2010(20) ;343-356

[9] &KBBE ETHREASEZER HHKNESBRRAEET]L
HEHLBLE,2007(5) :190-193

[10] Bouguila N, Ziou D, Vaillancourt J. Unsupervised learning of a
finite mixture model based on the Dirichlet distribution and its
application[ J ]. IEEE Transactions on Image Processing, 2004
(11):1533-1543

{11] Biernacki C, Celeux G, Govaert G. Choosing starting values for

the EM algorithm for getting the highest likelihood inmultivaria-
te Gaussian mixture models[J]. Computational Statistic’ Data
Analysis, 2003(41) :561-575

[12] Reddy K,Chiang H D, Rajaratnam B, TRUST-TECH-based ex-
pectation maximization for learning finite mixture models[J].
IEEE Transactionson Pattern Analysis and Machine Intelli-
gence, 2008(30):1146-1157

[13] Richardson P,Green J. On Bayesian analysis of mixtures with an
unknown number of components[]]. Journal of the Royal Statis-
tical Society-SeriesB,1997(30):731-758

{14] Reaven G M, Miller R G. An attempt to define the nature of
chemical diabetes using a multidimensional analysis[ ]]. Diabeto-

logia, 1979(16):17-24

(8% 150 7D

Kot 1 Koo » BURE S I HR BUR BB LA IR A S W2 B 5
Krac s Krag 1" M Kot » BH KRR E H B A AR,
KR —K—EmHnE T R ERmE ek,

5.2 MEgELEE

B F G WP E B4 LA I SE B e 3 A T B T R
MEAES, HHER P 3 MEHH S EFRRATT
B UEN Kp #ATEREE 5 Devic HslH L, W2 T W1
FHEHEMRE,

% FPGA R4+, Devic MU EREA FPGA #R7FH% 3
AMERMFINES, HE FPGA WEHBARR, & SDEH »
A~ FPGA, | SD TBEHK 3n MY . Wt /E W FP-
GA RBEEFMH— I EHEMN T Ko, SD P {UHRFS »
AN FPGA SR n N Koo HAFTBINIAS MES Ks EH
AP EAURTE , AR NS S H WM fRE. Bk, 5
Devic HHUHI L, B R MM IR T il S 5 7 T T
H,

# 1A/ TERSA n/~ FPGA MRS, &1 m REH
SEBIEFS » Devic B 5 B MUE B S M 1 B
RUB SRR BT 77 T Y LB

x1 BUUHERRILER
Devic A &#HK

SD HHFREE 4n 2n
FPGA S 41 Kk = 18 4 2
WL EALRAE 4 2

FHEFAK 4m m

BERIE  ASCHEST T Devic 32 H 19 B B B KT
2 HARTR T UM, & B Devic P FE B 1708 A B 07
BORAR A5 BT IR, ST St
BFEAR SR RO IURA ML | ST R B B 4%
HERIBTR T RA— K — 8 M7 A TAG, REEHFHE
Stk Hoh, SO UM SRR R UMM S B  FE R
WB5&TTHFHRE.

- HBEFE R, WAV BRI Rt 5| A& FP-

GA REUH LRI EHT I, LUHR R MU SRR
2 % X w

[1] Lysaght P, Stockwood J. A simulation tool for dynamically
reconfigurable field programmable gate arrays(J]. IEEE Tran-
sactions on Very Large Scale Integration(VLSID) Systems, 1996,
4(3):381-390

[2] Upegui A,Pefia-Reyes C A, Sanchez E. An FPGA platform for
on-line topology exploration of spiking neural networks[ ] ]. Mi-
croprocessors and microsystems, 2005,29(5) :211-223

[3] Upegui A,Pefia-Reyes C A, Sanchez E. A methodology for evol-
ving spiking neural-network topologies on line using partial dy-
namic reconfiguration[ C] // International Conference on Compu-
tational Intelligenc. Medellin, Colombia, 2003

(4] Devic F, Torres L, Badrignans B. Secure protocol implementa-
tion for remote bitstream update preventing replay attacks on
FPGA[C]// 2010 International Conference on Field Program-
mable Logic and Applications(FPL). IEEE, 2010,;179-182

[5]. Actel. ProASIC® 3 Handbook. 2008 [OL]]. www. actel. com/
documents/PA3_HB, pdf

(6] Badrignans B, Elbaz R, Torres L. Secure FPGA configuration
technique preventing system downgrade[ C]// Proceedings of the
18th International Conference on Field Programmable Logic and
Applications(FPL’08). 2008

[7] Drimer S. Volatile FPGA design security-a survey [M]. IEEE
Computer Society Annual Volume, 2008:292-297

[8] Lamport L, Password authentication with insecure communica-
tion[ J]. Communications of the ACM,1981,24(11):770-772

[9] Cederquist J,Dashti M T,Mauw S. A certified email protocol u-
sing key chains[[C] // Advanced Information Networking and
Applications Workshops, 2007, AINAW’ 07, 21st International
Conference on. IEEE, 2007:525-530

[10] %%, E50%, T R. BRHESFESTABUIL HENRE,
2009,36(010) : 89-90

s 195 -



