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Model Based Automatic Fuzzing Script Generation
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Abstract Knowledge based fuzzing techniques generally have some shortcomings of heavy workload in writing scripts.
A model based automatic fuzzing script generation method was proposed. Firstly data format is represented by the higher
order attribute grammars,and uniform data representation which is irrelevant to the test environments can be obtained.
Secondly, the grammar model is used to parse the sample data and build the grammar parsing tree. Lastly, the relation-
ship between the parsing tree and the test logic is built, which can be used to generate test script automatically. Experi-

mental results indicate that the method can generate effective test scripts automatically to discover potential vulnerabili-

ties in software.
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B SC ¥ AG (Attributed Grammar)®) F 1968 4F 3
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HH#R A DATA= f(opcode. val) , L E5%F DATA YR B
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DM=/{
T={Emule BMUR XM ETA MR FEL) ;
N={Emule MR W F A A, B} ;
Z=EMULE;
P={
p; : EMULE-—>protocol+size+ opcode+6m
R(p, ) :protocol, len=1; protocol. val=0xE3; opcode, typ= binary;
size. len=4;size, type=int; size. val=DATA. len+ opcode.
len; protype. len=1; opcode, val={0x01,0x15,0x32, 0x38,
OX4O ------ }
DATA= Switch(opcode. val)
{ case OxOl;m=LOGIN;
case 0x38; DATA=SERVERMSG;
case 0x32: DATA=SERVERLIST;
...}
p; : SERVERMSG—~msgsize+ MSG
R(p, ) : msgsize. len= 2; msgsize. type==int; msgsize. val = MSG.
len;
p; MSG—message+delim+MSG, 1
R(p,) : message. type=string;
p, : SERVERLIST->servercount-SERVERENTRY
R(p,) : SERVERENTRY=Count(ervercount. val) ;
servercount. typ=int
pg : SERVERENTRY—>ip+port
R{pg) :ip. len=4; port, len=2;ip. typ="String; port, typ=int;
'
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Gratree_Build (M, Sample, V) {
Lif(V==M.2)
2. fnode<-Node(V);
3.  G. root<fnode;
4, p<Search(V);

5. for each v in p

6. if(ve

7. v. val«<-Match(v,Sample, M. R) ;
8. fnode, child«-Node(v) ;

9. else

10. if(ve NA)

11. veNACalc(v,T,M. R);

12. fnode. child«-Node(v);
13. fnode<—fnode, child;
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14. DG< Gratree_Build (M, Sample, v);
15. G<GUDG;
16. return G;
17.}
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protocol 0xE3
size 50

opcode 0x38

msgsize 47

server version 17. 13\n
message ..
This is the emule server! \n

_________
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g FERA RS (M s_string_variable %) , 30 FAH R M1
HEBVRE F AR, WL F B3 B84 (A s_binary
B, R B R R FBRBOAME.

2)F R rE Y S B gk, MM 48 MakeBlock o8 $#
HebRas, BRI AEEET s block start(“ » *)$RIR, Y E]
TR FH R R 584, WRA s_ block_end(“ x )
Y., EAKBEARKR, WA s_block_size_binary_
bigendian_word( )R K EF B,

k2 WAL R
A SCEERN G HRFEES test;

i} : SPIKE Wi 7
ScriptGen (Tree G) {

1. v<G. root



2. if(v is Leaf node)
3. if(vEtest)

4, Script<-VarableElement(v) ;
5. else

6. Script<-ConstantElement(v) ;
7. else

8. Script«-MakeBlock(v);

9. Gi=leftsome_child(v);
10, while Gi!=NULL do
11. SeriptGen(Gi) 5

12. G; =right_sibling(Gi);
13. return Script;

14.}
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T.H FSG(Fuzzing Script Generator) , %} XML &&= #iA 3¢
PR, T] B 34 B SPIKE W4 . LA Emule PRYFER 3£
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%1, FSG H 34 i) SPIKE MAMIA T .
s_block_start("emule");
s_binary("e3");
s_binary_block_size_word_bigendian_variable("data");
s_block_start("data");
s_binary("38");
s_block_start("servermsg") ;
s_binary_block_size_halfword_bigendian_variable("message") ;
s_block_start("message0");
s_string_variable("server version:17. 13");
s_string_variable("\n");
s_block_end("message0");
s_block_start("messagel ") ;
s_string_variable("this is the emule server!");
s_string_variable("\n");
s_block_end(messagel) ;
s_block_end(message) ;
s_block_start("servermsg") ;
s_block_start("data");
s_block_start("emule") ;
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1 FR % 2 7 B.(0x38) 55390 30
2 ID % % (0x40) 15639 0
3 M58 R A (0x34) 6324 0
4 4585 % (0x32) 23663 0
5 R % 8 7 K. (0x38) 34235 15
6 MR %815 B (0x41) 45692 23
7 FH % (0x42) 14547 0
8 5 % (0x42) 24533
9 AR A B R C0x97) 16489 20
10 7 B 4E 4 (0x05) 8981 2
n #ELR(0x16) 23731 20
12 &4 R (0x16) 9023 17
13 1D 2 % (0x42) 17639
14 M4 %7 % (0x32) 11542
15 B E BRAEOx3D 7003 0
16 5 B R (0x99) 13820 33
17 3R A H B (0x97) 15338 16
18 # £ RO0x16) 30127 26
19 B & (0x42) 24533
20 Ji % B 5 % (0x32) 15639 0
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