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A Crypto-based Immunization Model against Malicious Code
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Abstract Access control based malicious code defending model has vulnerabilities because it may be circumvented in
certain circumstances. In addition, its effectiveness depends on that of the access control policy applied. A crypto-based
security model against malicious code is proposed which defined secure operation rules for executable code planting,
protection, and execution, It is proved that if the initial system state is secure and the crypto keys for code protection

are secure also, the proposed model will be able to protect system from being infected and be able to prevent subjects

from invoking malicious codes, thus to stop malicious code from spreading.
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