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Abstract To avoid the security mechanism applied in operating systems being bypassed or tampered, this paper pro-
posed the use of micro-kernel, multiserver architecture to assure the integrity of security kernel. Process isolation and
message passing provided by the micro-kernel make the processes above isolated and protect the integrity of them effec-
tively. Simplicity and modularity, the most obvious advantages of micro-kernel, laid an excellent base for the future for-
mal verification. The prototype operating system, Nutos, was presented as an example on how to use these mechanisms
to enforce security. It combined the multiserver architecture and the Flask security infrastructure to provide for flexibi-
lity in security policies and integrity assurance for security sever and reference monitor,
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