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Abstract To Mobile IPv6 networks,identify authentication is crucial issues of the network security. This paper pro-
posed a secure identify authentication scheme, which considers inters domain reputation relationship between mobile
node home domain and the access domain in the pre-handoff procedure and realizes effective mutual authentication be-
tween mobile node(MN) and the access domain. Authentication can be accomplished by double private key, HA and MN
signing the home registration messages respectively. The access authentication can be accomplished in the visited net-
work instead of the home network, and the handover procedure integrating authentication only needs one round trip.
Theoretical analysis and numerical results show that proposed scheme is more effective in reducing total authentication
and handoff delay and the signaling overhead than relative schemes. Based on the security of CPK algorithm and IBS, we
prove the access authentication and home registration process handover latency of ours is better than that of the existing
solutions and our solution satisfies mutual authentication security, resolves the key escrow efficiently.
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