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A Survey of Cooperation of Nodes in Mobile Ad Hoc Networks

TAN Chang-Geng LUQO Wen-Yan CHEN Song-Qiaoc WANG Jian-Xin
(College of Information Science and Engineering, Central South University, Changsha 410083)

Abstract It is difficult to manage the secret key in mobile Ad hoc network, because the trust relationship between
nodes is change incessantly due to the dynamic and temporarily of network. To the attack which launched by the mali-
cious and selfish nodes in the inner mobile Ad hoc networks, the traditional security mechanism isn’t efficacious any-
more. With lack of a prior trust relationship, the cooperative security schemes offer the reasonable effective solution to
resolve the uncooprative behavior which launched by the malicious and selfish nodes in the inner mobile Ad hoc net-
works. This paper analyses the vulnerability of mobile Ad hoc network at first, points out the importance of cooperation
between nodes, and then surveys the typical cooperation schemes, makes a comparison and discussion of their respective
merits and faults. Finally, we outline future research directions.
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