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Survey on LKM Backdoors
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Abstract LKM backdoors run in kernel as the most dangerous evil code, It is more secluded and stronger than tradi-
tional backdoors. This paper analyses the principle and threaten of LKM backdoors. Some detecting methods are re-

searched based on it. These methods have their own limitations, so organically combining several methods will be the

development trend for detecting LKM backdoors.
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