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Hybrid Multiple Policy Views Security Model

XIA Lei HUANG Hao YU Shu-ying
(State Key Laboratory for Novel Software Technology » Department of Computer Science and Technology , Nanjing University, Nanjing 210093, Chian)

Abstract MLS security policy aims at only confidentiality assurance, with less consideration on integrity assurance and
weakness in channel control policy. And its way to handle the trusted subjects has many security shortcomings. Moreo-
ver, increasing diversity of the computing environments results in various security requirements, However, current
mainstream security models are aiming at only one or few requirements of them each. The Multi-Policy Views Security
Model is presented, which is based on the MLS model, combining the domain and type attributes to the model, to en-
force the expression power in channel control policies, make permission management more fine-grained and enhance the
ability of confining the permission of the trusted subjects. MPVSM is also able to enforce multi-policy views in operat-
ing system in a flexible way.

Keywords Security model, Multiple security policies, Multilevel security policy, l.east privilege, Confidentiality as-
surance, Integrity assurance
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