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Study on Email Classifying Based on Information Entropy and Determination Tree Technique

LI Yang ZHAQO Hua
(College of Economics and Business Administration, Chongging University, Chongging 400030)

Abstract By disperseing and charactering an email, this paper uses a group of vectors to express an email. And bring

forward a determination tree classifying model base on information entropy. And then followed with some experiments

and tests. The results proved that the model can find out how to identify the new spams by learning and training from

the spams and normals. So it shows that our model and method work well.
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Research on Normalization towards Instructions Reordering Metamorphism Technique

JIN Ran WEI Qiang WAN Qing-Xian
(Information Engineering Institute, Information Engineering University, Zhengzhou 450002)

Abstract Much of apparently new malware comes from transformed known malware. Metamorphic malware could e-
ven complete this process automatically. The mutable signature makes the traditional detection method based on it diffi-
cult to detect metamorphic malware. Combining normalization idea with the traditional detection technology is a prom-
ising approach to resolve the problem. This paper proposes a normalization scheme towards instructions reordering
metamorphism technique. In the scheme, the inspected code is firstly partitioned into some basic control blocks based
on control-dependency analysis, then the instructions order in each block is adjusted according to the data-dependency
graph. After the variants of malware are normalized according to the scheme, they tend to have the same form. The
scheme is applicable to both jump method and non-jump method which are two implementations of instructions reorde-

ring. Testing has been conducted to validate the feasibility of the scheme.
Keywords Metamorphic malware, Normalization, Malware detection
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